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loader,IPL) /£ 75| &4 X (master boot record, MBR) # 52 B 4 , 3% T 3| Wr AL %1 ) 7 TPL/MBR B 52 %
#,% IPL/MBR EEM KA IR, WiE4T MBR; A /5 IPL/MBR B & OS WKW EESBEHH
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D FEEEE MR T &R % BN EERENER;
2) AMEEBBLHR U E PCR ME . AT &5 0% A (PIK)X PCR WEHITES;
3) F &4 PCR AY1E .PIK ¥ PCR HH2&4& fl PIK iE P R EARIEE .
b)  IEEWIET & e
1D RIEHBIF S K%M PCRE.PIK X PCR {H#4 & PIK iEH;
2) WiEFERUE PIK iEH;
3) WIFERIE PCREMESR;
4) IREH S PCR MM 5T & B 52 8 Ve 20 v (3647 LU0, 25 AR IR U 36 B M BT 7 & b F 0T 43

4.3.2 EE&£H®MVE
4.3.2.1 TE&EHHFRA

WETREBEBEFERMA EK R RE S M, EF A ERT 7 TCM A #A B—4 SM2
FHAX AR PIK, T X TCM WG B HTRFEL . LIF 6 FHIAEMF G5B RS, Al
[ SR UE SE - 5 P9 R EHE B AT {5 4

WA % 4 (EKD) R — i, AR E TCM L UUERBCF E TR B RIER G F 6 5
R iE A0, AR H TCM S,

FERRPIERETFEEANE - EFEE BRATGEE, A TELENHEAEAS T EED
BB —— TP KR
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—AMAEHEFBIRFEETUTE L4 PIK, 81 PIK 35 EK 408, WM ETE & HH.

& B K X R 8 & I IE S d A4 34t I T RAET & 54 % 8 (PIK) # 43 %t PCR
HINES.

ELEYIE S T & 5 4E B BN R I & I E B 4% 2 LI R B.

4.3.2.2 FHEEHET

4.3.2.2.1

REFEMAN

AR EK 5. AT AR & A, BASF E A AR RIELRNT

BB EWA DL ARG KEMR AL EE R F & &N EAUE;

1 A B e G O S 30 & BT 3 B AU AT I SR A B T A5 R B e E T
TR I A DA R SO FAG 3 0 B AU R BT R, R B R L — AL F
6 TR H BRI 70 T 7T (5 B T

BT A B AFERE EEH O 4 T8 ABER ST K B — (L AL 813 B 77 0% 1 2 49 1 BEAUBUIE

15 PR B AR B 2 B ) 8 B N i 2 B RAURRAE HE AT I I R B AT {5 B AR P, FE AT (R
RN, FRAEBEREHNOAG, I ME RN EH#TRE, BERKEL KT
i £ H ARBRE I 08 T A EHEBERAT;

AL {5 AL R A X PR B 08 vk SM4 A= FUFF i 225 9, 5 HLE 6 T T (5 RS AR B 3 5
AR AR AP B RIEE R 0 T AF MR R 3, A v S 3 LU, 72 °F
SR ARAERHNFERIEFEARENE. FERIEFEEEATHIESR.

4.3.2.2.2 FEEMTHANERERE

FESHEAERRAERBEZESHENLRUT .
FESHEARER:

a)
b)

c)
d)

e)
9

a)

b)

10

D
2)

3
4)
5)
6)

7)

AR AR S IR & BT A & §0 BABOE 077 i 25 2 4 1 RAUEUE 5

WEY 65 0% P IRAVEE (6 FE SRS 47 00 2 99 X SR8 k17 hn 26 34 A B AT
R SRR IR R, 75 ] {5 45 PO AR IR A K, 60 A 5 A A R 2 G RO A B0, X o 8 ) R AU s AT
R BB EM— I E T & B0 5 S BRI A T 7T {5 A B R
AEEMERICRA SM2 B A RE = E T & S0 HHA; '

AE SRR 7 68 TR AMEF & 50 FAMRAERL

XAMET A HHAITRBEEE R G T NAREME;
AEEEERERTFESHEANRA, R SM2 22 BEMTEFAHREEMTS
SOEANRAHRTEL FBTLERNERALSL;
AEHBEREFESNEANLAA . FHRREANLAHAMTESNEALLARES
AR

AETEEEIFERENERER . EFFESMIES:

D
2)
3)

4)

WiETF &4 B EHNES

B i@, WA SM2 B4 B HE BT 6 SHES;

L2 FXE 0 85 548 SessionKey, 3 3% A SM4 S5 5 15 88 36 11 5 7 & & 4HE 45, 18 B
BTG 5 HE

KA F S BOIRT & 55 E IS5 5 BRI R

(AR BT & S B w N A AR, A I S 4 A 8, X
& BB A HT I 2R B BN SessionKey AT I 6 195 45 3 AN 25 40 &3 5 0
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KEHTF S .
o) W& PIKIEBHIEBERRN:

D WEEBEREAEBEREANDA. RERIAFESHEANLSHANREENEEN
AR X BRI 5 :

2) HEHEIINTEESHEFNAYINAEERT SR TENTESRERNAGNRE
EAR A ; '

3 HHELWAEFEFEERARFIRNRMEREARES MBS SMEE . KEFE S
RiEH .

4.3.2.2.3 FEGHERMNER
FESHERANRRFEEH AT ETEEDIBELEARTENBBRHTES.
4.3.3 FRAUBRERYP

BRZLERPETEHEFNIEFENBRLIEZ — B E 2R 3R E Q%A HE XA
FoE GRS AT B, A B T EEH S R R R TR
a) ATHEEZ2FPHEHSANKREAMENKRES . FHATHREAEN  EHAMR .
PAHR EARA EHIR EHANEENE;
b) AR B B T LR AT AT 5 HE 5
o BEZLFPITNEFLEENRE BEEE BT EHE.

4.3.3.1 ZYEHINEE
4.3.3.1.1 HPERK

FEHERERBNHRRERENFEREANEARE FAFHIN. BHIBR EHN
R REEYH FRRAVEEEERESEENER. EEEBERN, hRPBREEHME &
R SARAGA TR, SR U5 K A B0 4 R B G 4 R T 45 T A R A

X FAMEEBRRASREN E BT R

a) HMEREA R AR, N SM2 AEXFRE Y . WS G LUE LA A A AT S

PR RY; ‘

b)  TEhEE WL B RECT & BT A A A B, 9 SM4 SRR 4 T & BT & A RF A £ H I,
W IFHE P F B R YR A A5

O FEHHBEYN SM2 EXHRES, BAMEAFHELERNBAER. FRTETRFHEEFE
BHIEBHETE LTSN

O FEMEmES h KMC 4 i, 15 %550 H g i 7745 )7 & 3% PEK i $3% K, RN % & PEK
EH (& PEK AR5 8) . AAE M EHS PEK RHAE 4, 3 8% % PEK;

e)  FH AT LATE T 45 M AR e g 30 A A, AT FE I (S A BN ARG B A . AP EHAE
PR EARIESRES, KBS E LR A,

4.3.3.1.2 =

T RGN AR R AR E ST REZ 2R RN, NRFEEAREANRBA. T
BH HHARE (TSM_KEY_STRUCT_KEY) fin# 2 7] {5 & i 4k 3 » i R I AR B AR 485 J5 A RE 5
o MRERZEARAS, WENARRGEEER.

AR N A KRBT R AT

11
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a) HHAAEEBEREALAEREFENAEIMNARTERIEEN. REVENEEZE &
WA BT R & BN 8508 FE R A T (5 AR B AR AT .

b) A E AL AU PTA E A E PR B2 H S R I W 5 RS R Y
AT,

o HEATEEREADARIET & S0 E A T2 EHH BT 6 S0 HH 0TG5 5%
INEE T E H DR A WHAT DS E, AP ER S E I BRI .

d) I & 0 B 6 R IE V- 6 0 2 B R T B IR OF 6 N 2 B B AL 0 T8
InER B AT WA R A BT EDEE, AP E LR E S R ISNRHAT.

e EAMFEALIEIER P E SR P % 8 A0 A g BB T (5 BB SR R AT
wHEH.

4.3.3.1.3 EHER

FREBE M ABRRATTUHBECHEH. M T EEBELNEXTH HRFTEOT .

a) HEFEEREARELHATHENEEEREATRMN. TR0 840 FBERE
Ho R B

b) HEHEHEFHELERITEHE KT

o) HWEFPEHMFHAULATRIFVFEEHFHEN. . GREIFHENE ETEEBERK
AT

d) %%#AM%%%MUT%ﬁ¥AM%%%&Ha%ﬁi%%ﬁﬁ&p&?h%%ﬁﬂm
AT

e WA FEE R AP REBHEAUS  E TCM IR 545 iy 14T

4.3.3.1.4 EBHEA |

%F%#Tu%%%%%kﬁiﬁTh%ﬂﬁﬂ%%@E%SMZ%M%%ﬂﬁﬁFJ#Wk
B MR E AR,
FEANIATER S REATEBEERRAREEHRE I EAEESHRPBREZHNHEIA
F AR I

4.3.3.1.5 FTHIB

FREF P REE S, FEEANN AP EHTUTEER. TEHEEMTETBEHONE
WREEE, FANRERAEATLUIR ST ST EREENRTERTEHETS.
BEEHTE AN—ATIBEAIBITLE B L HABTERRNT.
a) VA BERPREBHNAIRZATE A;
b FA ARPTR NSRBI TS S A R BT R B
O P& AT EHIBREEYLE A — A X FRI0 S BT R S B T R R B A A R
EBFHNEBHIE;
&) FITA B HR I ER 1R 5 4 1/ 4 10 3% X FR 0 2 48 5
o) WEBHBEMOMBEMNMHRMEEANTE A REFE B;
£ P& BERALERPRESHOREREHRMESH, EH SM4 M FREHEE, RS H K
X RR N R T R, BT BT
g FEBUBRIBHHEFMERY  TREMTIBHERE.

4.3.3.1.6 HPHE

%%Wﬁ%EW4%FAﬁBZEEﬁ—ﬁ%?%%%%ww&ﬁﬁﬁﬁﬁﬁ%%ﬁ%—¢%
12
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EHEFEFRME, FREML ARP S BAFZEAKEEZ2RF.

4.3.

4. 3.

EHRAME AW GM/T 0009,

3.2 BERLEHFR

3.2.1 HiIEMBE
HENMETURANFREDEEMIEXNRINFEELI. EXHRMBRETE TCM RS R

AT B X FR 4 G A8 2 TR BRI AR B A0 UL W R B AR R R BT .

4.3.

4, 3.

TE 5 SR R AR HEAT AR A 4R AR B, R BB EA.
FEXTFINMRE EREATERE LS E IR E T ARIEETRERE.

3.2.2 HiEHE

BEIESHEMN T ERE(PCRE) XI5 HEHERG EE— i, XMBRIER N BIER .
BEMEFE—ANBERERE T - EHOERER,
BB K E— N BIEANAE T DU EEEESR, FET PCRAE T M EERE.
FRAMRELEENHERR N
sealedData=SM4_ Encrypt (key,(data || PCRValue | TCM_Proof))
H A TCM_Proof 2 TCM ME— MR,
B EHEERR N
a) AIEHEEREE R
data || PCRValue || TCM_Proof=SM4 Decrypt (key,sealedData) ;
b) FEHEEE R T ST PCR WER B 5% 89 PCRValue [/ ;
o) AIE B L Xt fE % ) TCM_Proof B &% 5 WA M BE AR ;
d) FHHITHERF, it data,
FRHEMNREEEENHERT R .
sealedData=SM2_Encrypt (SM2PUBKEY, (data {| PCRValue || TCM_Proof))
BREBEERER R
a) TI{EHDEI R
data || PCRValue || TCM_Proof=SM2_Decrypt (SM2PRIKEY,sealedData) ;
b) A{EHEBES X X4/ PCR MERE T 5% & # PCRValue # 17 ;
o) A {EH MR L X% % ) TCM_Proof B& 5 A E A 6% B B E M H 5
d  HHXHE, B data,

3.2.3 WFEH
SR P X i 2 5 B ot R AT I AR AP (R B SR R 3 R B Tk e xR A Bk O P B

TME R X PR Z SR BETIETEE. RETENT.

a) FEHLTE A TR %4 symmetricKey;

b) 5 R AR B 4H R R BRI B X B AT N
encData=SM4_Encrypt (symmetricKey,data) ;

o i SM2 FEM AL, KA SM2 % B B n X Fr &4 -
encSymmetricKey=SM2 Encrypt (PUBKEY ,symmetricKey) ;

d) TEREEBBEE I, A SM2 HHAMAA, RA SM2 SRR BENRES . FRXRE
PAEFENBELRSE.

13
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5 AEHHEEMXEEAINERD

5.1 #Eig

AERYUT A EHTEESIEFENERO, GFETXEE KREE TEEDEREE FH
B PENESRE PCRER FEHAUEFHER . RERE BHDRSARKEONEXL.

X e O R A X R BRSO, ARG AR R RARE N LN TR,

THEMBESNFTERNES AT RN, TFERNNO TENREQHE TCM BETEMR HHM
R OMEHFEXMGE NV MR EHABREN RN R., TR X RAEREX R PCR
R

MRZIEMEKFINE 5 FE 6 .

ETFXEENR

1

0---n

EFx

—— M LETXEENREEEA LT IOHE;
—E-TETXXMRTTRELS A PCR IR
— HE P ETXMNEITUEENREXNSR.

B5 EERUMNIENKZEANXE

14
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EFXEENR
1
0 :+n
: EFx !
1 1 1
iz tg
on on o o
- ot RIS EHRS EEDHNS NVAR
TCMRf % x
1
1 0---1 To...l TO...I
- . HE A R
1 — R
] S

——MERBASERABIR, MEGAX R INELEX G F;

— B T XA R — B, B E R X R A SR T XA B K
—BATEMNRSRARBIE . ERAHWRBEX ZB TR TIEXNR;

——TCM X & F — A S5 8 R 3 R AR TCM Bif & 5

— ABHRERBA N REDTTENRIE - RBENR .

BH6 ERNMNIENRZEMXRA
ARBEORBY RNBEEWILMR A,
5.2 LTxE®E
5.2.1 #i&

ETFXEBEATEXT TSM M REPITHREHNE L, M RMIRIR . 5H M TSM RAEERBHK

B/ EERATFER.
5.2.2 GIBETX

Thhesiig .
A — £ TR B BZX R AW,
HOE L
TSM_RESULT Tspi_Context_Create
(
TSM_HCONTEXT"* phContext //out
)3

15
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WASEHR
—X.
i th SR
—phContext BIEM LT XL,
AR 2§
TSM_SUCCESS
TSM_E_INTERNAL_ERROR

5.2.3 XHALTX

TheeHR -
HE—A TR BRI,
EOEX:
TSM_RESULT Tspi_Context_Close
(
TSM_HCONTEXT hContext //in
)
WMASEHR
——hContext ZXM LT XA RN,
SRR R
—X.
e S v @
TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_E_INTERNAL_ERROER

5.2.4 MELFTXREMH(BEHESHD)

THREHH A .
FRBRE ET AR 32 thiFE Y. IREROBEKE/NT UINT3I2, S 508 58 5 #
A 32 HA K B B8 |
FEOE XL
TSM_RESULT Tspi_SetAttribUint32
(
TSM_HOBJECT hObject, //in
TSM_FLAG attribFlag, //in

TSM_FLAG subFlag, //in
UINT32 ulAttrib //in
)3
WMASEHR .

——hObject FEREBHEMNNE AW,
attribFlag FEREMN B HRIC.

subFlag FBEREMWTFREHEAIC.

ulAttrib  JBHEREAE.

16
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& '&EX :
B FREM BHE HER
TSM_TSPATTRIB_
CONTEXT SILENT TSM_TSPATTRIB_CONTEXT_ [
- - NOT_SI LENT TARDIY '
MODE
TSM_TSPATTRIB_CONTEXT_ | AR R HIFEOMIEHE O (B
SILENT N
TSM_TSPATTRIB_ TSM_TSPATTRIB. TSM_TSPATTRIB_HASH TR AT H A SR
SECRET HASH_ SECRET_HASH_ MOD‘E NOT NUI; - -
MODE MODE_POPUP - ST
TSM_TSPATTRIB_HASH_ MTEEEMEERNEN
MODE_NULL BATETE '
——J,
RES

TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_INVALID_ATTRIB_FLAG
TSM_E_INVALID_ATTRIB_SUBFLAG
TSM_E_INVALID_ATTRIB_DATA
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

5.2.5 EMETXEM(BESHD

ThRE ik -
A RBARE T XX R 32 LB .
BOEN:
TSM_RESULT Tspi_GetAttribUint32

(

TSM_HOBJECT hObject, //in
TSM_FLAG attribFlag, //in
TSM_FLAG subFlag, //in
UINT32* pulAttrib // out
)s
WMASEHR
——hObject FHFEEWBHERIRAM.

attribFlag  FEE KB HERIC.
subFlag FEHE AN FREHERC.

17
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BHEE X
B FREH BAEE R

TSM_TSPATTRIB_
TSM_TSPATTRIB_CONTEXT_ o )

CONTEXT SILENT_ BRBEOMMNESO
NOT_SILENT

MODE
TSM_TSPATTRIB_CONTEXT_ | ARRE O MEST OB
SILENT )

TSM_TSPATTRIB_ TSM_TSPATTRIR_ _
TSM_TSPATTRIB_HASH _ Xt 5 B b B3R B A

SECRET_HASH_ SECRET _HASH_ ~

: MODE_NOT_NULL T R E T

MODE MODE_POPUP
TSM_TSPATTRIB_HASH_ MTFaEHEMHEERNED
MODE_NULL T REITE

SRR

iR A B

pulAttrib ¥ EE B BHEE.

TSM_SUCCESS
TSM_E_INVALID_HANDLE

TSM_E_INVALID_ATTRIB_FLAG
TSM_E_INVALID_ATTRIB_SUBFLAG
TSM_E_INVALID ATTRIB_DATA
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

5.2.6 BREETXEH(EKSED

IRERR -

FRPRE L TR 32 R, BHEENEHMAMBYETE.

EOEX:
TSM_RESULT Tspi_SetAttribData
(
TSM_HOBJECT hObject, //in

TSM_FLAG attribFlag, //in
TSM_FLAG subFlag, //in
UINT32 ulAttribDataSize, //in
BYTE* rgbAttribData //in
)s
BWMASBHR

——hObject TERBRBEMITR A,
attribFlag TERZEBEMBEHEIRIC.
subFlag FEREMNFEHEIRC.

18
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G S € B

— X

B ESH .
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_INVALID_ATTRIB_FLAG
TSM_E_INVALID_ATTRIB_SUBFLAG
TSM_E_INVALID_ATTRIB_DATA
TSM_E BAD_PARAMETER
TSM_E_INTERNAL_ERROR

7 BRETXRE(ERSED
Dhee ik .

ulAttribDataSize prgbAttribData 285k /NLLFES H8AT) .
rgbAttribData  WBHIER - N ERREBEHENEWEX,

GM/T 0011—2012

FRBORW LT XX RIOIE 32 this k. BUHBENEMMRMOBETZ. AEERE

B4 BC R PR fE R 6 1 Tspi_Context_FreeMemory B,
HOENX:
TSM_RESULT Tspi_GetAttribData
(
TSM_HOBJECT hObject,  //in

TSM_FLAG attribFlag, //in
TSM_FLAG subFlag, //in
UINT32* pulAttribDataSize, //out
BYTE* * prgbAttribData // out
)3
MASBHR

——hObject FERBRBEHEBIXRENH.
attribFlag T E KB BHERIC.

subFlag TERBMFREHEIFC.

Wt SR

pulAttribDataSize B 18 B rgbAttribData 28 W K /DM (U FZH B M), H B3 H

rgbAttribData —4 TSM_UNICODE FE#& £ , W% K /N F 45 45 R %

NULL,

BHEEX:

prgbAttribData WEHHEE— MBI R EENZ WX,

=44 TR

B HAE

TSM_TSPATTRIB_CONTEXT_
MACHINE_NAME

B TSMEITHNBE.2—4 U NULL &K H
TSM_UNICODE £ %%

19
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AEE 2 @
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_INVALID_ATTRIB_FLAG
TSM_E_INVALID_ATTRIB_SUBFLAG
TSM_E_INVALID_ATTRIB_DATA
TSM_E_BAD_PARAMETER
TSM_E_INTERNAIL_ERROR

5.2.8 EHLITTX

THREH A -
B 5 TCM M, TCM 1] U A i Y B8R R B
EOogEX:
TSM_RESULT Tspi_Context_Connect
(
TSM_HCONTEXT hContext, //in
TSM_UNICODE* wszDestination  //in
s
HAS R |
— hContext L FICAT& A, | |
wszDestination AR HZEEBMERIRS (U null 50 ,NULL R EEEF RS .
SR
—T, ‘
R ESH
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_NO_CONNECTION
TSM_E_INTERNAL_ERROR

5.2.9 BHLETX

hiefid -
Bl TSM BT B B FXHERE.
BOEXL:
TSM_RESULT Tspi_Context FreeMemory
(
TSM_HCONTEXT hContext, //in
BYTE" rgbMemory //in
)3
MASERR .
——hContext LT3 RA)H.
20



5.2.

5.2.

B

— .

iR B S5
TSM_SUCCESS
TSM_E_INVALID _HANDLE
TSM_E_INTERNAL_ERROR
TSM_E_INVALID_RESOURCE

10 FREX LT 30BN SR RE

ThEg iR «
R LT X BRIA KBRS R .
o€ X:
TSM_RESULT Tspi_Context_GetDefaultPolicy
(
TSM_HCONTEXT hContext, //in
TSM_HPOLICY " phPolicy // out
)3
WMAZSYRR
——hContext FTFXXEAM.
SRR .
——phPolicy iR Bl T 3T 5 #3588 3T 5 A4
RS
TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_E_INTERNAL_ERROR

1N HENR
e B

AR — N ER B S IR, BEI SH A,

KBNS - E LTI M LT X R KK,
EOEX:

TSM_RESULT Tspi_Context_CreateObject

(
TSM_HCONTEXT hContext, //in
TSM_FLAG objectType, //in
TSM_FLAG initFlags, //in
TSM_HOBJECT* phObject // out

)s

GM/T 0011—2012

rgbMemory FTF XXM REHNAFIE. HEEXHNULL, MEZET XN R EHAFRE R

21
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5.2.

5.2.

WAS RO -
——hContext FTFICXTRAH.
objectType ZERIEMX RERIFRIR.
initFlags BI@ M 2B KA HE.
W SRR
——phObject R FEFFEIERKIITER.
REIZH
TSM_SUCCESS
TSM_E _INVALID_HANDLE
TSM_E_INVALID_OBJECT_TYPE
TSM_E_INVALID _OBJECT_INIT_FLAG
TSM_E _BAD PARAMETER
TSM_E_INTERNAL_ERROR
TSM_E_ENC_INVALID_TYPE
TSM_E_HASH_INVALID_ALG

12 (AXMK

ThEEH R «
BB — B SO SRR BT R BR B X 5 BT AR R M BT IR
HOEX:
TSM_RESULT Tspi_Context_CloseObject
(
TSM_HCONTEXT hContext,.//in
TSM_HOBJECT hObject //in
);
WMASEHR
——hContext T XX REH.
——phObject ZEREHI X R AW,
BB SYPER
—X.,
A S ¢
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_INTERNAL_ERROR

13 REFEAThEER

IhEHIA -

FREX TSM 1 A IR 55 80 0 AR 55 B T BB/ MR BB/ JB HE 238 .
EOEX:

TSM_RESULT Tspi_Context_GetCapability

(

22



TSM_HCONTEXT

TSM_FLAG
UINT32
BYTE"
UINT32"
BYTE"*
);
WMASEHR

GM/T 0011—2012

hContext, //in
capArea, //in
ulSubCapLength, //in
rgbSubCap, //in
pulRespDatal.ength, // out
prgbRespData // out

——hContext ETFIXXRAH,

capArea EHHWBEHELR . SIEERAE.
ulSubCapLength TREHEMNKESE.
rgbSubCap HEHWTFREHESH.

BHULHRE:
BHERiE FREERIE B R
TSM_ALG_XX: BOOLE[E . TRUERZRZALMRE L HxE
TSM_TCSCAP_ALG
REZXFHNEELZR ¥, FALSE R EFR T F

TSM_TCSCAP_VERSION

MA LR % I TSM_VERSION 45141t B
BE

TSM_TCSCAP_CACHING

TSM_TCSCAP_PROP_KEYCACHE

BOOL i [ : TRUE #9 % %1 % % 5 % 1
247 , FALSE i Bl R & 3%

TSM_TCSCAP_CACHING

TSM_TCSCAP_PROP_AUTHC
ACHE

BOOL j& Bl : TRUE # ¥ & 45 AR % 32 #7 824%
W% FALSE SR X %

TSM_TCSCAP_PERSSTORAGE

BOOL ;& : TRUE # Bl R H R & XA A
1%, FALSE 8 R X 3%

TSM_TSPCAP_ALG TSM_ALG_DEFAULT 8 [ BN B
TSM_TSPCAP_ALG TSM_ALG DEFAULT_SIZE B EBRIN T KB

TSM_ALG_XX: BOOL i& fd: TRUE f{ £ X # % & ¥,
TSM_TSPCAP_ALG

REZHWEELK FALSE RER X

TSM_TSPCAP_VERSION

K TSM f A

TSM_TSPCAP_PERSSTORAGE

BOOL & [6]: TRUE # 88 ¥ 3 5k A 7 4,
FALSE B R #

TSM_TCSCAP_MANUFAC
TURER

TSM_TCSCAP_PROP_
MANUFACTURER_ID

UINT32 & [E iR RGERE T #

TSM_TCSCAP_PROP_
MANUFACTURER_STR

REIREMR ST B AR

TSM_TSPCAP_MANUFAC
TURER

TSM_TSPCAP_PROP_
MANUFACTURER_ID

UINT32 i& [ {83 TSM | /%

TSM_TSPCAP_PROP_
MANUFACTURER_STR

BB TSM "B &

TSM_TSPCAP_RETURNVA
LUE_INFO

TSM_TSPCAP_PROP_
RETURNVALUE_INFO

0 BLBIRA ASN. 1 %H5,1 HARAF TR

23
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5.2.

5.2.

i SRR
—pulRespDatalength REE#HKEBEHESERKE.
——prgbRespData & [Bl 25 1] 1 /& 1 5038 N ik .
R ESH .
TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_E_BAD.PARAMETER
TSM_E_INTERNAL_ERROR

14 B TCM X & A%

SR |
KB TCM B R LT3 —MEERN BT XRM M —4 TCM FH 3 & L4, % TCM
BEE. !
EOEX:
TSM_RESULT Tspi_Context_GetTcmObject
( ;
TSM_HCONTEXT hContext, //in
TSM_HTCM* phTCM // out
)3
WASEHR
—hContext kT XXM,
SRR
—phTCM 1R EIRELH TCM X R A4 .
R EZH
TSM_SUCCESS
TSM_E INVALID_HANDLE
TSM_E _BAD PARAMETER
TSM_E_INTERNAL_ERROR

15 EidEARMEMEEHA

ThEEHH A «

1% key blob F&& M E B AR HFHAX R, FHMEF TCM #, H hUnwrappingKey # [ 49 %
A% key blob, hUnwrappingKey & 6] # % 41 2 0 fe 8 i 83 TCM 7.,
BOEX:

TSM_RESULT Tspi_Context LoadKeyByBlob

(

TSM_HCONTEXT hContext, //in
TSM_HKEY hUnwrappingKey, //in
UINT32 ulBlobLength, //in
BYTE" rgbBlobData, //in

TSM_HKEY" phKey // out

24
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MASHHR
~——hContext T XX,
——hUnwrappingKey Z4X%f RA11 , 1% 4 F T #% % 4 rgbBlobData H I HEHF R .
ulBlobLength rgbBlobData 5 [a] f) % S B IE R MK B (LUF W HHBAD
rgbBlobData /il £ ) B A B R .
SRR
—phKey RRBMBEH Key MR,
R ESH
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

16 AT ID mMELFA

ThEE R «
FHEERME UUID FBMBEHAE L HEFHXR P HHMED TCM . mERE e
& R RAE B S BT MK A SRR .
A a0, FEFEARETHRRAIOR .
(D WRZFHANFE R BREFHABATERS N AREF A LUUEEBE A Tspi_Context_
LoadKeyByUUIDO) 3k il #8 4 5 & 41 .
(2) WMEF-ANFHAFTEENIFENARFMERAZRFRER, W AR P L5083 A
A% Tspi_Context_GetKeyByUUIDO W HFAEF KB HHABE I AHBERERE,
Fi Tspi_Key_LoadKeyOMER &4 .
(3) MBF-NHEATFERIFANARTF R MNEFEHARFE L, WA HREF L I8 A
A Tspi_Context_GetRegisteredKeysByUUIDO W\ FEREF RN EHEEZE L. RE
Fy HARIRHE G , Al Tspi_Key_LoadKey O fin g 4
BOEX:
TSM_RESULT Tspi_Context_LoadKeyByUUID
(
TSM_HCONTEXT hContext, //in
TSM_FLAG persistentStorageType, //in
TSM_UUID uuidData, /in
TSM_HKEY* phKey// out
)s
BASEHR
——hContext T XX ERAH,
persistentStorageType R, & HEMBHHEAEMERKETLEA S FE+H.
uuidData  #4A# UUID 15,
i SRR
——phKey R EFHHAXTR AWM.
ACIE S ¢
TSM_SUCCESS
TSM_E_INVALID_HANDLE

25
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TSM_E_BAD_PARAMETER
TSM_E_PS_KEY_NOTFOUND
TSM_E_INTERNAL_ERROR

5.2.17 EMEHR
IhEE A -
B EHAEME TSM KA FHEEESD.
EOEX:
TSM_RESULT Tspi_Context_RegisterKey
(
TSM_HCONTEXT hContext, //in
TSM_HKEY hKey, /in
TSM_FLAG persistentStorageType, //in
TSM_UUID uuidKey, //in
TSM_FLAG persistentStorageTypeParent, //in
TSM_UUID uuidParentKey //in
)3
WAS R

——hContext L+ TFXX2AM.
——hKey FEMBPBEHAXMNROW. ERALS S EZE M AR Tspi_SetAttribData() b k&
AR,
persistentStorageType KAFEEEE, AREHEREAEMBREELRAPES.
uuidKey 3 ECZ AR UUID,
persistentStorageTypeParent RIRIEHRIPBRIEFHEMERGEECRAFEPHIRE.
Wi S BER
uuidParentKey {Fi#/EFLH UUID,
BESH.
TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_E BAD PARAMETER
TSM_E_PS_KEY_NOTFOUND
TSM_E_INTERNAL_ERROR

5.2.18 SHEEH

ThEERE R .
BEANEALEE TS,
BOEX:
TSM_RESULT Tspi_Context_UnregisterKey
(
TSM_HCONTEXT hContext, //in
TSM_FLAG persistentStorageType, //in
TSM_UUID uuidKey, //in

TSM_HKEY" phkey, // out
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WMASBEIR
——hContext T IXX LA, :
persistentStorageType B SATEMME (REESH P E)HRE.
uuidKey #4H#) UUID,
MBS HER.
——phKey REIZEHAX LW,
AEE S @
TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_E_PS_KEY_NOTFOUND
TSM_E_INTERNAL_ERROR

19 BIHENAIDRMNER

ThEA -
I UUID EZHEPEREMOFHE S, QI W R E A KR, & B3 12 1 % 4t
R DICIE
BOEX:
TSM_RESULT Tspi_Context_GetKeyByUUID
(
TSM_HCONTEXT hContext, /in
TSM_FLAG persistentStorageType, /in
TSM_UUID uuidData, /in
TSM_HKEY" phKey//out
)
WMASBRR
——hContext T XX LA .
persistentStorageType #& B HEM B (REFEDAF B HIRE.
uuidData #%H/ UUID,
WS EENR
——phKey BREINFT LI K [B] 2 99 % G A
RS 4
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_BAD_PARAMETER
TSM_E_PS_KEY_NOTFOUND
TSM_E_INTERNAL_ERROR

20 BEEAARMES

ThREH iR .
AL EN A AAGEEEAEPERIIX K FEARGE, QIEFAMBAFEANR . & EH
B B 2% AR R A F A
wOEX:
TSM_RESULT Tspi_Context_GetKeyByPublicInfo
27
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5.2.

TSM_HCONTEXT hContext, //in
TSM_FLAG persistentStorageType, //in
TSM_ALGORITHM_ID alglD, //in
UINT32 ulPublicInfol.ength, //in
BYTE" rgbPublicInfo, //in
TSM_HKEY" phKey // out
)3
MASEHR

~——hContext T IXXRAM.
persistentStorageType FEBAFESHEM N B MR E.
ulAlgld FrERMEHNBEERIR,
ulPublicInfoLength rgbPublicInfo 2 HK F (LIFEH K ELD .
rgbPubliclnfo A 4A%ES: .,
BLBBHR.
—phKey REHATRILE BB HM R M EOE .
R E S
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_BAD_PARAMETER
TSM_E_PS_KEY_NOTFOUND
TSM_E_INTERNAL_ERROR ;

21 @it ID REUEM E A

ThEEH#A -
B —A TSM_KM_KEYINFO £# M5, Z AR EME AN B RE R
i BHETFEME A Tspi_Context_FreeMemory H B R B A R S ECHNE.
BEOEX.
TSM_RESULT Tspi_Context GetRegisteredKeysByUUID |
(

TSM_HCONTEXT hContext, //in
TSM_FLAG persistentStorageType, //in
TSM_UUID" pUuidData, //in
UINT32* pulKeyHierarchySize, // out

TSM_KM_KEYINFO** ppKeyHierarchy //out
)3

MASEIR

——hContext L FIXXRA)M.

persistentStorageType #& BB HEM M B (RGEEDH P B WIRE.

——pUuidData #FHEME /S E K UUID, MR KSEH N NULL, K [ ¥ A58 R ZH I
W PT A BmYIR R IREM .. MRS HIEE T UUID, & B #9555 6015 N 16 €%
AFIHRD SMK MBZHNEREW, BEHENE - I TEREEEHNER,
REXREHRFBRIEEANGER . &E—1H8 SMK HE L.
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S EEE R
pulKeyHierarchySize ppKeyHierarchy S K/N LAFF HELD .
——ppKeyHierarchy B 3147 )5 , ppKeyHierarchy & [ — M B 4 R RS W EIRRZ X .
iR B S8
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E BAD_PARAMETER
TSM_E_INTERNAL_ERROR

22 BERRSENEEN
ThEEH#R
HETXHERBEAERMERSIENEEA.
BOEX:
TSM_RESULT Tspi_Context_SetTransEncryptionKey
(
TSM_HCONTEXT hContext, //in
TSM_HKEY hKey //in
);
RMASEHR

——hContext FFXXREH.
——hKey #HEHITESEMEBEROBEHM.
B SEHR .
—X.
QI 2
TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_E_BAD PARAMETER
TSM_E INTERNAL_ERROR

23 XHEHSIE

ThEeH i -
ZMAERERSE BB EmEEYS.
BOEX.
TSM_RESULT Tspi_Context_CloseTransport
(
TSM_HCONTEXT hContext, //in
)
MASERR
——hContext | F XX & A4,
S HOER
—x.
& E S5
TSM_SUCCESS
TSM_E INVALID_HANDLE
29



GM/T 0011—2012

TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

5.3 REEE

RERE AR T AR AR B BN KR 2R 570,
o7 7 3 o 5 A B O BEAL AR SR A1 % 1 A BRAURE 5 15 B MO AL BB AR .

5.3.1 RERMAXEMH(BASED)

ThEEH R -

FRBBBEXRE 32 LB, MRBEROBFKE DT UINT32, 5505 $E 5 6 L I 5
HIR AN
EOEX:

TSM_RESULT Tspi_SetAttribUint32

(

TSM_HOBJECT hObject, //in
TSM_FLAG attribFlag, //in
TSM_FLAG subFlag, //in
UINT32 ulAttrib //in
);
MASEHR

——hObject HFEEERBMEHIXT RN,
attribFlag TR E KB HERIC.
subFlag TEREMTREMERIC,

B R .
R R IR TRERR R

TSM_TSPATTRIB_P OLICY_CALLBACK

- - - - i
HMAC i P 42 43t
TSM_TSPATTRIB_
POLICY_CALLBACK_TAKEOWNERSHIp | 2 AeeT #H
TSM_TSPATTRIB TSM_TSPATTRIB

- - - - BRBER—EAHR

POLICY_SECRET_LIFETIME POLSECRET_LIFETIME_ALWAYS

TSM_TSPATTRIB_

POLSECRET_LIFETIME _ B e o (A A IR B

COUNTER

TSM_TSPATTRIB_ \

POLSECRET_LIFETIME_TIMER ERARESHERODH
TSM_TSPATTRIB_ TSM_TSPATTRIB_SECRET HASH_ | TSM_TSPATTRIB_HASH _
SECRET_HASH_MODE MODE_POPUP MODE_NULL(ZA)

TSM _TSPATTRIB_HASH _
MODE_NOT_NULL

ulAttrib  BH R ERE.
RIS EHR .
——%.
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iR E S5
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_INVALID_ATTRIB_FLAG
TSM_E_INVALID_ATTRIB_SUBFLAG
TSM_E_INVALID ATTRIB_DATA
TSM_E_BAD _PARAMETER
TSM_E_INTERNAL_ERROR

5.3.2 RELETXEMH(BRSE)

ThREHE A -

A RBIRBOT LM 32 LBt WRFRMOBEEKE /N T UINT32, 40K S8 7 % L EH
IR/,
BOEX:

TSM_RESULT Tspi_GetAttribUint32
(

TSM_HOBJECT hObject, //in
TSM_FLAG attribFlag, //in
TSM_FLAG subFlag, //in
UINT32* pulAttrib // out
)3
WMASEHRR

—hObject FTERBBEHERNXMRAIWH.
attribFlag T BRI A B HIRIC.
subFlag & E KRB FRHERIC.

BHEBHR .
R HERRIR F R AR IR gL B R
TSM_TSPATTRIB_POLICY_CALLBACK
- - - OB it
HMAG B F#2 7 4 44

TSM_TSPATTRIB_POLICY CALLBACK_

[H:
TAKEOWNERSHIP oL P2 £ 44

TSM_TSPATTRIB_

TSM_TSPATTRIB_POLICY_SECRET_ '
POLSECRET_LIFETIME_ BREEE—EAEX

LIFETIME

ALWAYS

TSM_TSPATTRIB_

POLSECRET_LIFETIME _ BB EEs s HORE

COUNTER

TOM_TSPATTRIB 5 L B 55 B0 P R B

POLSECRET_LIFETIME TIMER |
TSM_TSPATTRIB_SECRET _ TSM_TSPATTRIB_SECRET_ TSM_TSPATTRIB_HASH _
HASH_MODE HASH_MODE_POPUP MODE_NULL(ERA)

TSM_TSPATTRIB_HASH _
MODE_NOT_NULL
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SR

pulAttrib BRI ERE.

B EZE
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_INVALID_ATTRIB_FLAG
TSM_E_INVALID_ATTRIB_SUBFLAG
TSM_E_INVALID_ATTRIB_DATA
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

5.3.3 REELTXEMH(EKSHD)

THEEH R - .
AREGEXM R 32 WHERE. BHERENSHRA/MRE R E.
BOEX:
TSM_RESULT Tspi_SetAttribData
(

TSM_HOBJECT hObject, //in
TSM_FLAG attribFlag, //in
TSM_FLAG subFlag, //in
UINT?32 ulAttribDataSize, //in
BYTE* rgbAttribData //in ?
)s
WMASEHR .

—hObject FERBBUHMX R AWM.
attribFlag #ERBERENBEARSE.
subFlags #HRERBMBHEMNFIRE.
B

BAEARIR FRERR

BoyE R

TSM_TSPATTRIB_POLICY_CALLBACK_

HMAC DN [

TSM_TSPATTRIB_POLICY_CALLBACK _

TAKEOWNERSHIP R FR 7 FF 2 £

TSM_TSPATTRIB_POLICY_
POPUPSTRING

0 POPUP #1 D { F/F &

ulAttribDataSize rgbAttribData ¥ H /N LAFEFT HEAD,
rgbAttribData SR - HERREBRHEENE WX,
S8R

—.

R E S

TSM_SUCCESS

TSM_E INVALID_HANDLE
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TSM_E_INVALID_ATTRIB_FLAG
TSM_E_INVALID_ATTRIB_SUBFLAG
TSM_E_INVALID_ATTRIB_DATA
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

5.3.4 EMETXEM(EKESHD)

il i puck

ARBOERB S I 32 LB, BHEENENIMRBERE. M TFHARRNARTS
(8], EE 7 Tspi_Context_FreeMemory R .

BOEX:

TSM_RESULT Tspi_GetAttribData

(

TSM_HOBJECT hObject, //in
TSM_FLAG attribFlag, //in
TSM_FLAG subFlag, //in
UINT32" pulAttribDataSize, // out
BYTE" * prgbAttribData // out
)3
MASEHR .

——hObject FTEKRBBEAIRAMH.

BEERAR .

attribFlag R ZE R BHEHIRE .
subFlags T ERBHBHENFIRE.

BAEARR

FR#ERR BE R

TSM_TSPATTRIB_POLICY
HMAC

CALLBACK_
37 P P 42

TSM_TSPATTRIB_POLICY_
TAKEOWNERSHIP

CALLBACK_
N PR 1R 4

TSM_TSPATTRIB_POLICY_
POPUPSTRING

0 POPUP # D By 1F &

2 MR

prgbAttribData
B E S5
TSM_SUCCESS

pulAttribDataSize prgbAttribData 2B K/NLAFF HEAD

WEHER I — N FRIE EREENR K.

TSM_E_INVALID HANDLE
TSM_E_INVALID_ATTRIB_FLAG
TSM_E_INVALID ATTRIB_SUBFLAG
TSM_E_INVALID_ATTRIB_DATA
TSM_E_BAD PARAMETER

TSM_E _INTERNAL_ERROR
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5.3.5 REBERMEMN

ThegH R .
7 pR BB R W X B BV AR
2R secret mode AN ESRALAT AL E , S8 ulSecretLength ¥ H 0,rgbSecret % NULL,
secret mode I, : ‘
a) TSM_SECRET_MODE_NONE: G##EXK,
b) TSM_SECRET_MODE_SM3. Xt rgbsecret #§[f] — B H H 51 32 FHHHEEAE.,
¢) TSM_SECRET_MODE_PLAIN. rgbsecret & [a] — B% B 3C, ulsecretLength 3% rgbsecret
MEK,
d) TSM_SECRET_MODE_POPUP.TSM #5RAFAHA—B 04, HRAET —35 TSM_
UNICODE F# & , ZF /RO MAZETEME.
BOEX:
TSM_RESULT Tspi_Policy SetSecret
( .

TSM_HPOLICY hPolicy, //in
TSM_FLAG secretMode, //in
UINT32 ulSecretLength, /in
BYTE"* rgbSecret //in
)3
BMASEHR

——hPolicy REEX R,

secretMode SREEFTRAMESBER.

ulSecretLengthrgbSecret SHMWEVKE.

rgbSecret 5 5% % AH 3 ) B % $L 4% blob.

Mo SERR

—X,

ig @éﬁ :
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

5.3.6 HERREMEBE

ThaE A -
MR EBRZFHEBRIUEL .
BOREX:

TSM_RESULT Tspi_Policy_FlushSecret
(
TSM_HPOLICY hPolicy //in
)3
WMASEHR
——hPolicy KEEX R,
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e R e b

—%.

B S
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_INTERNAL_ERROR

5.3.7 BEFRHBIAR

ThEEH R -

L RBAY T 48— THEXT £ (TCM, key, encdata) , & — 4 TAEX £ F XA F M £ £
— B TCM #d . 8— 1TSS ERI B EA — N BRIAK R, 7T LA X R A TAEX
ROPE—HRE, R BN ER MBI XM R REIIRE .
BOEX:

TSM_RESULT Tspi_Policy_AssignToObject

(

TSM_HPOLICY hPolicy, //in
TSM_HOBJECT hObject //in
)
MASEHR .

—hPolicy HBEX A,

——hObject TAEXREI.

B SR

—T

ﬁ IE] %&ﬁ :
TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_E_INTERNAL_ERROR

5.4 TFI{EERER(TCM) EE
5.4.1 ik

TCM BEHEMATERS TCMWIEE., TCMBFAEATLUERRE PCHETHRLETHER. B
i, A ETFUNE— TCM BB LH . XX R 35— DR RA KK, A T48 TCM
iR E WA . Mo BB R4 — A AR & KT EE

5.4.2 GIZFEHMMEHEKR

IhEEH R

ARV EFLEHEHFEAPIK), HFEAF HHFEHER BE—MEBFRG., ZIEHHET
BEHRBIEXAN HHEH.

HA TCM Owner ARAIRF & HHEHA .
BOEX:

TSM_RESULT Tspi_TCM_CollateldentityRequest

(
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TSM_HTCM hTCM, //in
TSM_HKEY hKeySMK, //in

- TSM_HKEY hCAPubKey, //in
UINT32 ulldentitylLabelLength, //in
BYTE" rgbldentitylLabelData, //in
TSM_HKEY hldentityKey, //in
TSM_ALGORITHM_ID alglD, //in
UINT32* pulTCMIdentityReqlength, // out
BYTE" * prgbTCMIdentityReq // out

);
MAS R

——hTCM  TCM X4
——hKeySMK SMK X4 4147,
——hCAPubKey &HAEHAARENEAX LT,
ulldentityLabell.ength rgbldentitylabelData % % 15 %L,
rgbldentitylabelData f§E B AFREWNREEFEF M FERF &, 8 TSM_UNICODE #
g8 |
——hldentityKey BMHHEHAXMLEW.
alglD  XFREARELR, HFHRIAMNE PIKEHFEREBNONHREHEE.
i S HER .
pul TCMIdentityReqlength U prgbTCMIdentityReq fit] 28 vf X 5 K/, !
prgbTCMlIdentityReq & il — A & 3% 23 7 {5 75 115 K 50488 .
REE 2
TSM_SUCCESS
TSM_E _INVALID HANDLE
TSM_E_BAD PARAMETER
TSM_E INTERNAL ERROR

543 HETASMMERPIKIER

ThagiR .

A R B E PIK A 45 89 F S0, HF 3R B % MIE 45
EOEX:

TSM_RESULT Tspi_TCM_Activateldentity

(

TSM_HTCM hTCM, /in
TSM_HKEY hldentKey, //in
UINT32 ulAsymCAContentsBlobLength, //in
BYTE" rgbAsymCAContentsBlob, //in
UINT32 ulSymCAAttestationBlobLength, //in
BYTE* rgbSymCA AttestationBlob, //in
UINT32* pulCredentialLength, // out

BYTE" " prgbCredential // out
);
36



5.4.

GM/T 0011—2012

WMASYERR
——hTCM  #§7i TCM SR KA.
—hlIdentityKey & {3 % $IX R A .
ulAsymCAContentsBlobLength rgbAsymCAContentsBlob 28 H K/ NCEL . FF).,
rgbAsymCAContentsBlob # M \AIEH KB MELE . B A THEHEME PIK IEEHH
XFFRE LA PIK A28 (H
ulSymCA AttestationBlobLength rgbSymCAAttestationBlob ¥ /P (BAL.FT),
rgbSymCA AttestationBlob  #8[a] MBI & FRE M ME R PIK iE-H.
LSRR
pulCredetialLength prgbCredential Z2EH K /NCEALLFET),
prgbCredetial 1 Al 9 f#% % #9 PIK IE 54
QEIE S
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E BAD PARAMETER
TSM_E_INTERNAL_ERROR

4 fI# PEK XK

ThREH A -
I PEK iEH#%.

BOEX:
TSM_RESULT Tspi TCM _CollatePekRequest
(

TSM_HTCM hTCM, //in
TSM_HKEY hCAPubKey, //in
UINT32 ulPekLabelLength, //in
BYTE* rgbPekLabelData, //in
TSM_ALGORITHM_ID algID, //in
UINT32 ulPekParamsLength, //in
BYTE" rgbPekParams, /in
UINT32" pul TCMPekReqLength, // out

, BYTE** prgbTCMPekReq // out

);
WMASER

——hTCM TCM Xt £ 414K .

——hCAPubKey AI{E77 A% AT .

ulPekLabellLength rgbPekLabelData ¥ FET%.

rgbPekLabelData 3§ 5] S #% /= 19 P17 X 45 4, K48 19 9 N &% TSM_UNICODE 28 & )
w, |

alglD MHRBHEERE,HTHRME PEK REIEHWEREENNHREHEE.

ulPekParamslLength rgbPekParams $(#E & & (B4 FE),

rgbPekParams PEK %S5,
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SR
pulTCMPekReqlength $EUX prgbTCMPekReq H & W X FEH K/,
prgbTCMPekReq 3515 f§ Fi&k PEK R EIFBHEMEEE.
iR B 25
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

5.4.5 #KEY PEKiF$H

e A -

A R FHUE PEK IE 89 H 500, 3R B R 3 M .
BOEX:

TSM_RESULT Tspi_TCM_ActivatePEKCert

(

TSM_HTCM hTCM, //in
UINT32 ulAsymCAContentsBlobLength, //in
BYTE* rghbAsymCAContentsBlob, //in
UINT32 ’ ulSymCA AttestationBlobLength, //in
BYTE" rgbSymCA AttestationBlob, //in
UINT32* pulCredentialLength, // out
BYTE** prgbCredential // out
)3
MASEHR

——hTCM $§Ia TCM Xt S B 61 . '
ulAsymCAContentsBlobLength rghAsymCAContentsBlob Z¥ i K /N AL F5H) .
rgbAsymCAContentsBlob 38 [0 g B M B A A A M B W FR . KM AT (S b3k 78 .
ulSymCA AttestationBlobLength rghSymCA AttestationBlob Z¥ i A /N CBANL . ) .
rgbSymCA AttestationBlob  #i4f, & M ¥ iM% & PEK iF 45, M 15 H AL 3615,
SR
pulCredetialLength prgbCredential 58K/ CANLL . FH) .,
prgbCredetial ¢ [ # % % 1 PEK if HE4E.
BESH. ’

TSM_SUCCESS

TSM_E_INVALID_HANDLE

TSM_E_BAD PARAMETER

TSM_E_INTERNAL ERROR

5.4.6 S A PEK#$f

5 A PEK #47,
% D%X:

TSM_RESULT Tspi_TCM_ActivatePEK
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TSM_HTCM - hTCM, //in
TSM_HKEY hSMKKey, //in
TSM_HKEY hPEKKey, //in,out
TSM_HPCRS hPEKPecr, //in
UINT32 ulAsymCAContentsBlobLength, //in
BYTE* rgbAsymCAContentsBlob, //in
UINT32 ulSymCA AttestationBlobLength, //in
BYTE* rgbSymCA AttestationBlob, //in
P
WMASERR

——hTCM  #7i TCM MR KA
——hSMKKey SMK X{ /414 .
—hPEKKey M TABHEZG PEK EHXIRTM,
——hPEKPer  HIT48%E PEK ¥ & PCR A E B, ATLIAZE.
ulAsymCAContentsBlobLength rgbAsymCAContentsBlob ¥t A/NEAL . FF),
rgbAsymCAContentsBlob  f8 a4 EK A8 ME X FREH, KN AT FH KRS
ulSymCA AttestationBlobLength rghSymCA AttestationBlob Z¥ ) f /N (BAL. F5) .,
rgbSymCA AttestationBlob & [4 X FR % 43 i # 89 PEK %45 .
WS H R
——hPEKKey #5MH##% 25 PEK XM R A,
AL S @

TSM_SUCCESS

TSM_E_INVALID_HANDLE

TSM_E_BAD_PARAMETER

TSM_E_INTERNAL_ERROR

7 BRSNS

ThaE A -

BIER T B B AR e 354, hKey XT S HOJR ¥ i Tspi_SetAttribData O &
BOENX:

TSM_RESULT Tspi_TCM_CreateEndorsementKey

(

TSM_HTCM hTCM, //in
TSM_HKEY hKey, //in
TSM_VALIDATION* pValidationData //in,out
)s
WMASEHR

——hTCM  #§78 TCM %f £ 4144 .
——hKey #§i8 EK MEAXNRAH, xR R T EK HEIZRE M.
——pValidationData 24t T+ B &2 M SN EREEE.
SRR .
——pValidationData %84 HATRINJG , % B K 65 HE BB MR IEHIE.
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5.4.

5.4.

B E S5
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

8 BREBRERZHLH
ThEEH R :
A BB BB R AR R A 4R .
BOEX:
TSM_RESULT Tspi TCM_GetPubEndorsementKey
(
TSM_HTCM hTCM, //in
TSM_BOOL {OwnerAuthorized, //in
TSM_VALIDATION® pValidationData, //in,out
TSM_HKEY* phEndorsementPubKey // out
)s
MASEHR

——hTCM #§J5 TCM Xt 5 8 ") #
——fOwnerAuthorized WRAE, HFERR EK M08, TCM Fi A & 095 % 46 R 4, T A
S ‘
———pValidationData {2t | FIH5E % & 09 5P .
it SRR
——pValidationData Z 4 PAT7 NG, pValidationData 4351+ H 15 P B 38 I 835 .
——phEndorsementPubKey KB E|E M EK A EHN R A,
REIZH.
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROFE

9 HIRTHHMNERERRENR

THEEHI A -

RIS NEBERZER AR L SEHR TR EK A EH TCM LT E
NLRARRIF L. W4H EK MBAUEE N A A E SRR
FEOEX:

TSM_RESULT Tspi_TCM_CreateRevocableEndorsementKey

(

TSM_HTCM hTCM, /in
TSM_HKEY hKey, //in
TSM_VALIDATION* pValidationData, //in,out
UINT32" pulEkResetDatal.ength, //in,out

BYTE* * prgbEkResetData //in,out

40



5.4.

GM/T 0011—2012

BMASHHR

——hTCM TCM X R4,

—hKey EK AJ#F.,

——pValidationData $2{t F T+ % & WM REIE . .

pulEkResetDatal.ength fIHR X —1{H % 0, TSM {# f§ TCM /=4 4 EK BEAIE, 2
BB EK WRABECNKE., mREBHME, Nx
AT BB A MRS EK MENBECKE.

prgbEkResetData % pulEkResetDatalength R A 0, %50 #E 4 I K 8 EK B R

BiE,

W SRR
——pValidationData ZAr AT RN G . %% W X8 & 1158 2] A RIEHEE .
pulEkResetDatalength #15iX —1{&# 0, TSM i ff TCM 3£ 7= 4 #45 EK M RHE, 2
B 2 2SRESTEMNEEANKE. MRBHMME, MRRT HIME
FERENEEAKE.
prgbEkResetData Z#j A H* pulEKResetDatalength 25 0, M B E MK B E R TCM 7=
RS EK BAU8E.

BB ZH .
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_BAD PARAMETER
TSM_E_INTERNAL_ERROR

10 HETEERTH

THEEHIR -

L ER TCM B 4E EK, I RATHERIMAE N L. oSS THRRTA 8
(Br T ZEMETHEER) (EK . SMK . T A & R EEMHRH NV, 2 A8 EHMK NV,
BOgX.

TSM_RESULT Tspi TCM_RevokeEndorsementKey

(

TSM_HTCM hTCM, /in
UINT32 ulEkResetDatalength, /in
BYTE" rgbEkResetData //in
)5
WMASEHR

—hTCM  TCM 444 .
ulEkResetDatal.ength {44 EK BB REIE /)N,
rgbEkResetData 45 EK M ##HUEIE .
it S B AR
—X,
e @

TSM_SUCCESS
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TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

5.4.11 GIBRBRERFEE

ThReH R
B ERE TCM MBE R . —id B TCM fE EHmA— B ERES TCM F,TCM
HIFTE BB AR AT — SRk e . MRS BATe , B3 & #idh4T 7 8 A Tspi_Context_Register-
Key X} SMK #1733 M i3 #2 ,
BOEX:
TSM_RESULT Tspi_TCM_TzakeOwnership
( v
TSM_HTCM hTCM, //in.
TSM_HKEY hKeySMK, //in
TSM_HKEY hEndorsementPubKey //in
)3
WMASHEIHR -
—hTCM TCM Xt R A4 .
——hKeySMK SMK # % §A%f )4 .
——hEndorsementPubKey EK A 4ABEHAX REW, ZHHH T % SMK % f1 TCM # % .
B SEHER
—x.
R EISH .
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_INTERNAL_ERROR’

5.4.12 FRWEEHERAAE

Thagttit .
A REHE R TCM BB A AL .
BOEX:

TSM_RESULT Tspi_ TCM_ClearOwner
(

TSM_HTCM hTCM, //in
TSM_BOOL fForcedClear //in
)s
WMASEHR

—hTCM  TCM St & /a4
fForcedClear #% FALSE #§{THE TOM B H BIMMHRAS . T RTHER
BT R R TR A

SRR
— .,
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R EIZH
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_INTERNAL_ERROR

13 RERETRN
EE A .

GM/T 0011—2012

ARPRE TCM WEREERRE. BEETURFEEHMADH P, 155 L5 1%
B & . RHAT I hOperatorPolicy B4 B4 hTCM 3t G 4E H B & M RAUE I . Hd

L BREE MR OER.

BEOEX:
TSM_RESULT Tspi_ TCM_SetOperatorAuth
(

TSM_HTCM hTCM, //in
TSM_HPOLICY hOperatorPolicy //in
)3
BMASEHR .

——hTCM  TCM X254 .

—hOperatorPolicy SR R AN, LM X R A& H RUE L.

B SR

—X%.

TS 8
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

14 REVEHEBERRE

IhE R -
AR TEYR TCM MRS,
EOEX:
TSM_RESULT Tspi_ TCM_SetStatus
(

TSM_HTCM hTCM, /in
TSM_FLAG statusFlag, //in
TSM_BOOL {fTcmState //in
Y3
MASYEHR

——hTCM TCM & ¥t & a4,
statusFlag ERFREMNRSSBELE.
—f{TemState RFREARSSEME.
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BEE X .
P FTcmState HA
I X
RAME

X A 2 - TCM # 47 ClearOwner $24E. WA,
TSM_TCMSTATUS_DISABLE - gﬁgi O¢Zi%%g Z%@?iﬁ;;;ii
OWNERCLEAR ear wn‘er orce ear = 1%

. XMEEFEHREE BN

MEtzE ik TCM BT A E MR R EREBEEXMEILERERK:
TSM_TCMSTATUS_DISABLE s REBITHEN . EFTFT—RAZEH ST EHIHE) . 1
FORCECILEAR = i}, 7 & ClearOwner() # # {ForcedClear %01 % Bt R 14

B TRUEH(HEB TKREZEF S NI
TSM_TCMSTATUS_OWNER M BOOI fTCMState=TRUE: % R & 8 TCM Kk 7 % Disabled, &%
SETDISABLE - i WAEE TCM i f H IR
TSM_TCMSTATUS_PHYSICAL M BOOI fTCMState=TRUE. 3 77 1% & TCM {98 75 9 Disabled, %
DISABLE - : A ULARYEAG G
"TSM_TCMSTATUS_PHYSICAL M BOO! fTCMState=TRUE: £/R1&E TCM 4R H Deactived, #
SETDEACTIVATED o : WA UHRYERGE
TSM_TCMSTATUS_ - BT TCM BPRA R B Deactived( BRI TR A K EH B
SETTEMPDEACTIVATED ~ A k) ;
TSM_TCMSTATUS_ TSM._BOOL fTCMState=TRUE. %7 £ 14 fif J§ T‘ake(i>wner$hip( YR

SETOWNERINSTALL

g TCM A& XR. BT REFREYEAY

TSM_TCMSTATUS_DISABLE
PUBEKREAD

TSM_BOOL

KASEIEfE %A TCM Fig & BB F B EK A 4115
BHERAE . BNRE RS 6 SUE TCM FT A & BAUT f
THEIR EK 445 B R BRME. B T A RIS, GetPu-
bEndorsementKey ( ) 7 #: # ) fOwnerAuthorized £ #{ B
FALSEHA ML BH M T. REX M BUEMEFEFAE
B '

TSM_TCMSTATUS_DISABLED

TSM_BOOL

¥ TCM BB o A A T RS

TSM_TCMSTATUS _DEACTIVATED

TSM_BOOL

# TCM BB 985 S BE RS

WHSEEER
— .
B E S5

TSM_SUCCESS

TSM_E_INVALID_HANDLE
TSM_E_BAD PARAMETER
TSM_E_INTERNAL_ERROR

5.4.15 TWHIGEFEEFHERRS
IheE A .
£E#H TCM RS,

BEH TCM REVRICH Z A & T,
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®OEX:

TSM_RESULT Tspi_TCM_GetStatus

(
TSM_HTCM hTCM,
TSM_FLAG statusFlag,
TSM_BOOL"* pfTCMState
)
WMASEHR
——hTCM TCM EH X R A1 .

SRR

statusFlag RN RBUACRS SR

GM/T 0011—2012

// out

—pfTCMState FRRFFRBMEREHBHE.

Rtk

=4

ik

TSM_TCMSTATUS_DISABLEOWNERCLEAR

* pfTCMState=TRUE.: /R TCM fr B EBNERITE
EXRANBIEC LB KA T . ClearOwner() F i
i AZS U {ForcedClear R BUE » FALSE B ¥ 57K To 3%

TSM_TCMSTATUS_DISABLEFORCECLEAR

* pfTCMState=TRUE. £/~ & il 1& Bk TCM MREHE
MEET(EHRET - REFHRBIHE ).
ClearOwner() B % A & ¥ fForcedClear B {f % TRUE 4
HENEEXT

TSM_TCMSTATUS_DISABLED

* pfTCMState = TRUE: %k ;& TCM B & % 48 & L
disabledf TCMState=TRUE

TSM_TCMSTATUS_SETTEMPDEACTIVATED

* pfTCMState=TRUE.: /R TCM B if #h g Deactived T

TSM_TCMSTATUS_SETOWNERINSTALL

* pfTCMState=TRUE: /5 7] LI {# f§ TakeOwnership()
FEREBMEEXR

TSM_TCMSTATUS_DISABLEPUBEKREAD

* pfTCMState=TRUE: £ /R K2 I %A TCM irF &
BAUE AT LUH TR EK A9 B 4E, AR EK 2 41 8¢
WIH#HIT TCM i % B4,

GetPubEndorsementKey() 5 & ¥ i ¥ A 2 ¥ {OwnerAu-
thorized Bt FALSE (H¥ R HEA M . TWEHTH K B

TSM_TCMSTATUS_PHYSPRES_LIFTIMELOCK

* pfTCMState=TRUE. £/~ 7 TCM £ 7F# A, TCM §y
physicalPresenceHWEnable #1 physicalPresenceCMDEnable
RS ARFBER

TSM_TCMSTATUS_PHYSPRES_HWENABLE

* pfTCMState=TRUE. %R TCM ¥ B EX W IE 4G5S
AT L RYE BB B AR K

TSM_TCMSTATUS_PHYSPRES_CMDENABLE

" pfTCMState= TRUE. & 7~ o iF # i§ TCM 4 & TSC_
PhysicalPresence & & B ) B FE 4R

TSM_TCMSTATUS_CEKP_USED

* pfTCMState= TRUE: % 8] EK % 43 %) & {f f§ Crea-
teEndorsementKey () J7 8: 3 4 B 19,
* pfTCMState=FALSE. &8 EK F4xt 2" REIEK
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gR

=43

iR

TSM_TCMSTATUS_PHYSPRESENCE

" pfTCMState= TRUE. /R ¥ B E LR M B4R &

TSM_TCMSTATUS_PHYSPRES_LOCK

* pfTCMState=TRUE : 3575 B A5 49 78 75 48 0 7 =5 1 2 4
BARRIFH

TSM_TCMSTATUS_ENABLE_REVOKEEK

RHURBANF EKBEHRE

TSM_TCMSTATUS_NV_LOCK

* pfTCMState=TRUE: F /R NV £ 8if [a] Z 05 H

BEISH .
TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_E_BAD PARAMETER
TSM_E_INTERNAL_ERROR

5.4.16 FRENAI{SEARRAFIE
e

R TCM DhfedetE. AL ERER L ABRYEHEE ZUE S A RRE.

BOEX:

TSM_RESULT Tspi_TCM_GetCapability

(
TSM_HTCM hTCM,
TSM_FILAG capArea,
UINT32 ulSubCapLength,
BYTE" rgbSubCap,

UINT32" pulRespDatalength,

BYTE" * prgbRespData
)3
MASEHR
——hTCM TCM X R,

Gl S € PR

capArea HREHBHHIRE.
ulSubCapLength rgbSubCap 2 F T KE.
rgbSubCap $E/REZE MM EHELRE.

//in
//in
//in
//in
//out
// out

pulRespDatalength prgbRespData 2T E.,
prgbRespData 1R [B] i 45 22 JB 4 5L PR & .

B .
It TR R
' i R{. TRUE % m& TCM a4,
TSM_TCMCAP_ORD S BEA/R . TRUE A TCM X Ed 4

FALSE &5 TCM R X H M4

TSM_TCMCAP FLAG 2z

TR AN 5 5k B EL AR AR AL
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gx
B FEH ik
iR [E A R{E(TSM & % ID f{H) . TRUE R
TSM_TCMCAP_ALG TSM_ALG_XX

TCM ¥ 3% 8 3, FALSE £5x TCM R % ¥
AR '

TSM_TCMCAP_PROPERTY

TSM_TCMCAP_PROP_PCR

UINT32 {8, &8 [H TCM X #1 PCR F 7 5%
0k

TSM_TCMCAP_PROP_PCR
MAP

i& B} TCM _PCR _ATTRIBUTES # It 4% 5

B

TSM_TCMCAP_PROP_
MANUFACTURER

UINT32 {&. 38 6 TCM |~ i 8RR

TSM_TCMCAP_PROP_SLOTS
wE
TSM_TCMCAP_PROP_KEYS

UINT32 {§. & [l TCM 7] LA fm £ # 256 fi
SM2 T8 B B K8 T B IR A0 AL T
&S

TSM_TCMCAP_PROP_OWNER

fi/R{E. R[E TRUE /K TCM @bl T
— iR E

TSM_TCMCAP_PROP_
MAXKEYS

UINT32 . iR [E TCM fF 3 £ #9 256 f7 SM2
EHIHBEANTE AT EK

TSM_TCMCAP_PROP_
AUTHSESSIONS

UINT32 {8, A F B 82 A& 5 801 %0, 7T B i
RT3

TSM_TCMCAP_PROP_
MAXAUTHSESSIONS

UINT32{H. & E TCM XMl iR TR L
T ) 8 RN 5, 7T [ A B F0E O T AR

TSM_TCMCAP_PROP_
TRANSESSIONS

UINT32{H. REF HEHSEN D, T
B ] A5 450 T B AR

TSM_TCMCAP_PROP_
MAXTRANSESSIONS

UINT32 {f, iRE TCM XM MR EHE
RS N '

| TSM_TCMCAP_PROP_

SESSIONS

UINT32 {f. & Bl 42 & M o 7] F &3 B0 3
ZERFHRECERNKENERHRE. W
I B[] 0175 150 T 24 78

TSM_TCMCAP_PROP_
MAXSESSIONS

UINT32{H. ;8 B TCM X H#HBEAEEAN
B AEERSENERAE

TSM_TCMCAP_PROP_
CONTEXTS

UINT32 {H. % [E ] R A7 89 2 36 A~ 50, 77 Bl
(51 701155 150 T o 38

TSM_TCMCAP_PROP_
MAXCONTEXTS

UINT32 {f. & B R M &8 8 R R

TSM_TCMCAP_PROP_
COUNTERS

UINT32 {H. & [E 0 8 5as s 8, o7
Pt B i) 015 05 T ek A

TSM_TCMCAP_PROP_
MAXCOUNTERS

UINT32 {. iR M TCM _CreateCounter 5 &
BB T BRI BR R AN

TSM_TCMCAP_PROP_
ACTIVECOUNTER

TCM_COUNT_ID, & B %47t # 2 m ID,
FEAHEHBTHEER, MR B oxff. . {f
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gxR

R

TRHE

i

TSM_TCMCAP_PROP_
MINCOUNTERINCTIME

UINT32 {8, R B 50 i 14 1Y 55 /) B 1)
61/ % (B R L 1/10 £ 2 BE 42 841

TSM_TCMCAP_PROP_
TISTIMEOUTS

UINT32 (E M . B TR BRUERITH
BEHE, RF T . TIMEQOUT_A, TIMEOUT_
B, TIMEOUT_C,TIMEOUT_D., ¥ &/ E
B4 O HL T e 2 7 T A0 13 FH X e B RS fE

TSM_TCMCAP_PROP_
STARTUFEFFECTS

i& @ TCM_STARTUP_EFFECTS &+

TSM_TCMCAP_PROP_
MAXCONTEXTCOUNTDIST

UINT32 {6, 38 B b F 3CH %08 50 8 K i B8
ELBHH 21

TSM_TCMCAP_PROP_
DURATICN

B E UINT3Z H=THA, BT TR RKRR
WF =%m S LEDH 8 A BE:
SMALL_DURATION,
MEDIUM_DURATION,

LONG_DURATION

TSM_TCMCAP_PROP_
MAXNVAVAILABLE

UINT32 {5, & B a2 FH NV K88 & K4
B, 7Y i B (6] F0 45 o0 T e AR

TSM_TCMCAP_PROP_
INPUTBUFFERSIZE

UINT32 {8, i& [{ TCM % A 8w X i K/
(F)

TSM_TCMCAP_PROP_
MAXNVWRITE

UINT32 f, KRB TCM i EWE LW
NV B #ERE

TSM_TCMCAP_PROP_
REVISION

FAXRIFESEHFH TCM IA S

TSM_TCMCAP_PROP_ORD_
AUDITED

A ERF TS

TSM_TCMCAP_PROP_
LOCALITIES_AVAIL

TCM 1] B 1Y localities 3

iR B — M HRIR TCM iR A B TSM_VERSION

TSM_TCMCAP_VERSION

_ _ 2. s sy
TSM_TCMCAP_VERSION_VAL | Z® #i#H TCM WiRE 5
TSM_TCMCAP_NV_LIST 2w KR E L NV K HREI5E

TSM_TCMCAP NV_INDEX

UINT32(TCM_NV_INDEX)

#KH TCM_NV_DATA_PUBLIC %, $t. 4514
RAREE NV FHERE

TSM_TCMCAP_MFR

ey

RSN TCM ft TCMREES

TSM_TCMCAP_SYM_MODE

TCM_SYM_MODE_* type 3 &
Ry — R fin %

fi/R1E. Zi TCM R 75 3R E 28 B i) X 7R
Jin
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Bt FE

i p

TCM_RT_" values {22 — , 1% 8

TSM_TCMCAP_HANDLE RENYREEH . BHSHE.

(i3 FEPIES

UINT32 {5 $( 41 (TCM 4] 4%) , 38 Bl TCM #
GUESYI k-2 E S0 kL AL S

TSM_TCMCAP_TRANS_ES TSM_ES_* values {§

iR, EH TCM REEERSE T XH5
5E B 0% T R

5.4.

5. 4.

TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

17 WREEERRELAR

IhBE A -
B HHE TCM B 33 &4 A ER T BE R /AT B A2
BOEX:
TSM_RESULT Tspi TCM_SelfTestFull
(
TSM_HTCM hTCM, //in
)
BASEIER
——hTCM TCM X264,
i SRR
—X.
J\é IE‘ %Eﬁ :
TSM_SUCCESS
TSM_E INVALID_HANDLE
TSM_E INTERNAL_ERROR

18 REAEFHERARER

hEeR A
REHXFZERGEROUEAGEE.
BOEX:
TSM_RESULT Tspi_ TCM_GetTestResult
(
TSM_HTCM hTCM, //in
UINT32" pulTestResultlength, // out
BYTE* " prgbTestResult // out
)

TSM_TCMCAP_AUTH_ TSM_ALGORITHM_ID Ti/RME. i) TCM BEEFISIER AuthData
ENCRYPT values fH Jin 5 o SR AE B0 T SR
B ESH
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BWASHHHR

—hTCM TCM £ 1.

SRR

pulTestResultLength prgbTestResult 2P FEH KE.

prgbTestResult TCM $l&EHE X WA,

RESH
TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

5.4.19 REXAEEWER LRI REN

DIREHA .
G B TCM =4 B LA .
gOEN:
TSM_RESULT Tspi_TCM_GetRandom
(

TSM_HTCM hTCM, //in
UINT32 ulRandomDatalength, //in
BYTE"* prgbRandomData // out
)5
WMASEHR .

—hTCM TCM M £ a4,
ulRandomDatalength &R HEHLEKE.
W SEHR
prgbTestResult & FIFEVLECEIE S 4F .
REISH.
TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_E_BAD PARAMETER
TSM_E_INTERNAL ERROR

5.4.20 HHWETEHERENEHS

IHEEH A -

Xt— G E R PCR R MEFHFS & Bl —4 PCR B4,
BEOEX:

TSM_RESULT Tspi_TCM_GetEvent

(

TSM_HTCM hTCM, //in
UINT32 ulPcrIndex, //in
UINT32 ulEventNumber, //in

TSM_PCR_EVENT"* pPcrEvent // out
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A SR
—hTCM TCM X RHEH.
ulPcrIndex KAy PCR &3],
ulEventNumber #HRMEHFZ.
i S H0ER
——pPcrEvent R [E1#) PCR F 4545 .
RS
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

21 RBAEERRR-AEH

ThaE it -

Xf—A 45 & PCR &5, & Bl — 4 5 2 $ ) PCR 44,

AR BN E R E M BARS BN, A Tspi_Context_FreeMemory BHUZ A .
EOEX:

TSM_RESULT Tspi_TCM_GetEvents

(

TSM_HTCM hTCM, //in
UINT32 ulPcrindex, //in
UINT32 ulStartNumber, //in
UINT32" pulEventNumber, //in,out

TSM_PCR_EVENT"** prgPcrEvents //out
)3
BASEHIR
——hTCM TCM 3 £ 4117.
ulPcrIndex #3KH) PCR %3],
ulStartNumber HRWE—-NHHHET.
pulEventNumber EFKHIEMHE.
S ER
pulEventNumber 3k78#) prgPcrEvents S5 T HIEE WA
prgPcrEvents #[6] PCR H4BE 4. MR R NULL, A F 45 HE pulEventNumber
SHREE. |

B ESH
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

22 FRALEBEREHES

Thee ik .

iR [E 2 F A4 H S
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BOZEX:
TSM_RESULT Tspi_TCM_GetEventLog
(
TSM_HTCM hTCM, //in
UINT32" pulEventNumber, // out
TSM_PCR_EVENT" * prgPcrEvents  //out
)
HWASEHR
——hTCM TCM Xt & 4.
W SR
pulEventNumber #£78#) prgPcrEvents S5 M EHRIESH .
prgPcrEvents #5/M PCR HAHEEA . WHRE NULL, REF 4L pulEventNumber
SHFIRE,

J‘é IEI é}ﬁ :
TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_E_BAD _PARAMETER
TSM_E_INTERNAL_ERROR

5.4.23 W{EZFRERPCRYE

ThaE
KRBT B PCR F A iC% PCREMHHE,
BOEX:

TSM_RESULT Tspi_TCM_PcrExtend
(

TSM_HTCM hTCM, //in |
UINT32 ulPcrindex, //in

UINT32 ulPcrDatalength, //in

BYTE" pbPcrData, //in
TSM_PCR_EVENT" pPcrEvent, //in

UINT32" pulPcrValuelLength, // out

BYTE™* prgbPcrValue : // out

)3
MASERR

~——hTCM TCM %t & H#

ulPcrlndex EEJ EH PCR #E5|.,

ulPcrDatalength FHFEY B HBIE (S5 pbPcrData) B .

——pbPcrData PCR ¥ B #:EZ35. W R pPaEvent A NULL, N iZ B #E B # TSM_PCR _
EVENT Z5## rgbPerValue 242, ® F F R E1HHE A, W02R pPerEvent
9 NULL, W25 e ok B3y BB TCM Hiff T F TSP &b 3.

——pPcrEvent #§ (5] —/> TSM_PCR_EVENT &5, Z& W B EEHAOFE. MR XKL E
NULL, W&H F 4 A O AR, BREMNRT -9 REBME. MR ZWE NI
NULL, M5t i 2 9% TSM it & . '
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@i SR -
pulPcrValueLength Z%{( prgbPerValue FEH K E.
prgbPcrValue 8 mMHNARE ST REESK PCR 5.
B E S
TSM_SUCCESS
TSM_E INVALID HANDLE
TSM_E_BAD PARAMETER
TSM_E_INTERNAL_ERROR

24 EBAEE AR PCR &

ThaE s iR -

E—~ PCR #7F4%,

£ AThAEN prgbPerValue ¥ 4 BC A, % N FF B b 118 A Tspi_Context_FreeMemory T RER I .
BEOgEX:

TSM_RESULT Tspi_ TCM_PcrRead

(

TSM_HTCM hTCM, //in
UINT32 ulPcrIndex, //in
UINT32* pulPcrValuel.ength, // out
BYTE" " prgbPcrValue // out
); ,
WMASEHR

—hTCM  TCM X £ 41#.
ulPcrlndex 2R PCR K5 5.
S HOR
pulPcrValuel.ength %% prgbPcrValue BIF T KE,
prgbPcrValue EEZE|H PCR $#E .
J‘E E‘%ﬁ :
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_BAD _PARAMETER
TSM_E _INTERNAL_ERROR

25 EEWEFBER PCR

R R -
HE TCM Wi —14> PCR &2 H.
BOEX:
TSM_RESULT Tspi_ TCM_PcrReset
(
TSM_HTCM hTCM, //in
TSM_HPCRS hPcrComposite //in
2 )s
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5. 4.

BMASHHR
——hTCM  TCM £ 44,
——hPcrComposite PcrComposite %8 )85 .
MLSEHR.
—J%,
R EIS 4.
TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_TCM_NOT_RESETABLE
TSM_E_WRONG_LOCALITY
TSM_E_INTERNAL_ERROR

26 5[4k PCR

HRERR -
HERBOA R B LA FENTERERERFL.
EOEX:
TSM_RESULT Tspi_TCM_Quote
(
TSM_HTCM hTCM,
TSM_HKEY hldentKey,
TSM_HPCRS* hPcrComposite,
TSM_VALIDATION"* pValidationData
)3
WMASEHR
———hTCM TCM &8,
——hldentKey ZZ%AXNREM.

//in
//in
//in
// in,out

——hPcrComposite PCRcomposite ¥ £, & TSM_PCRS_STRUCT_INFO_LONG %

KR,

——pValidationData  BiEBARLEM . WA RS ERBEE T RS LR EA,

i S

———pValidationData B iEBYEEEH . it W N AT A &, R — MW R, BHRIEHK

ERELEHE.
BREISH
TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

5.4.27 EW{EHMERITEE

IRERE R .
BRI 30 B BT SR O E

BOEX:

54

TSM_RESULT Tspi_TCM_ReadCounter



5.4,

5.4,

TSM_HTCM hTCM, //in
UINT32" counterValue // out
);
WMASBHR
——hTCM  TCM Xt & .
i S BER
counterValue BT HEEHIHEIE.
i’z @ %%ﬁ :
TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

28 TV 25 RO A Bk 2 A B o

ThREMAk .
BE TCM i LT a S it 5L
O
TSM_RESULT Tspi_ TCM_ReadCurrentTicks
(
TSM_HTCM hTCM, //in
TCM_CURRENT_TICKS" tickCount // out
Y;
MASEHR
——hTCM TCM Xt R4 .
SRR
tickCount Af4&pit %,
iR B 24
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_INTERNAL_ERROR

29 REMEFHEREITHER

ThfE A -
REHASOHE, —RME, LEXNENS TCM 2fE—R.

GM/T 0011—2012

EWMERSS R ESAHE YMHE TS E FHF T aSBRREE. LRSS HHH

BERES S, MR E MR E Y8 T E B a4 .
BOEN:

TSM_RESULT Tspi_ TCM_GetAuditDigest

(

TSM_HTCM hTCM, //in
TSM_HKEY hKey, //in
TSM_BOOL closeAudit, //in

TCM_DIGEST* pAuditDigest, // out
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TCM_COUNTER_VALUE" pCounterValue, //out

TSM_VALIDATION"* pValidationData, // out
UINT32" ordSize, _ // out
UINT32" " ordList // out
)3
BMASEAR

——hTCM TCM 244K,

——hKey - UITELZ W EYHER.

closeAudit WHRERTREARBGHEE L ZEE R UM FITELE. R T hKey 3 NULL
HIE .

i SRR .
—pAuditDigest TCM WH#H IHHEHE. i
—pCounterValue # 18IR T4 K HAMEH.
——pValidationData Z{E$(#E. 4 hKey 3 NULL B, B8 288, X4 hKey 3k NULL A,
HBIUELZFVLEREER.
ordSize ordList B # i HIAr4 A 3. H7E hKey %y NULL B iR [ % 4.
ordList ®itdr44ER. HR7E hKey 3 NULL 3% 8% 14 .
ig, E‘%ﬁ :
TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_E _BAD PARAMETER
TSM_E_INTERNAL ERROR

5.4.30 SEVEFERERGSHITRES

IhRET A .
WE—P TCM S M HFIHIRE.
EOEX:

TSM_RESULT Tspi_TCM_SetOrdinal AuditStatus
(

TSM_HTCM hTCM, //in
TCM_COMMAND_CODE ordinal ToAudit, /in
TSM_BOOL auditState //in
)3
MAZBER

——hTCM TCM X244 .
ordinalToAudit FEHFIHH TCM i,
auditState A KHIHRA : TRUE, ZH4HEF T, FALSE, @0 A FEFIHT.
W SRR
—X.
J‘B Eé}.‘ﬁ :
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_BAD PARAMETER
TSM_E_INTERNAL_ERROR
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5.5.1 #fi&

FHEHMERTHRR TSM BHEEDEOAD. BNFANROLFLE TSM HHR H—14
BEMFEAN S, SIERROEHNR FEAR—-PREE A TERENBERE.

5.5.2 BEREREIE

ThaeHiid

oA ST (X4 B SR AR H o 1% 0 R AR TR A RS ST R . BT 8 I BAUHHE 10 SR 4R it A o
O B AT A BV
EOEX:

TSM_RESULT Tspi_ChangeAuth

(

TSM_HOBJECT hObjectToChange, //in
TSM_HOBJECT hParentObject, //in
TSM_HPOLICY hNewPolicy //in
)3
WASERR

——hObjectToChange 75 %1% BU I AHHE 19 X R A48
——hParentObject 75 BB BRI 52 (9 3L XF LA
——hNewPolicy B #7IFAUE B RBEXT R A .
MESEHER:
—%.
SAEE 3
TSM_SUCCESS
TSM_E INVALID_HANDLE
TSM_E_INTERNAL_ERROR

5.5.3 KENEBEIH

ThREHE A

W E YA TAEXT R E . WRNARFRERRENE, BERAMARMEE A Z TR
TE IR S0, A4S R HOK R B BRIA B0 B F SO . ABRVA E T UK R BN BRNAEFR HEES
HMXHAEXNZ MG ERE.
BOEX: .

TSM_RESULT Tspi_GetPolicyObject

(

TSM_HOBJECT hObject, //in
TSM_FLAG policyType, //in
TSM_HPOLICY " phPolicy // out
)
BMASEHR:

——hObject XtRAHH.
—policyType & X HIKIFIHE],
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LTI 2 E T BT .
—phPolicy REIFEIRAIRIEITE
R ESH

TSM_SUCCESS

TSM_E_INVALID_HANDLE

TSM_E BAD_PARAMETER

TSM_E_INTERNAL_ERROR

5.5.4 REEHARK(ERSED

TheEA -

A RBR B EAXRE 32 WARR M. WRFER OB KE/DTF UINT32, D504 $OE 5 R
EHEIRAN
FOE:

TSM_RESULT Tspi_SetAttribUint32

(

TSM_HOBJECT hObject, //in
TSM_FLAG attribFlag, //in
TSM_FLAG subFlag, //in
UINT32 ulAttrib //in
)3
BASYR

——hObject FTERBEBMENIMREN,
attribFlag FEREMNEM.
subFlag FHEREWTFRE.
ulAttrib  JBHER B M.

R X ,

BYVRIC TR BE ik
TSM_TSPATTRIB_ 0 TSM_TSPATTRIB_ 54V B TSP o
KEYREGISTER KEYREGISTER_USER

0 TSM_TSPATTRIB_ 4B TCS
KEYREGISTER_SYTEM

TSM_TSPATTRIB_

FHBHE TSM
| KEYREGISTER_NO FHBREE R

TSM #HERE, R EA

TSM_TSPATTRIB_ TSM_TSPATTRIB_
TSM_KEYUSAGE_X X MERAER, REHNL

KEY_INFO KEYINFO_USAGE L
HRHEFIRicE X
TSM_TSPATTRIB_ R #% TRUE, ) % 4 & 0] i
KEYINFO_MIGRATABLE ” By
TSM_TSPATTRIB_ #X TRUE, RIEH R F K
R E

KEYINFO_VOLATILE Le3:u)
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g%
BERIC TFREMERIC BHE #k
TSM_TSPATTRIB_KEYINFO
- - - # TRUE, W % 47 &4 & A

AUTHDATAU i JR{E
SAGE

| TSM_TSPATTRIB_KEYINFO_ :  TSM&B% ID,. ERBHE

TSM_ALG_XX :

ALOGRITHM . REBIDEX

T

TSM_TSPATTRIB_KEYINFO_ | TSM_KEY_ENCSCHEME_ | TSM & 7 £, REH mE
| ENCSCHEME XX FREE XL

TSM_TSPATTRIB_KEYINFO_ | TSM_KEY_SIGSCHEME_ | TSM & 4 h %K. REHE
SIGSCHEME XX BHRENL

TSM_TSPATTRIB_

YLK
KEYINFO_SIZE

TSM_TSPATTRIB_

FHAREER
KEYINFO_KEYF LAGS e

TSM_TSPATTRIB_ H # % 8 KeyParams
KEYINFO_AUTHUSAGE ) authDataUsage

S HR

—%.,

R EISH

TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_INVALID_ATTRIB_FLAG
TSM_E_INVALID_ATTRIB_SUBFLAG
TSM_E_INVALID_ATTRIB_DATA
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

5.5.5 HKBMEFARM(BRSED

TREH A
ARBRBFE AN RE 32 bR R M.
% D %X :
TSM_RESULT Tspi_GetAttribUint32
(

TSM_HOBJECT hObject, //in
TSM_FLAG attribFlag, //in
TSM_FLAG subFlag, //in

UINT32* pulAttrib // out
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BMASEHR
——hObject FTEZHBHEMXTIRAIMR.
attribFlag FTEZBWMBEH.
subFlag T"EEMMWFREME.
JRHE X
BYEARIE FRRERIE BEE g
TSM_TSPATTRIB_ o TSM_TSPATTRIB_ 4 B b
KEYREGISTER KEYREGISTER_USER
0 TSM_TSPATTRIB_ S T B R G

KEYREGISTER_SYTEM

TSM_TSPATTRIB_ |
KEYREGISTER_NO

FHBAHE TSM i

TSM_TSPATTRIB_

TSM_TSPATTRIB_KEYINFO_

[
TSM_KEYUSAGE_XX

TSM ZHERE. RBRE
AR AEE, LEHA

KEY_INFO USAGE o
Xt &M B HF AR E X
TSM_TSPATTRIB KEYINFO_ R # 5 TRUE, W 4% 4 & 7T
MIGRATABLE o EBH
TSM_TSPATTRIB_KEYINFO R #% TRUE,MTBHES
)
VOLATILE - % HERY
TSM_TSPATTRIB KEYINFO_ R # J1 TRUE, W % 4 #4 {#
N
AUTHDATAUSAGE : AEEEN
TSM_TSPATTRIB_KEYINFO_ TSM & % ID{H, &R &
TSM_ALG_XX

ALOGRITHM

HEE. REEDEX

TSM_TSPATTRIB_KEYINFO_
ENCSCHEME

TSM_KEY_ENCSCHEME _
XX

TSM finf 75 R » W2 91
FhREX

TSM_TSPATTRIB_KEYINFO_
SIGSCHEME

TSM_KEY_SIGSCHEME _
XX

TSMEZHTR . RER%E
BITREX

TSM_TSPATTRIB_KEYINFO_
KEYFLAGS

EHRRERFL

TSM_TSPATTRIB_KEYINFO_
AUTHUSAGE

iR [l authDataUsage B
HE

TSM_TSPATTRIB_KEYINFO_
KEYSTRUCT

TSM_KEY_STRUCT_XX

FEHLEMEE. REA
BB R X

TSM_TSPATTRIB_KEYINFO_
SIZE

FHAL K

TSM_TSPATTRIB_

TSM_TSPATTRIB_KEYPCR _

B8 blob BF ¥ locality

KEY_PCR LOCALITY_ATCREATION | modifier
TSM_TSPATTRIB_KEYPCR_ | i %435 B3R locality
LOCALITY_ATRELEASE modifier

WHSEER .
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B EISH
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_INVALID_ATTRIB_FLAG
TSM_E_INVALID_ATTRIB_SUBFLAG
TSM_E_INVALID_ATTRIB_DATA
TSM_E_BAD PARAMETER
TSM_E_INTERNAL_ERROR

5.5.6 BREFPHEBHE(EKSED

TRER IR -

WEHEAXNRMIE 32 R, BHEESEWMA/MBE TR,
gHEX:

TSM_RESULT Tspi_SetAttribData

(

TSM_HOBJECT hObject, //in
TSM_FLAG attribFlag, //in
TSM_FLAG subFlag, //in
UINT32 ulAttribDataSize, //in
BYTE" rgbAttribData //in
)3
MASEHR

~——hObject FREFKEBERBHEHNTR MM,
attribFlag FTERBHNBEEMIRELEEHEAER .
subFlags TWERBMEBEMHANFHRELEHERHAR.

BHEUBRE.
BRI B FARid R A
TSM_TSPATTRIB. TSM_TSPATTRIB_SM2KEYBLOB_BLOB SM2 A B IR Bk
KEY_BLOB - - -
TSM_TSPATTRIB_SM2KEYBLOB_PUBLIC_KEY SM2 % A B R A A4
B e SM2 &%
TSM_TSPATTRIB_SM2KEYBLOB_PRIVATE_KEY L kbl
NGRS
TSM_TSPATTRIB_SM4KEYBLOB_BLOB SM4 540 B i B

ulAttribDataSize prgbAttribData S B K/NLLFEF HELD .,
rgbAttribData WS — MR EBREEHWEWX .,

IR [ 1A

—X.

5.5.7 BMREFERARE(ERSHD

ThRE R .
REEAN RAAE 32 LR B . BB SN /MRE TR .

61



GM/T 0011—2012

BOEX: A
TSM_RESULT Tspi_GetAttribData

(
TSM_HOBJECT hObject,
TSM_FLAG attribFlag,
TSM_FLAG subFlag,
UINT32" pulAttribDataSize,
BYTE" " prgbAttribData
)

MAZHHR

——hObject FHEKEBMEHIX R,

//in
//in
/in
// out
//out

attribFlag T ZRKMAY B AR ICLEEHEBR) .

subFlags RERRKTREMFICOLRMEIRAR.
R,
JR 4RI TR AR IE BiE R
TSM_TSPATTRIB_ | TSM_TSPATTRIB_KEYBLOB. |\ ooy o
KEY_BLOB BLOB

TSM_TSPATTRIB _KEYBLOB_
PUBLIC_KEY

SM2 FEHBERHAARFE L

TSM_TSPATTRIB _KEYBLOB
PRIVATE_KEY

SM2 EHBIERMEFMENRHARL

TSM_TSPATTRIB_
SM4KEYBLOB_BIL.OB

SM4 FEHBRBELMEHFEER

TSM_TSPATTRIB_
KEY_INFO

TSM_TSPATTRIB_KEYINFO_
VERSION

38 B B prebAttribData L TSM_VERSION 45 #4 3% [8] g
MR R

TSM_TSPATTRIB_
KEY_UUID

% UUID i Sk BER TSM_UUID &

TSM_TSPATTRIB_ | TSM_TSPATTRIB_KEYPCR _

VBB Hend BT & PCR
KEY_PCR CREATION_PCR_SELECTION
TSM_TSPATTRIB_KEYPCR _ .
y B E R BT iE#ES PCR
RELEASE_PCR_SELECTION
SS TSPATTRIB_KEYPCR
£ PCR selection 45 8% X 57 ) PCR &
DIGEST_ATCREATION
TSM_TSPATTRIB_KEYPCR _
7 PCR selection &5 ¥4 i¢ %F 1 # PCR &
DIGEST_ATRELEASE
SRR

pulAttribDataSize

prgbAttribData
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ig IE ﬁ H
TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_E_INVALID ATTRIB_FLAG
TSM_E_INVALID_ATTRIB SUBFLAG
TSM_E_INVALID ATTRIB_DATA
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

5.5.8 MMEKEA

Thedif «
K ESME S TCM #, TCM FfFTH HARE I EEMBE TCM §; LA AT TEH MR
B RERAEAS TN REMELERAMSF Y.
EOwEX:
TSM_RESULT Tspi_Key_LoadKey
(
TSM_HKEY hKey, //in
TSM_HKEY hUnwrappingKey //in
)3
MASEHR
—hKey BBRAREHX RN,
——hUnwrappingKey T @ hKey M HEH .
i SEHR
—X.
iR 5 {H
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

5.5.9 H#H%=A

hREH# A - .

HE TCM NI EH. BIXF THRENEAX R HE TCM K A, & TCM K HfE
AL TR R,
HEOENX:

TSM_RESULT Tspi_Key UnloadKey

(

TSM_HKEY hKey//in

)3
WMASEHR
—hKey ZEHBEHNEAMROWHE.
2R
—X.
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ﬁ E] {E :
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR.
TCM_KEY_OWNER_CONTROL

5.5.10 FEEZIPL

THHER A :
XMEARNT SM2 EMREAFTR M TFTEEMBUFHELIEHAWFEREHAMRH
N
BOEX:
TSM_RESULT Tspi_Key_GetPubKey
(

TSM_HKEY hKey, //in
UINT32* pulPubKeyLength. //out
BYTE* * prgbPubKey // out
)

WMASEHR

—hKey ZHHXMRANE.

S BR

pulPubKeyLength Uit prgbPubKey BB BHE K B (AL 1) .
prgbPubKey #& i 17+ hKey BHAX R B2 8.

B [EE -

TSM_SUCCESS

TSM_E_INVALID_HANDLE
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

5.5.11 ZXZ2%4
IhEEF A |
FR—A SM2 JEXTFRE AN 55— SM2 EEXFREHAN A HRAT SM3 WELTEXRESL,
EOEX:
TSM_RESULT Tspi_Key CertifyKey
(
TSM_HKEY hKey, //in
TSM_HKEY hCertifyingKev, //in

TSM_VALIDATION* pValidationData //in,out
)3
MASHEHR
——hKey HEHMREWH, HAHABSTERESL.
——hCertifyingKey F3k Xt hKey #1784 B %4 A1 .
——pValidationData &—fE i TSM_VALIDATION 4 #4 89 #5 &, H B /A rgbValidationData
BEEXMMLSHELEE
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BESERHR .
—pValidationData Z— 4§ TSM_VALIDATION Z#gy384t.
ié Eﬁ :

TSM_SUCCESS

TSM_E_INVALID_HANDLE

TSM_E_BAD_PARAMETER

TSM_E _INTERNAL_ERROR

12 gIEHEA

THRE A -
£ TCM &R 822 % 81 3F A hWrappingKey & [a f9 % S0
HEOEX:
TSM_RESULT Tspi_Key_CreateKey
(
TSM_HKEY hKey, //in
TSM_HKEY hWrappingKey, //in
TSM_HPCRS hPcrComposite, //in
)
WASHHR .
——hKey ZERIBHEHAXMEH A,
——hWrappingKey  FH 3 Jin 2 # 61 2 &) % 99 9 % 5A )4 .-
——hPcrComposite 4 PCR St 8 #y/A14% , iR WA MR E R B NULL, 382 i K S 850 E
Bl X MR TR R PCR,
B SEEHER .
—T, '
ié [E] ﬁ :
TSM_SUCCESS
TSM_E_INVALID _HANDLE
TSM_E_BAD PARAMETER
TSM_E_KEY_NO_MIGRATION_POLICY
TSM_E_INTERNAL_ERROR_

13 HEFHA

ThEEH#R -
i hWrappingKey 35 [5] 8 % $3 i % hKey & m 8% 4.
R hWrappingKey 5[] # % $5 R X FR % 44 W 7% E k£ B TCM #4705 , 1058 25 36 3¢ F)
M7 TSM W#HATIE .
BOE X
TSM_RESULT Tspi_Key WrapKey
(
TSM_HKEY hKey, //in
TSM_HKEY hWrappingKey, //in
TSM_HPCRS hPcrComposite, //in
)3
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5.5.

MASEHR
——hKey EMHEMEFAN WM,
——hWrappingKey AR M% hKey M2 4
——hPcrComposite 4 Tspi_PcrComposite B %F 22 #5146, I 2 WA JE NULL, el @& m
FRR B EB XA RIHAK PCR, '
W SEHR .
—X,
ié E ﬁ H
TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_E _BAD_PARAMETER
TSM_E_INTERNAL_ERROR

14 SI#FBEN

ThagiR - -
WS ER— A TEBREANEREE, AF TCM FEE K ETBER, ZFENFHTB
Tw TCMigEES.
®OE X
TSM_RESULT Tspi_Key_AuthorizeMigrationKey
(

TSM_HTCM hTCM, /in
TSM_HKEY hMigrationKey, //in
TSM_MIGRATE_SCHEME migrationScheme, /in
UINT32" pulMigrationKeyAuthSize, // out
BYTE* * ppulMigrationKeyAuth, // out
)s
BMASRHR

—hTCM XA,
——hMigrationKey HHMNR AW, ZEHABRTEBNWERT & . HAHATRIPEIBEH.
migrationScheme T HFERIA,H TSM_MS MIGRATE &£ TSM_MS REWRAP,
i S HOH AR
pulMigrationKeyAuthSize ppulMigrationKeyAuth #JEIEKE .
——ppulMigrationKeyAuth 37 MigrationKey HI#ZHEIHE .
i Bl {4

TSM_SUCCESS

TSM_E_INVALID_HANDLE

TSM_E_BAD_PARAMETER

TSM_E_INTERNAL_ERROR

5.5.15 fIEIBEAKER

Thae iR .
AR RS M R SR
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BOgX.
TSM_RESULT Tspi_Key_CreateMigrationBlob

( .
TSM_HKEY hKeyToMigrate, //in
TSM_HKEY hParentKey, //in
UINT32 ulmigrationKeyAuthSize, //in
BYTE" rgbmigrationKeyAuth, //in
UINT32" pulMigratedDataSize, // out
BYTE* * prgbMigratedData, ~ //out
UINT32* pulEncSymKeySize, // out
BYTE** prgbEncSymKey, // out
)

WMASBPHR

——hKeyToMigrate 8 EBHEHR AW,

——hParentKey hKeyToMigrate 1% [a B B MR PP BREFH AWM.

ulmigrationKeyAuthSize MigrationKeyAuth FHIEKE.

rgbmigrationKeyAuth MigrationKey W #2 AU EIE .

SRR

pulMigratedDataSize prgbMigratedData IR K E .

prgbMigratedData  ZE I AT XA a2 M 1E L T XA~ 808 B E B EHE .

pulEncSymKeySize & [ 4% fin 2 #9377 % £ O K K BRI 1 6T .

prgbEncSymKey #8 [7 Xt FR & S EUE IR 1, K IR B HI E
Tspi_Key_AuthorizeMigrationKey () ffiAIE R A £ MR,

i& [EH
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_BAD_PARAMETER
TSM_E_KEY_NO_MIGRATION_POLICY
TSM_E_INTERNAL_ERROR

16 SAIBEANER

ThEEHH A . .
¥ Tspi_Key_CreateMigrationBlob =4 i T # $ i R R L @8 A P %41 .
BOEX:
TSM_RESULT Tspi_Key_ConvertMigrationBlob
(

TSM_HKEY hMEK, //in
TSM_HKEY hParentKey, //in
TSM_HKEY hKeyToMigrate, - Jin
UINT32 ulMigratedDataSize, //in
BYTE" rgbMigratedData, //in
UINT32 ulEncSymKeySize, //in
BYTE* rgbEncSymKey, //in

)
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MASYRR -
—hMEK  f8mEB KR ER RN, e FREH.
——hParentKey % hKeyToMigrate 1 [ i) 2 43 I % 9 (R P R AE B H AW
—hKeyToMigrate & [a] $iE %% 1 2 4 X 4
ulMigratedDataSize i rgbMigrationBlob £t T BB KIEH K E.
rgbMigratedData H |- T # oK #{ Tspi_Key_CreateMigrationBlob () 3& B 1 T & $iE Hh i1
BE.,
ulEncSymKeySize TM#HEHMHEHANKE.
rgbEncSymKey  #5 6] E il % 49 X FR & A 018 6. 1V (R BRI BME
i SRR -
— X,
35 (B - , '
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_BAD PARAMETER
TSM_E_INTERNAL ERROR

5.6 WEMESHE

ZRATHINBBIIAF  SARF) AN S REXBEKR(5F S PCRYE), K A
TS0 SR BBt 0 2/ 2 R 55
HEATRAVAE B, T LLA R A B — R T &

5.6.1 MITLEITHL

ThEEH R -

AR B X R BRAEE B X RAETR R M X &
EOEX:

TSM_RESULT Tspi_ChangeAuth

(

TSM_HOBJECT hObjectToChange, //in
TSM_HOBJECT hParentObject, //in
TSM_HPOLICY hNewPolicy //in
)3
WMASEHR:

——hObjectToChange 7§ & BUR AU E 09 % P X R A
——hParentObject H hObjectToChange BT 15 18] B X R W IR P EE B AT L 0K .
——hNewPolicy B H B #RAUE B 3R XT R AW
i S B R
—X.
iR Bl S 4
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_INTERNAL_ERROR
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5.6.2 IKEURBEXT S

ThEEHA -
1% [B) B0 408 X 5 0 48 IR Y SR W o 2
EOE X
TSM_RESULT Tspi_GetPolicyObject
(

TSM_HOBJECT hObject, //in
TSM_FLAG policyType, //in
TSM_HPOLICY* phPolicy // out
)

BMASEHR

——hObject Xt Z A,
——policyType & X HIHHEARRL,
Wi SR .
——phPolicy & FIFEIRHIRBEFT R .
ACIE S @
TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

5.6.3 REHEE4H(ERSHD

DIRESH A - :
KRB X R B 32 LRk .

HEOE X
TSM_RESULT Tspi_GetAttribUint32
(

TSM_HOBJECT hObject, //in
TSM_FLAG attribFlag, //in
TSM_FLAG subFlag, //in
UINT32* pulAttrib // out
)

B A\ BUUE 1R

——hObject FEHFRBBEHEMITZEWR.
attribFlag TEFRBRABERICLBHEEAR).
subFlag FTERBHFESERIC(LBERAR .

BRI E.
B HARie BHEFIRIR B R
TSM_TSPATTRIB_ENCDATA_ TSM_TSPATTRIB_ENCDATA_
fn% F f ECB &,
SYMENC_MODE SYMENC_MODE_ECB -

TSM_TSPATTRIB_ENCDATA_

% 3% B CBC
SYMENC_MODE_CBC R Bt
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0 H B R

iR [E 1 .
TSM_SUCCESS

pulAttrib BB IR EME.

TSM_E_INVALID HANDLE
TSM_E _BAD PARAMETER
TSM_E_INTERNAL ERROR

5.6.4 SEHEEBMH(TEKSED

hRER A

WEBEXNSZKAE 32 WHEREE. BESIENEBH /M T B,

O X

TSM_RESULT Tspi_SetAttribData

(

TSM_HOBJECT hObject,
TSM_FLAG attribFlag,
TSM_FLAG subFlag,
UINT32 ulAttribDataSize,
BYTE" rgbAttribData

);
WASEER .

——hObject TEIEBEREHIXIREAM.
attribFlag  #8/R BB R ERIFICLEEHHFR .,
subFlag #ERBREMN TRIENIRCOLBEEBRBIR) .

//in
//in
//in
//in
//in

B R
R 4RI TR AR BE R
TSM_TSPATTRIB_ENCDATA _ TSM_TSPATTRIB_ENCDATABLOB _ _
' RACINERES

BLOB

BLOB

rgbAttribData
iR [E4A .

TSM_SUCCESS

TSM_E_INVALID_HANDLE
TSM_E_BAD_PARAMETER

» TSM_E_INTER
5.6.5 HERBERM
kR,

NAL_ERROR

ulAttribDataSize prgbAttribDatg SEM K/ ELFET RELD .
SR -1 HFHREREEENEWX.

B HRBA & M93E 32 AR I E'f&ﬁiﬁﬂ@%*@%ﬂkd\ﬁ?@ﬁﬁﬁ%o

B X

TSM_RESULT Tspi_GetAttribData
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TSM_HOBJECT hObject, //in
TSM_FLAG attribFlag, //in
TSM_FLAG subFlag, //in
UINT32* pulAttribDataSize, // out
BYTE* * prgbAttribData // out
)s
WAS IR

" —hObject FEKBUR A M R,

attribFlag #8778 ZREAY B HRICOLBH BB R .
subFlag R ZERMA TR IFICOLBHBLIR) .

BYEER
Bt FRMERIE C OBEEHR
TSM_TSPATTRIB_ENCDATA_BLOB ;SI(\)/II;TSPATTRIB‘ENCDATABLOB‘ B 0 25 048 A 8 R
TSM_ TSPATTRIB _ ENCDATAPCRLONG +3& (Sealing) BY , 1
TSM_TSPATTRIB_ENCDATA_PCR CRE;‘TION_SELE(_ZTION . ziﬁﬁ i) P§R Zig e
"TSM_ TSPATTRIB _ ENCDATAPCRLONG _ | f$f 5 0, SR B EER/E A
RELEASE_SELECTION # PCR fif [
TSM_ TSPATTRIB _ ENCDATAPCRLONG _ | #3584, 3K BUFT %% 9 PCR
DIGEST_ATCREATION Composite fH &
TSM_ TSPATTRIB _ ENCDATAPCRLONG _ | f@#t 3 B, 3% B BT % 8 1
DIGEST_ATRELEASE PCR Composite BE
TSM_TSPATTRIB_ENCDATA_IV NULL R CBC & AR B9 9)
thiem &

5.6.

i i SR
pulAttribDataSize iR Bl prgbAttribData 8K /NLAE S R8N,
prgbAttribData  fy4 B 20R [, S8 7] — MRS E R HEEMNE P IX .
1% [E1A
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_INVALID_ATTRIB_FLAG
TSM_E_INVALID_ATTRIB_SUBFLAG
TSM_E_INVALID_ATTRIB_DATA

6 LWEMHE

TR 18 .

A BRI B0 B SCRE A AT N

K A b S R A BUR TSR A .

IS A2 PP R R A i 4 Bk, S02RR A SM4 PR, MU R CBCEX (S N EBRELE
KAy SM4 fERBERD s I RR A SM2 L X FRINE 12 A BB SORG AL 512 F95,
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BOEX:
TSM_RESULT Tspi_Data_Encrypt
(
TSM_HENCDATA hEncData, //in

TSM_HKEY hEncKey, //in
TSM_BOOL bFinal, //in
TCM_SM4_1V" rgbDatalV, //in
BYTE" rgbDataToEncrypt, //in
UINT32 ulDatal.ength //in
)s
BASEHR

——hEncData &7 #5005 $048 09 %) & 14 .
—hEncKey HATMEREHNBEHAXN R AR,
—bFinal HAFHRARERMAMEMHAERE -4, |
rgbDatalV. AT X HRMEFEAMW IV, EE 16 FW, 0 KNS, WRIZ,WHE TSM
IV, BRIAFIEE TV 2 16 35 0x00,
rgbDataToEncrypt BS SCEUE.
ulDatalength BAXHIEFHTKE.
i SRR
—X.
A S v @
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_BAD PARAMETER
TSM_E_ENC_INVALID LLENGTH
TSM_E_ENC_NO_DATA
TSM_E_INTERNAL_ERROR

5.6.7 HERT

THEEHHA -

2 bR HO0 B SCBUE AT R .

FRAMMEERRTHHRYE.

E ARPAAXBESETAFRZR, RAEFENBRZEM.

NARFEAA S, SRR SM4 X FREE, NRERLN CBCERX(SNEBRRERE
K SM4 {5 FIRE) 5 G SRR I SM2 JE X BRI 3 fR 3%F , A8 1 B K % S
BOEX:

TSM_RESULT Tspi_Data_Decrypt

(

TSM_HENCDATA hEncData, //in

TSM_HKEY hEncKey, //in
TSM_BOOL bFinal, //in
TCM_SM4_1V* rgbDatalV, //in
UINT32" ulDatalength, // out

BYTE"* rgbDataDecrypted // out
);
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BWASEHR .
——hEncData &% #1050 69X R AW .
—hEncKey F T % U B B X R A1
—bFinal M THIREGENABENEXREG— 4.
rgbDatalV. HTH&ZFEHK IV, EE 16 £,
B SRR
ulDatalLength B XEIEFETKE.
rgbDataEncrypted — B & RIIAT , ZSHIBHE B ERBENFHX .,
ﬁ @ é%ﬁ H
TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_E BAD_PARAMETER
TSM_E_ENC_INVALID LENGTH
TSM_E_ENC_NO_DATA
TSM_E_INTERNAL_ERROR

.8 HiRHR

HREH AR 4

FARR — A BAERBEATINE . WRBEMZME BB ATHRE, ML FAEHR—F 48
Tspi_Data_Unseal BR%K.

F XBEFANNEFANEARTIBES.
BOgX.

TSM_RESULT Tspi_Data_Seal

(

TSM_HENCDATA hEncData, //in
TSM_HKEY hEncKey, //in
UINT32 ulDatal.ength, //in
BYTE* rgbDataToSeal, //1in
TSM_HPCRS hPcrComposite //in
);
BMASEHR

——hEncData  $#EX KA, B S 8BERDE  MZBE SO 5 T NEHIE.
——hEncKey XI$BEHITMENEAXM R UM, ZEHRAANTHH.
ulDatal.ength &% rgbDataToSeal B K E (LIFEH HHELD) .
rgbDataToSeal #516] &F ¥ EZHINFEWEIBEH TR,
——hPcrComposite PCR Composite % £ (A4 .
SRR
—J.
1B [FA

TSM_SUCCESS

TSM_E_INVALID_HANDLE

TSM_E_BAD_PARAMETER

* TSM_E_ENC_INVALID LENGTH

TSM_E_ENC NO_DATA

TSM_E ENC_INVALID_TYPE

TSM_E_INTERNAL_ERROR
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5.6.9 HIEMEEH

ThREH A -
XF 6 A€ B BOHE R AT A E
EOEX:
TSM_RESULT Tspi_Data_Unseal
(

TSM_HENCDATA hEncData, //in
TSM_HKEY hKey, //in
UINT32* pulUnsealedDatal.ength, // out
BYTE"* * prghUnsealedData // out
)5
WASEHR

——hEncData 3, & % I 25 $048E 08 X R A
——hKey FRAREHITHE Bint R EB M EAXN RN,
W SER .
pulUnsealedDatalength #5653 % prgbUnsealedData B4 1 E 38 4T (L F 3T B BAD o
prgbUnsealedData {1 R #A/E BTN, 38 0 08 A XE B R b X185 .
iR [EE .

TSM_SUCCESS

TSM_E INVALID_HANDLE

TSM_E BAD PARAMETER

TSM_E ENC_INVALID_LENGTH

TSM_E_ENC_NO_DATA

TSM_E_ENC INVALID_TYPE

TSM_E_INTERNAL_ERROR

5.6.10 ¥ =Pi{E$$tit

IhEEHR

A R BN B SCBUE AT RFE EE M A R . AR FEHBENATERIETF & AHEES
BabrE, HEBEEAX MR A,

I 5 W BHEE T Tspi_GetAttribData RIKBEF (FH Bk .
BEOEX:

TSM_RESULT Tspi_Data_Envelop

(

TSM_HENCDATA hEncData, //in

TSM_HKEY hEncKey, //in
BYTE" rgbDataToEncrypt, //in
UINT32 ulDatalength, //in
)3
WMASEHIR

——hEncData & H BT EHEREITEHI S RAN,
——hEncKey i F /% $48 89 % % R A4
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rgbDataToEncrypt B SCHUHE
ulDatalength BiXEEFTEKE.
s S BOHR -

~— %,

ALE 2 ¢

TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_BAD_PARAMETER
TSM_E_ENC_INVALID _LENGTH
TSM_E_ENC_NO_DATA
TSM_E_INTERNAL_ERROR

5.6.11 HFEHBRE

IREIR -

2 BB BT AE B H R RRHTRE .

E ARECHEXBEABRTHNESREARER BRI E .
BOEX:

TSM_RESULT Tspi_Data_Unenvelop

(

TSM_HENCDATA hEncData, //in
TSM_HKEY hEncKey, //in
UINT32* ulDatalength, // out
BYTE" " rgbDataDecrypted // out
);
WMASEHR

——hEncData &8 #EFEEH R EIEE T R TR.

——hEncKey HTHBEREHBEHAXTZHR.

SR

ulDatalength BAXHIEFHKE.

rgbDataEncrypted — B4 RIIIT, ZS BB RNE R BERIBEBVHFREX .

iR E S5 '
TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_E_BAD_PARAMETER
TSM_E_ENC_INVALID LENGTH
TSM_E_ENC_NO_DATA
TSM_E_INTERNAL_ERROR

5.7 PCRER®
5.7.1 Bk

PCR#BAEXTHTELRRFENEELA . ZERMA T X PCR #ATHE .5 FRIEREE
Tk

A FE PCRZEMREGEHSEERPEMER X DR RAW.
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5.7.2 1igE PCR Locality B¢

IhEEHR «

A BB B PCRComposite 3F 42 A LocalityAtRelease {8 .
BOEXL:

TSM_RESULT Tspi_PcrComposite_SetPcrLocality

(

TSM_HPCRS hPcrComposite, //in
UINT32 LocalityValue //in
)
WMASEHR .

—hPcrComposite PCR composite % 2445,
LocalityValue ZEi&E B LocalityAtRelease {H .
S HER
—X.
REISH .
TSM_SUCCESS
TSM _E INVALID HANDLE
TSM_E_INVALID_OBJ] ACCESS
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

5.7.3 ZKBY PCR Locality B4

IhEEH R -

A R PCRComposite ¥ B P KB LocalityAtRelease {8,
BEOEX:

TSM_RESULT Tspi_PcrComposite_GetPcrLocality

(

TSM_HPCRS hPcrComposite, //in
UINT32" pLocalityValue // out
)3
BMASHHER
———hPcrComposite PCR composite X 4] 4§ .
S H R
———pLocalityValue & [\l # Locality {H,
KA S 4

TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_E_INVALID OBJ_ ACCESS
TSM_E_BAD_PARAMETER

TSM_E_INTERNAL_ERROR
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5.7.

ThEEHAR «
A R 3 B PCRComposite Xt 8 F ] digestAtRelease {H.,
BOgEX:
TSM_RESULT Tspi_PcrComposite_GetCompositeHash
(

TSM_HPCRS hPcrComposite, //in
UINT32* pLen, // out
BYTE" " ppbHashData // out
)3
MASER

——hPcrComposite PCR composite Xt A)#4 , \ 7] iR [B] 2 2 B (H .
WS EER
—plen 2% ppbHashData fJETKE.
——ppbHashData G2 s B M E5IE .
RS
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_INVALID OBJ ACCESS
TSM_E _BAD_PARAMETER
TSM_E_INTERNAL_ERROR

5 EPCRE

ThRETM IR

A R H 6 — 4~ PCReomposite 3R 145 & #) PCR R5| R BEHEE.
®OEX:

TSM_RESULT Tspi_PcrComposite_SetPcrValue

(

TSM_HPCRS hPcrComposite, //in
UINT32 ulPcrIndex, //in
UINT32 ulPcrValueLength, //in
BYTE" rgbPcrValue //in
)3
WMASERHR

——hPcrComposite Ei% & PCR {H# PCR composite Xt 2 H]#K .
ulPcrindex ZEREHIEM PCR 3|5,
ulPcrValuelLength £%{ rgbPcerValue I FEH K FE .
rgbPcrValue TR BAEHE.
SRR
—X.
B E 2
TSM_SUCCESS

GM/T 0011—2012
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5.7.

5.7.

TSM_E_INVALID_HANDLE
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

6 ¥XHEPCR{H
haER A -
& [E7E PCR composite X & 145 € PCR R 5| M ZEHE.
Eowe X,
TSM_RESULT Tspi PcrComposite_GetPerValue
(
TSM_HPCRS hPcrComposite, //in
UINT32 ulPcrlndex, //in
UINT32* pulPcrValueLength, // out
BYTE"* prgbPcrValue // out
Ys
WMASEHR

——hPcrComposite  F M iR [B] PCR {H ) PCR composite T4 A #4 .
ulPcrindex EEZEFHIEM PCR £33,
i SRR
pulPcrValueLength Z#{ prgbPcrValue ETKIE,
prgbPcrValue #$818):& A H ulPerindex Z8#5/8# PCR {H.
DAEE T ¢

TSM_SUCCESS

TSM_E_INVALID_HANDLE

TSM_E_BAD_PARAMETER

TSM_E_INTERNAL_ERROR

7 3% PCR %3

ThEE R «

A< R EAE PCR composite X R 1 #EF—4 PCR RT|. ZREFELIEMBEM PCR composite
St {F . PCR composite %F £ % % B Tspi_ Context CreateObject €1 #, %l &0 & & A
Tspi_TCM_Quote Z &, 7 A REOR % PCR FH 4.

BEOEX:
TSM_RESULT Tspi_PcrComposite_SelectPerIndex
(

TSM_HPCRS hPcrComposite, //in
UINT32 ulPcrIndex, //in
UINT32 Direction //in
)
WMASHHR

———hPcrComposite B M F1i& [B] PCR &38| PCR composite X % 61 .
ulPcrIndex ZE%#FH PCR RB| S,
Direction 35BH#%&## 1) PCR & Creation 8 & Release,
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—X.

iR B S5 .
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_BAD PARAMETER
TSM_E_INTERNAL_ERROR

5.8 EHZAMFHER

GM/T 0011—2012

NV R EHEMTE TCM KIS A MFEX ST FEREE S AT NV K88 E L 3.5

BT

BRI NV X B RN R EMIES R H BT LT PCR ESHE R .

5.8.1 HEFSRMUFHEEE(BESHD

iRe T i .

AREBRE NV FHEXMNRE 32 iR,

EOEX:

TSM_RESULT Tspi_SetAttribUint32

(
TSM_HOBJECT hObject,
TSM_FLAG attribFlag,
TSM_FLAG subFlag,
UINT32 ulAttrib
);
WASRHR

//in
//in
//in
//in

——hObject FTEFERBHEHTREW.

attribFlag FTEREBEHNBEMEMRIC.

ulAttrib B EMNE.
E'lﬁ%)‘( :

subFlag HEREKFEMERC.

IE 43

TR

JRHAE

R

TSM_TSPATTRIB_NV_INDEX 0

UINT32

S RREH NV FEX RS

TSM_TSPATTRIB_NV_PERMISSIONS 0

UINT32

HFRE

TSM_TSPATTRIB_NV_DATASIZE 0

UINT32

RS NV 776 X 89K/

WS HER .

—%.

R ESH
TSM_SUCCESS
TSM_E_INVALID_HANDLE

TSM_E INVALID _ATTRIB FLAG
TSM_E INVALID ATTRIB_SUBFLAG
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TSM_E_INVALID_ATTRIB _DATA
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

5.8.2 RMESZAMFREEE(BESED

TIRE iR -

FERERE NV XM RH 32 LRFRIE.

O

TSM_RESULT Tspi_GetAttribUint32

(

TSM_HOBJECT hObject, //in
TSM_FLAG attribFlag, //in
TSM_FLAG subFlag, //in
UINT32" pulAttrib // out
)3
MASHERR

——hObject TEEWREMAIXTRAIN.

attribFlag FEHMABIE.
subFlag FHEEBMFEH.

BHEX.
B FEH BHE R
TSM_TSPATTRIB_NV_ S5 REREKE NV 724 K8
0 UINT32 -
INDEX MER35
TSM_TSPATTRIB_NV_ 0 UINT32 IR T 8
] 5]
PERMISSIONS
TSM_TSPATTRIB 0 UINT32 Ty
) I
_NV_DATASIZE
R 8 Bt B & FALSE, %
TSM_TSPATTRIB_NV_ TSM_TSPATTRIB_NVSTATE _
Boolean datasize J§ 0 #J ReadValuexxx 2
STATE READSTCLEAR .
f&,REHN TRUE
IR B 36tk B & FALSE,
TSM_TSPATTRIB_NVSTATE _ SRR BE R E
Boolean datasize 5 0 1 WriteValuexxx 2
WRITESTCLEAR .
J& .2 BN TRUE
EEXNVEHZEEERN
TSM_TSPATTRIB_NVSTATE _ | = FALSE, 7 datasize % 0 &
oolean .
WRITEDEFINE WriteValue B Zh R Z 5, R B
& TRUE
TSM_TSPATTRIBLNV_ | TSM_TSPATTRIB NVPCR_ | . Locality # 7, 1 F NV R 5 i
PCR READLOCALITYATRELEASE PCR 32 By bR %1
TSM_TSPATTRIB_NVPCR_ BYTE Locality # %, i ¥ NV X i &

WRITELOCALITYATRELEASE

PCR SR #
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B E S
TSM_SUCCESS

pulAttrib g [E ZE B K EH(E .

TSM_E_INVALID HANDLE
TSM_E_INVALID ATTRIB FLAG
TSM_E_INVALID ATTRIB SUBFLAG
TSM_E_INVALID ATTRIB DATA
TSM_E_BAD PARAMETER
TSM_E_INTERNAL ERROR

5.8.3 REESEAUEMEREM(EKRSED

IREH A -

GM/T 0011—2012

I NV FEEX QIR 32 Lo B, B M RE B S5 M A0 R /M TR

BOEX:

TSM_RESULT Tspi_GetAttribData

(

TSM_HOBJECT hObject, //in
TSM_FLAG attribFlag, //in
TSM_FLAG subFlag, //in
UINT32" pulAttribDataSize, // out
BYTE" " prgbAttribData // out

)
MASEHR

——hObject FFEIRBUR M #IXT RATHA .

WmHSHRR .

prgbAttribData
BEE X

pulAttribDataSize

attribFlag 5 B RHUAY B AR IR
subFlag % Z R T RIERIR.

78 M rgbAttribData ZH M K /DN (L FEW A B A, HB K
rgbAttribData Jj—/> TSM_UNICODE F4F &, WiZ K /P EBIEE R FF
NULL,
WS 1 — N FHORBR R EENE X,

Bt

TR

REE

TSM_TSPATTRIB_NV_PCR

TSM_TSPATTRIB_NVPCR_
READPCRSELECTION

PCRZEH#®EW, AT NV K PCR ]

R

TSM_TSPATTRIB_NVPCR_
READDIGESTATRELEASE

DigestAtRelease F J& ¥, Fi T NV X i

PCRread B 4

TSM_TSPATTRIB_NVPCR_
WRITEPCRSELECTION

PCR&EH W, T NV K sy PCR £

R

TSM_TSPATTRIB_NVPCR_
WRITEDIGESTATRELEASE

DigestAtRelease ¥ & %, B T NV X i

PCRwrite [R &1
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5.8.

82

SAEE 28
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_INVALID_ATTRIB_FLAG
TSM_E_INVALID_ATTRIB_SUBFLAG
TSM_E_INVALID_ATTRIB_DATA
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR

4 BIEESEMERRZE

IhEEHR -
- BIBIE B WS R,
BEOEX:
TSM_RESULT Tspi NV_DefineSpace
(

TSM_HNVSTORE hNVStore,
TSM_HPCRS hReadPcrComposite,
TSM_HPCRS hWritePcrComposite
);
WMASEHR

——hNVStore JEFRMEFHEN R,
~——hReadPcrComposite

//in
//in, W[ LA NULL

PCRYZR AWM. HX NS NULL i, %A PCR FHE 5K E M I
SR EEEGE; Y0 NULL i, Al B ES AR EE

XA X SR 9 PCR A 2 R BT B AT SR 4R AE

——hWritePcrComposite

PCR MR AW. HXNSHOh NULL &, B4 PCR #1546 & 83k
SREHFHEE MG E:; Y48 NULL i, eI 2 EG R EFHEE T

BRI SR ) PCR AER B PITE B 1E.

SAGE 2§
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR
TSM_E_NV_AREA_NOT_EXIST
TCM_BAD_INDEX
TCM_AUTH_CONFLICT
TCM_AUTHFAIL
TCM_OWNERSET
TCM_BAD_DATASIZE
TCM_MAXNVWRITE
TCM_INVALID_STRUCTURE
TCM_NOWRITE
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5.8.
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F. ARBATENESRWAHEE ., EE, A KT Tspi_NV_ReleaseSpace # i [ — 1~ TCM ZhfEfir & . =
BRI XA TCM D dr &8, SR E LIS RS E. BT LA & XA E XK 5 KRR
SEEFCAEEN . MRCE2E X, $RE TSM_E_NV_AREA_EXIST 4R,

AL RTHERAHE TN

5 BHIFSZAMEFHEZE

ThEEA «
FEHHE 2 AR 5 RAE T =S 1]
EOEX:
TSM_RESULT Tspi_NV_ReleaseSpace
(

TSM_HNVSTORE hNVStore //in
)
WMASEHR .
——hNVStore 3E5 KX R A,
& B S 4

TSM_SUCCESS

TSM_E_INVALID HANDLE

TSM_E _BAD PARAMETER

TSM_E INTERNAL_ERROR

TSM_E NV_AREA_NOT_EXIST

TCM_AREA_LOCKED

. AEBET RN R EE#ESE. BE, S HMS Tspi_NV_DefineSpace AR —4~ TCM ifEm <. Bl

DAKREXNEXWESRUEGHETRRZETELEN WRBEEFEX L F6EE TSM_E_NV_AREA_NOT_
EXIST 4253,
XA MITHENA &R

6 BESANESEMEFEME

ThEeHR -
BRIESARENIES REFHEX .
EOEX:
TSM_RESULT Tspi NV_WriteValue
(

TSM_HNVSTORE hNVStore, //in
UINT32 offset, //in
UINT32 ulDatalength, //in .
BYTE" rgbDataToWrite //in
)3
HMASEHR

——hNVStore 3E 5 R HEAFMEXT KA.

offset {WBE,BIE NV X HHE AREHbIE.

ulDataLength rgbDataToWrite K E. BT ESHES LA EFHEBIHKE.
rgbDataToWrite T ES ABENENKX.
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5.8.

R ESH .
TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_E_BAD PARAMETER
TSM_E_INTERNAL _ERROR
TCM_BAD_INDEX
TCM_MAXNVWRITE
TCM_AUTH_CONFLICT
TCM_AUTHFAIL
TCM_AREA_LOCKED
TCM_BAD_LOCALITY.
TCM_BAD_PRESENCE
TCM_DISABLED CMD
TCM_NOSPACE
TCM_NOT FULLWRITE
TCM_WRONGPCRVALUE

i MRE - REISR D EAE AR R R BRI T X MR A, MR ERE E WX E

Bo 4 X X 8 AT — D HE RS # 18
7 WIE S R KRB R

IR AR
N5 RE B 57 5% 1 A7 i 1X 388 P R BB
BEOEX:
TSM_RESULT Tspi NV_ReadValue
(

TSM_HNVSTORE hNVStore, /in
UINT32 offset, //in
UINT32* pulDatalength, //in,out
BYTE" "~ prgbDataRead // out ‘
)
BASEAR

——hNVStore JE5KMTFMXT R AW,
offset FEEWMBUBAEES FUEFHEX BT HRBME.
pulDataLength ﬁﬁ/\ 9 prgbDataRead fYZE W X K J#
B S ER
pulDatal.ength % #) prgbDataRead W & ,
prgbDataRead #8[a)3& Bl 3 U IE M Z W X,
AIE % @

TSM_SUCCESS

TSM_E_INVALID HANDLE

TSM_E BAD PARAMETER

TSM_E INTERNAIL_ERROR

TCM_BAD_INDEX
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TCM_AUTH_CONFLICT
TCM_AUTHFAIL
TCM_BAD_LOCALITY
TCM_BAD_PRESENCE
TCM_DISABLED CMD
TCM_NOSPACE
TCM_WRONGPCRVALUE
S WURA — WO B AR A A X B X o BB A SR B T XA SR M B . SR B A X R 4
B 45X AR L AT — AR AE B4

5.9 ZEIRIE
5.9.1 BE#EMKEMN(BISH)

ThHE R :
WERENRH 32 LA RIE.
HOEX:
TSM_RESULT Tspi_SetAttribUint32
(

TSM_HOBJECT hHash, //in
TSM_FLAG attribFlag, //in
TSM_FLAG subFlag, //in
UINT32 ulAttrib //in
)
WMASEHR

——hHash ZEX R AW,

attribFlag FHFEREWEERIC.
subFlag FHAFERENTEMHEIRC.
ulAttrib  REBHEMEE.

BHEULIR.
JB #EARIT FR¥ERIE 1a iR
TSM_TSPATTRIB_ EREL BN RETEETRERE
TSM_TSPATTRIB_
_ 0 HASHSCHEME NORM | B X4 & % /5 , {U B 447 Tspi_Hash_
HASH_SCHEME
ALCRRIAN) UpdateHashValue, A DA 4T £ K

EHEENRETEEITHRERE.

TSM_TSPATTRIB_ WEXANE MG, LG8 AT Tspi_Hash_
0
HASHSCHEME_GB SetUserMessageData, 7] AT Z K, HL
IR LART AT o &5 51

R E S
TSM_SUCCESS

TSM_E_INVALID_HANDLE
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TSM_E INVALID_ATTRIB_FLAG

TSM_E INVALID _ATTRIB_SUBFLAG

TSM_E_INVALID ATTRIB_DATA

TSM_E _BAD _PARAMETER

TSM_E INTERNAL_ERROR

it : ¥ Tspi_Hash_SetUserMessageData, Tspi_Hash_SetUserMessageData, Tspi_Hash_SetHashValue. Tspi_ Hash_

GetHashValue, Tspi_Hash_Sign, Tspi_Hash_VerifySignature il Tspi_Hash_TickStampBlob & F J5 , 7~ &t fi 8
Tspi_SetAttribUint32( TSM_TSPATTRIB_ HASH_SCHEME) i tk & 8 R 1 .

5.9.2 HMAEN QBN (RS

Thee iR .
B ZREXT R 32 WA,
BEOEX: .
TSM_RESULT Tspi_GetAttribUint32
(

TSM_HOBJECT hHash, //in
TSM_FLAG attribFlag, //in
TSM_FLAG subFlag, //in
UINT32" pulAttrib // out
)3
BMASERR

——hHash ZREMRAM.
attribFlag  FHHEEREBEHNRERIC.
subFlag FHRERENTRMERIC.

BHEULA R
B R FESERFIE & iR
TSM_TSPATTRIB 38 i 2 AT 2 .
TSM_TSPATTRIB_HASH_ - - 1&% f'_ﬁ & ZF BB GRRRE. X
SCHEME . 0 HASHSCHEME _ fE 47 Tspi_Hash_UpdateHashValue R
NORMAL(ZA) B0 LIRIT 2R
FHAEENZRE L ITHERE. €
0 TSM_TSPATTRIB_ fE 1 4T Tspi_Hash_ SetUserMessageData
HASHSCHEME_GB PR K, BT LA AT B 1K, 1B 2 B3R LLAG 37T
W& R
S EER .
pulAttrib  FEERPBEHEE.
REISH .

TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_INVALID_ATTRIB_FLAG
TSM_E_INVALID_ATTRIB_SUBFLAG
TSM_E_BAD_PARAMETER
TSM_E_INTERNAL_ERROR
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5.9.3 REFBNZEM(ERKSHD

ThEg iR «

BWEHIEX R MR 32 R B . BEEIEM SRR/ TR,
HORE X

TSM_RESULT Tspi_SetAttribData

(

TSM_HOBJECT  hHash, //in
TSM_FLAG attribFlag, //in
TSM_FLAG subFlag, //in
UINT32 ulAttribDataSize,  //in
BYTE"® rgbAttribData //in
)
WASEHR .

——hHash FEREB R Hash MR,
attribFlag FHRERBHBHEIRIC.
subFlag FHFEEENFRBERC.
BV .
B R TR BOE 1R
TSM_TSPATTRIB_ALG_IDENTIFIER |0 WEFLREEERR

—ulAttribDataSize ‘rgbAttribDat M E .
rgbAttribData FH ¥ B #J& M (SM3 B R AR AR .
R ESH

TSM_SUCCESS ,
TSM_E_INVALID_HANDLE

TSM_E_INVALID ATTRIB_FLAG
TSM_E_INVALID ATTRIB_SUBFLAG
TSM_E_INVALID_ATTRIB_DATA

TSM_E_BAD PARAMETER
TSM_E_INTERNAL_ERROR

5.9.4 XRAPRRIEHITRERE

ThREF A -

MEANHAPERE HEUAMXHARAFEEERELAIEPE XN FLRETEHEGTITE.
BOEX:

TSM_RESULT Tspi_Hash_SetUserMessageData

(

TSM_HHASH hHash, //in
TSM_HKEY hKey, //in
UINT32 ulUserIDSize, //in
BYTE" rgbUserID, //in

UINT32 ulMessageSize, //in
87
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BYTE* rgbMessage, //in
)
WMASEHR
——hHash ZXEBEXf R .
——hKey ZAHHEHARM.
ulUserIDSize # AR MAFEEMKE.
rgbUserlD #WAMAPEE.
ulMessageSize W AMBEHERKE.
rgbMessage HAMIEE .
B ESH
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_BAD_PARAMETER
TSM_E_HASH_INVALID_LENGTH
TSM_E_HASH_NO_DATA
TSM_E_INTERNAL ERROR
3. (U4 A T Tspi_SetAttribUint32 % TSM_TSPATTRIB_HASHSCHEME_GB J& 1 /5 , A B f& /i Tspi_
Hash_SetUserMessageData 7T EX A E B 5HE B HITLEZHE, Y44 HT Tspi_Hash_SetUserMessageData
FEE , NEEFE{E A Tspi_SetAttribUint32 i E TSM_TSPATTRIB_ HASHSCHEME_NORMAL B #,
#E4# A Tspi_Hash_UpdateHashValue 5 ¥ . 8 U {# f§ Tspi_ Hash_GetHashValue, Tspi_Hash_Sign, Tspi_
Hash_verifySinature #l Tspi_Hash_TickStampBlob % &R %% .

5.9.5 BEZEME

REHORERBELN HASH H., MRMEMNZWIREN K TSM_HASH_OTHER, #; 4 5t
F A Tspi_SetAttribData W B H I REE .
HOEN

TSM_RESULT Tspi_Hash_SetHashValue

(

TSM_HHASH hHash, //in
UINT32 ulHashValueLength, //in
BYTE" rgbHashValue /in
)s
WMASHHR

—hHash ZREXRAM.
ulHashValuel.ength £%{ rgbHashValue K E (IFH AL,
rghHashValue #5[a Hash {HF {55 [H],
Bt SRR
—X.
R ESE
TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_E BAD PARAMETER
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TSM_E_HASH_INVALID_LENGTH
TSM_E_HASH_NO_DATA
‘TSM_E_INTERNAL_ERROR

5.9.6 FERZEE

5.9.

ThEE A
A R BOR Bl Z B AR

BOEX:
TSM_RESULT Tspi Hash GetHashValue
(

TSM_HHASH hHash, //in
UINT32" pulHashValuel.ength, // out
BYTE"* prgbHashValue // out
)3
MASEHR
—hHash Z2EXT LA,
WS HER

prgbSignature #§ [ Z B EGEZE .
AEE 2@

TSM_SUCCESS

TSM_E INVALID HANDLE
TSM_E_BAD PARAMETER
TSM_E_HASH _INVALID LENGTH
TSM_E_HASH_NO_DATA
TSM_E_INTERNAL_ERROR

7 BEFEEE

THEER R
AR ERREXNRHIIEE.

BOEN:
TSM_RESULT Tspi_ Hash UpdateHashValue
(

TSM_HHASH hHash, /in
UINT32 ulDatalength, //in
BYTE" rgbData //in
)s
WASHHR

——hHash £ B 2E X A1 .

ulDatalLength Z %[ rgbData B IE K FE(LIFEF A .
rgbData 5 [n] 2 4 58 T B9 80 4%

WS EE R

— X,

pulHashValuel.ength Z%{ prgbSignature B E (LAFEI K ELA) .
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R ESH.
TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_E_BAD_PARAMETER
TSM_E_HASH_INVALID _LENGTH
TSM_E_HASH NO _DATA
TSM_E_INTERNAL_ERROR

5.9.8 MMFEBEEXE

RETH R -
MNBERNERERAEREARTES.
% D %x H
TSM_RESULT Tspi_Hash_Sign
(

TSM_HHASH hHash, //in
TSM_HKEY hKey, //in
UINT32" pulSignatureLength, // out
BYTE"* prgbSignature // out
)s
BASEHR -

——hHash TEEZMNFEXNRAM.
—hKey ATEZNFHTIMN.
SRR -
pulSignatureLength  ZISRBR1E LT, ok 18] B9 45 42 B O
prgbSignature QNS #RAE BT, Jy iR B 4% 2 BE .
AL 2 8
TSM_SUCCESS -
TSM_E_INVALID_HANDLE
TSM_E_BAD_PARAMETER
TSM_E_HASH_INVALID_LENGTH
TSM_E_HASH_NO_DATA
TSM_E_HASH_NO_IDENTIFIER
TSM_E_INTERNAL_ERROR
EESENBEBLTRRBE - REMRMEH P, A Tspi_ Hash_SetHashValue (). Tspi _ Hash _
UpdateHashO) @, Tspi_Hash_SetUserMessageData () 8] DL i% B s+ B 42 . Tspi_Hash_Sign H &R
prgbSignature 2} BN . BHOXA WG B H Tspi_Context_FreeMemory J7 i .

5.9.9 WIFFHEEZEH

ThEEH A
ARFATRIE-TRELRNESL.
EOEXL:
TSM_RESULT Tspi_Hash_VerifySignature
¢
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TSM_HHASH hHash, //in
TSM_HKEY hKey, //in
UINT32 ulSignatureLength, //in
BYTE" rgbSignature //in
)3
MASERHR -

——hHash fFIIEZEN R .
——hKey ZZ%HAGW,
ulSignaturelength & & $(#E rgbSignature K&,
rgbSignature 1§ [n] % &4 (3R .
it SRR
— .
R E S5
TSM_SUCCESS
TSM_E_INVALID HANDLE
TSM_E_BAD _PARAMETER
TSM_E_HASH_INVALID LENGTH
TSM_E_HASH_NO_DATA
TSM_E_INVALID_SIGSCHEME
TSM_E_INTERNAL_ERROR

10 BFFAL A EE

ThEEH R -

BITERTH - REEM—AEB. BR— 08T (tickvalue) 5 —4> blob 1 KX,
FLAFRiRIZ blob 7E tickvalue Xt 7 i 5 8] 22 8 5k B 7 7E
BOEX:

TSM_RESULT Tspi_Hash_TickStampBlob

(

TSM_HHASH hHash, //in
TSM_HKEY hldentKey, //in
TSM_VALIDATION"* pValidationData //in
);

MASEHR

——hHash #§ 20 AT A4 B X 4 A4 .

——hldentKey i F #4785 [B) B 1) & 10 % 41

——pValidationData  #§ [6] F 3R 30 IE & 4 B 54 .

it S B A

—k.

ALES @

TSM_SUCCESS

TSM_E_ INVALID TCM_HANDLE

TSM_E_INVALID KEY HANDLE

TSM_E_INTERNAL_ERROR
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5.10 Z$EhE
5.10.1 fI#&LiE

ThRER & «

5 TCM # — B4 0 i 235 WA, 3558 B — i et p 2 B _

FEHRBRNS A5 BERXA B AERIGE 54 5% Ra,Rb, fif* A RafEit 4/ B,
R/ B¥ Rb (R G H P A, B A Tspi_Exchange_GetKeyExchange #17 HH R 1HH .

Y B LA Tspi_Exchange_CreateKeyExchange 0|8 737 T B4 h & W, B A Tspi_
Exchange_CreateKeyExchange g%t ,18 ] TSM_E EXCHANGE _HANDLE _EXIST 45285,
25f#i i Tspi_Exchange_ReleaseExchangeSession i X 4~ % 40 Y i A4 )5 » °T LA B IR 8 Tspi_
Exchange_CreateKeyExchange 5§ TCM E L B4 AW . \

BOEX:
TSM_RESULT Tspi_Exchange CreateKeyExchange
(

TSM_HEXCHANGE  hKeyExchange, //in
UINT32* pcRxSize, //out
BYTE"* prgbRxPoint // out -
)3
BASHHER
——hKeyExchange Z4AThH I HIH .
SRR

pcRxSize #j prgbRxPoint K&,
prgbRxPoint iR [H— AN IGET i) SM2 #1489 &5, Fie BR E 45 %5 5% 35 0k A0 09 ok 48 4R A% B =X
HIF R,

R [E 24
TSM_SUCCESS
TSM_E_INVALID _HANDLE
TSM_E_BAD PARAMETER
TSM_E_INTERNAL_ERROR
TSM_E_EXCHANGE_HANDLE EXIST

5.10.2 KEREFA

LheeH it «

5 TCM A - FAMESIE DN, F B —Ee &k B, —RIBES1E R 8B i
—IREHA .

NHR I % H # A Tspi_Exchange CreateKeyExchange 6l 3 %5 47 U i A #8 » 2 R 1 00 200 3R [7]
TSM_E EXCHANGE_HANDLE NOT_EXIST %1713,

TEHAE BN G » hSessionKey /8] 4% 3R 7R B2 B 7 22 5 B X R 25 51 A0 4

BEMRF AS5HAP B#THABDRE, B8 Tspi_Exchange_GetKeyExchange eR¥{#4E
BIE AP ANABKEEIEN Sa, RAX HHREHEN SL; P B AR R EAEH Sb,
REFMFHRREIER S2. AP ATRERK Sa 5 S2 BEME A BHEELB Sba 5 S1 R
FHEE . AR IR 5 I, XU 16 A AR L X R S AT IR B 2 R T
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#OEX:
TSM_RESULT Tspi_Exchange GetKeyExchange
(

TSM_HEXCHANGE hKeyExchange, //in
TSM_HKEY hPermanentKey, //in
TSM_EXCHANGE _TAG cExchangeTag /in
UINT32 cPointSize, //in
BYTE" rgbPoint, //in
UINT32 cRaSize /in
BYTE" rghRa, /in
UINT32 cRbSize //in
BYTE" rgbRb, Nin
UINT32 cRxSize //in
BYTE" rgbRx, //in
TSM_HKEY" phKey //in,out
UINT32" pcSxSize // out
BYTE"* prgbSxData, // out
UINT32” pcSySize // out
BYTE** prgbhSyData, // out
)
WASHHRR

——hKeyExchange A,
——hPermanentKey T & MEE TCM {4 ih #5280 A48 .
cExchangeTag BFRIAR IR N B A E A F B4R R, 1 REREF 2 RFZW BT .
—hKey /ERBEHEBYE, FHRMEEBEHNYWFESHN AR5 PCR M4 E.
cPointSize X H#STHAPFEERE.
rghPoint X H#SHEHANHRBE AR .
cRaSize AN AEEKE,
rgbRa AP AEE.,
cRbSize XFHTAEFEKE.
rgbRb X H P AEE.
cRxSize XtT7initHEHANPEBKE.
rgbRx X F e HHAAAFE .
it S B R
—hKey HREWILERH.
pcSxSize ATAMBIUEHE SN BELE.
prgbSxData ] 7 b 45 iF b #3372 19 B4
pcSySize  RELL XS AT RIS BOBIFEKE
prgbSyData R 45 Xt 77 # 47 B Uk i 72 M U4
e S @
TSM_SUCCESS
TSM_E_INVALID_HANDLE
TSM_E_BAD_PARAMETER
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TSM_E_INTERNAL_ERROR
TSM_E_EXCHANGE_HANDLE_NOT_EXIST

5.10.3 BH£iIE

REHR

Bis TCM g WA MBS &N,

W I A {5 B Tspi_Exchange CreateKeyExchange £ % % 47 th 75 41 1 » 45 26 3005 1 3R [8]
TSM_E_EXCHANGE_HANDLE_NOT_EXIST #1215,
BOEX:

TSM_RESULT Tspi_Exchange_ReleaseExchangeSession

) ,

TSM_HEXCHANGE hKeyExchange, //in

)3
WASERR
——hKeyExchange HMRE AW,

BRESH.

TSM_SUCCESS

TSM_E_INVALID_HANDLE

TSM_E INTERNAL_ERROR

TSM_E EXCHANGE HANDLE_NOT_EXIST
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M F A
(RSB 1M M 3RO
BEOMTEHESN
Al ERIEX
A1l HiRHER
A 11T EEHNAEKE
e AR RKES R 32 fil.
A 1.1.2 BEHER
E:3.1] E
UINT32 IS 32 R
BYTE ' 58
TSM_BOOL . WS FRE
TSM_UNICODE EE 16 L FFI (A S)
PVOID 32 g4t
A 1.1.3 THRER
£ B iR
TRUE 0x01 B
' FALSE 0x00 &
A1 1.4 BHER
E:$i E X . it By
TSM_FLAG UINT32 Xt 48
TSM_HOBJECT UINT32 AR A
TSM_ALGORITHM_ID UINT32 TSM 8 347
TSM_MIGRATE_SCHEME UINT32 TSM 8 RIFA
TSM_KEY_USAGE_ID UINT32 TSM Z 4 AL RRIR
TSM_KEY_ENC_SCHEME UINT32 TSM fin % 77 £41R
TSM_KEY_SIG_SCHEME UINT32 TSM %2 77 R4 iR
TSM_EVENTTYPE UINT32 TSM FE (K
TSM_COUNTER_ID UINTS32 AR IR
TSM_RESULT UINT32 TSMEOG4SER
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A 115 IPRFER
KA & X ik

TSM_HCONTEXT TSM_HOBJECT ETFXME AW
TSM_HPOLICY TSM_HOBJECT ey vy Lokl
TSM_HTCM TSM_HOBJECT TCM 3¢ % A1
TSM_HKEY TSM_HOBJECT F X G A
TSM_HENCDATA TSM_HOBJECT i B 3 8 A
TSM_HPCRS TSM_HOBJECT PCR #H & X £ A
TSM_HHASH TSM_HOBJECT eSO Lok
TSM_HNVSTORE TSM_HOBJECT NV 33 %
TSM_HMIGDATA TSM_HOBJECT SR U AL 3 2 AR
TSM_HEXCHANGE TSM_HOBJECT el hiEpoR Lak i

A1.2 EXHEE

A 121 EHBMEN

YRR E X5 Tspi_Context_CreateObject J7 i — R . & LM XT RIS BB FHmL R

TSM_FLAG,

bol L3

biigas

TSM_OBJECT_TYPE_POLICY

S X R

TSM_OBJECT _TYPE_KEY

TN Z (BIENFSIENHR)

TSM_OBJECT_TYPE_ENCDATA

T B4 X G2 5 PR 58 FH 9 L 9 80 L O A o S i

TSM_OBJECT_TYPE_PCRS PCR 3 &
TSM_OBJECT TYPE _HASH ZEMN S
TSM_OBJECT_TYPE_NV 5 REFFHEN R
TSM_OBJECT_TYPE_MIGDATA b 258 T hEE OE
TSM_OBJECT_TYPE_EXCHANGE FHRM RS

A1.2.2 WEWBUEX

X E VI AATITHIE X5 Tspi_Context_CreateObject J7 gk —R . & LW WARICE T HIE

A TSM_FLAG.

mEARRIE

ik

TSM_KEY_SIZE_DEFAULT_SYM

SRAE B AR PR

TSM_KEY_SIZE_DEFAULT_ASY

Beag g dE X R B SR B
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BIRHARE

fiik

TSM_KEY_SIZE_128

SM4 WK E R 128 L4

TSM_KEY_SIZE_256

SM2 fFL G4 JE S 256 4%

TSM_KEY_SIZE_512

SM2 B AHKE R 512 A

TSM_SM2KEY_TYPE_STORAGE SM2 AN %4
TSM_SM2KEY_TYPE_SIGNING SM2 &2 %A
TSM_SM2KEY_TYPE_BIND SM2 Jif #% 25 4A
TSM_SM2KEY_TYPE_IDENTITY SM2 & #HHRiRE4A
TSM_SM2KEY_TYPE_AUTHCHANGE e Bt SM2 2548, A F oS A SR E
TSM_SM2KEY_TYPE_MIGRATE EBRRPEHA
TSM_SM4KEY_TYPE_STORAGE SM4 17t hn 2 % 4
TSM_SM4KEY_TYPE_BIND SM4 Hin % % 4

TSM_KEY_NON_VOLATILE

36 5 kA L I8 BT AT LU 0 K

TSM_KEY_VOLATILE

5y S MEF G - IR B B AL AU 3R

TSM_KEY_NOT_MIGRATABLE AaE B EH GRE R
TSM_KEY_MIGRATABLE AT A
TSM_KEY_NO_AUTHORIZATION IFBENHERGERE
TSM_KEY_AUTHORIZATION 3 % B4R

TSM_KEY_AUTHORIZATION_PRIV_USE_ONLY

2 4 10 A B 0 4o A i R B ARL I 2

TSM_KEY_STRUCT_KEY

{#H TCM #4518

TSM_KEY_EMPTY_KEY

3E TCM # AR (&2 TSM HH XM 5

TSM_KEY_TSP_SMK

{#Fl TCM SMK ## (FHF SMK # TSM FH X5

TSM_ENCDATA_SEAL TR R RN R
TSM_ENCDATA_BIND FA T 10 75 H 4 B 048 X 4
TSM_ENCDATA_ENVELOP ATFHFEHREEORENR
TSM_HASH_DEFAULT BRAEFEWERERE
TSM_HASH_SCH SM3 HIEMBEXT R
TSM_HASH_OTHER HFkmaEXR
TSM_POLICY_USAGE FIT 8 AL R 3T R
TSM_POLICY_MIGRATION ATEHATIBHREITER
TSM_POLICY_OPERATOR FAFHR4E % B S0 XS 5

TSM_PCRS_STRUCT_INFO

i TCM 8 PCR X%

TSM_EXCHANGE_DEFAULT

L iR AP
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A 1.2.3 ETFXHNEHEHEN
E'ﬁﬁ“iﬁ

TSM_TSPATTRIB_CONTEXT_SILENT_MODE

KRR E— A ET X RGKIRAER _

TSM_TSPATTRIB_CONTEXT_MACHINE_NAME

K& TSM WL as &

TSM_TSPATTRIB_CONTEXT_VERSION_MODE

KRR ERA ZEE A TAE T XHRMER

TSM_TSPATTRIB_CONTEXT_CONNECTION_
VERSION

$EIB R MR S 45 IR A (TSM A1 TCM. 9 5 7 38 Fi I
)

TSM_TSPATTRIB_CONTEXT_TRANSPORT

RRRRESHETXMREHRBENEHSENAEX
Bt

TSM_TSPATTRIB_SECRET HASH_MODE KB/ REBMEREREER
TSM_TSPATTRIB_CONTEXTTRANS_CONTROL 5K ER&E
TSM_TSPATTRIB_CONTEXTTRANS_MODE BHEmLIEN ST

TSM_TSPATTRIB_SECRET_HASH_MODE_POPUP

KRR B BEEHRHEAT W RERIE

JRHEAE
TSM_TSPATTRIB_CONTEXT_NOT_SILENT HRA P REFEEE, BR TSM HEHE
TSM_TSPATTRIB_CONTEXT_SILENT AER TSM 3F3EHE (BRI
TSM_TSPATTRIB_TRANSPORT_NO_DEFAULT_ o . i
ENCRYPTION 45 1 R B 0 2 o Bk % B
TSM_TSPATTRIB_TRANSPORT_DEFAULT_ P ——
ENCRYPTION
TSM_TSPATTRIB_TRANSPORT_EXCLUSIVE Hefib 45 548 2

A.1.2.4 TCMMEEMEN

TSM_TSPATTRIB_TCMCAP_SET_VENDOR

AV R TCM F 4% B % MR R IR E # TR R
B E X

TSM_TSPATTRIB_TCM_ORDINAL_AUDIT_STA TUS

T6] ¥ T 1 R AR 0 2 R — A 4

TSM_TSPATTRIB_TCMCAP_MIN_COUNTER

RN B T S0RR 13 3 1 S5 /) e (8] ] R L 8RR L 1/10 B
HER BN

TSM_TSPATTRIB_TCMCAP_FLAG_VOLATILE

iR [E TCM & 3145 &

E R4 69 B MEAR T -

g

FARIE

R R

TSM_TCMATTRIB_EKCERT

FEEBHIE S blob

TSM_TSPATTRIB_TCM_

CREDENTIAL
CERT

TSM_TCMATTRIB_PLATF ORM-

¥ & BHIES blob
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i

ARt

TR AR

TSM_TSPATTRIB_TCM_
ORDINAL_AUDIT_STATUS

TCM_CAP_PROP_TCM_SET_
ORDINAL_AUDIT

6 # 5T AP A — A2 T

TCM_CAP_PROP_TCM_CLEAR _
ORDINAL_AUDIT

ERMEE IR REENF
B3R B i S 65

A 1.2.5 KREIZEHEX

TSM_TSPATTRIB_POLICY_SECRET_LIFETIME

WE/FEEEENEa AN

TSM_TSPATTRIB_POLICY_POPUPSTRING

®E L NULL %5 B TSM_UNICODE 45 & , %%
FHER7E TSM SRS 38 S XIS HE H B

TSM_TSPATTRIB_SECRET_HASH_MODE

G/ E LT SCHUR M R A R AR

TREMAIRIC:
TSM_TSPATTRIB_POLSECRET_LIFETIME_ALWAYS BRBELEEX
TSM_TSPATTRIB_POLSECRET_LIFETIME_COUNTER | ###0$#E 0] & ik i FH
TSM_TSPATTRIB_POLSECRET_LIFETIME_TIMER BRBEESHAN &

TSM_TSPATTRIB_SECRET_HASH_MODE_POPUP

wG/RER BRI RRT

A.1.2.6 BERERNKEMTEX
BHEARIE :

TSM_TSPATTRIB_KEY_REGISTER

KR/ REFEGEMHKAFHE

TSM_TSPATTRIB_KEY_BLOB

KB/ REFH blob

TSM_TSPATTRIB_KEY_INFO

REEHARL

TSM_TSPATTRIB_KEY_UUID

$#4& TSM_UUID 45, %4516 & K% 4 B & B iy UUID

TSM_TSPATTRIB_KEY_ PCR

HEFHFHEINY PCREEBRAFRA TSM_KEY _
STRUCT_KEY ¥ iy %40)

TSM_TSPATTRIB_KEY_CONTROLBIT G MBHEH RS

TR
TSM_TSPATTRIB KEYREGISTER_USER FHEMBIAP KAFTHEX
TSM_TSPATTRIB_KEYREGISTER_SYSTEM FRAEMBRGEKAFEHEEX
TSM_TSPATTRIB_KEYREGISTER_NO FEAREMBIAAFER

TSM_TSPATTRIB_KEYBLOB_BLOB

FH blob BEANEHRER

TSM_TSPATTRIB_KEYBLOB_PUBLIC_KEY

~H blob BERB A HER
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g%
TSM_TSPATTRIB_KEYBLOB PRIVATE_KEY F4H blob, RMEHNRGAE R
TSM_TSPATTRIB_KEYINFO_SIZE TR LR E
TSM_TSPATTRIB_KEYINFO_USAGE FHERRER
TSM_TSPATTRIB_KEYINFO_KEYFLAGS HEAT R
TSM_TSPATTRIB_KEYINFO_AUTHUSAGE - EHBERERGR
TSM_TSPATTRIB_KEYINFO_ALGORITHM FEHBERIR
TSM_TSPATTRIB_KEYINFO_SIGSCHEME FHEL TR
TSM_TSPATTRIB_KEYINFO_ENCSCHEME FHRINEF R
TSM_TSPATTRIB_KEYINFO_MIGRATABLE EREMNFHARTIHHY
TSM_TSPATTRIB_KEYINFO_VOLATILE HHENERARS REWN
TSM_TSPATTRIB_KEYINFO_AUTHDATAUSAGE 3 S B 5 B A AY
TSM_TSPATTRIB_KEYINFO_VERSION TSM JRA 515 B
TSM_TSPATTRIB_KEYINFO_KEYSTRUCT IR

TSM_TSPATTRIB_KEYPCR_LOCALITY_ATCREATION

£l 3 blob B} /Y Locality

TSM_TSPATTRIB_KEYPCR_LOCALITY_ATRELEASE

18 % 91 T % £ /Y Locality

TSM_TSPATTRIB_KEYPCR_CREATION_SELECTION

1% %E €& blob gﬁaz—gﬁa@ PCR

TSM_TSPATTRIB_KEYPCR_RELEASE_SE LECTION

65 {5 P U B E M) PCR

TSM_TSPATTRIB_KEYPCR_DIGEST _ATC REATION

digestAtCreation {§

TSM_TSPATTRIB_KEYPCR_DIGEST_ATR ELEASE

digestAtRelease {6

A 1.2.7 BEMNRKREMEENX

TSM_TSPATTRIB_ENCDATA_BLOB 315/ B blob

X%?%/&ﬁﬁ]?i#%ﬁ’&%ﬂ? PCR {5 8 ¢ T A

TSM_TSPATTRIB_ENCDATA_PCR
TSM_PCRS_STRUCT _INFO % #3 ) fin 85 3 x4 5

TSM_TSPATTRIB_ENCDATA_SEAL R/ EHERENSH

T B EARID:

$4% blob, 37N i 2 1 B i, BUk T H 2%

TSM_TSPATTRIB_ENCDATABLOB_BLOB ) e
B CHER NE BT EED

TSM_TSPATTRIB_ENCDATAPCR_DIGEST_ATCREATION KRG PCRMASHEM

TSM_TSPATTRIB_ENCDATAPCR DIGEST ATRELEASE RENFEHEREN PCRUASHEMR

TSM_TSPATTRIB_ENCDATAPCR_SELECTION e R IES PCR WAL E

TSM_TSPATTRIB_ENCDATAPCRLONG LOCALITY ATCREATION P8 53 B Locality {4

TSM_TSPATTRIB_ENCDATAPCRLONG_LOCALITY_ATRELEASE | #1804 A9 Locality
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gR

TSM_TSPATTRIB_ENCDATAPCRLONG_CREATION_SELECTION

i ERHERESM PCR BIALE

TSM_TSPATTRIB_ENCDATAPCRLONG_RELEASE_SELECTION

RIS FIS M £ AT 16 3 9 PCR 94z [

TSM_TSPATTRIB_ENCDATAPCRILONG_DIGEST_ATCREATION

HBH R EERN PCR WA SHE

TSM_TSPATTRIB_ENCDATAPCRLONG_DIGEST_ATRELEASE

BN ESREN PCRIHASHEMN

A.1.2.8 NVHEREMEENX

TSM_TSPATTRIB_NV_INDEX

NV K # &5

TSM_TSPATTRIB_NV_PERMISSIONS

NV 2[R

TSM_TSPATTRIB_NV_STATE

HENVEEXKEMRE, AEENVEEEEHEX
BB T A A A

TSM_TSPATTRIB_NV_DATASIZE

E X H) NV T7fif X AR/

TSM_TSPATTRIB_NV_PCR

NV 724 X ) PCR R

FHRiC:

TSM_TSPATTRIB_NVSTATE_READSTCLEAR

B|BKE 3 TCM B % B & FALSE, 7£ datasize Jy 0 iy
ReadValuexxx Z j5,% & N TRUE

TSM_TSPATTRIB_NVSTATE_WRIT ESTCLEAR

H/BwE B TCM it & B & FALSE, 7£ datasize Jy 0 )
WriteValuexxx Z /5, B & TRUE

TSM_TSPATTRIB_NVSTATE_WRIT EDEFINE

£ TCM F X NV == Al Z 5k B N FALSE, 7 datasize i
0 ) WriteValue TV Z G iR E N TRUE

TSM_TSPATTRIB_NVPCR_READPC RSELECTION

Locality £ £ HERS, A1 T NV K # PCR #EHU R

TSM_TSPATTRIB_NVPCR_READDIGESTATRELEASE

digestAtRelease, fiF NV X ) PCR 35 KR 4l

TSM_TSPATTRIB_NVPCR_READLOCALITYATRELEASE

Locality #8 , fi 7 NV X5 #) PCR % B FR

TSM_TSPATTRIB_NVPCR_WRITEP CRSELECTION

Locality #8485, ;1 T NV K3# PCR 5 R

TSM_TSPATTRIB_NVPCR_WRITEDIGESTATRELEASE

DigestAtRelease, i T NV K i # PCR B[R H

TSM_TSPATTRIB_NVPCR_WRITELOCALITYATRELEASE

Locality #15, i 7 NV Ky PCR & FR#|

NV &

NV Index Domain Bits

Eiipus

TSM_NV_TCM

HT”, &SN TCM | B3 86, 0 BRARIRHERE X,
1 RR A EME

TSM_NV_PLATFORM

PRI AT AT MR | FR WM

TSM_NV_USER

EU”,ZRATFERAFRE. | RRAEERAPHEHE

TSM_NV_DEFINED

ED”,ZESICHE N, 1 RRZERTIBRAE L AL
RE SCH AR 51 8 B B AR HDH 25 I
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NV Index Masks i pas
TSM_NV_MASK_DOMAIN_BITS BBV FRTI
TSM_NV_MASK_RESERVED RE N
TSM_NV_MASK_PURVIEW HHEEE
TSM_NV_MASK_INDEX XN A TR

NV Required Indexes iR

TSM_NV_INDEX_IL.OCK

KEBF RO, RETFH NV EREF. —B#RT.FE
NV 48 R BT E XK RIFBEITIT  RENAEE

TSM_NV_INDEX0

KEBMA 0, REALAFRERABENC, KM AT
TCM B3 EE

NV Permissions

g

TCM_NV_PER_READ_STCLEAR

TCM B3 JE %18 RAEPE i — W . Datasize 2 0 HEBR1E
BRERBE

TCM_NV_PER_AUTHREAD

BEEE R E AN

TCM_NV_PER_OWNERREAD

TCM_NV_PER_PPREAD

WZEFE TCM T &R
EZEFEYERY

TCM_NV_PER_GLOBALLOCK

ERNBAES OB ZEHRETEN. MUBEY
BEH TCM Baie4E 6. i B SV—>bGlobal-
Lock {3

TCM_NV_PER_WRITE_STCLEAR

Datasize 5 0 Wi E RS EHIIMW. HLEMH KNP E
TCM B4 B fii. bWriteSTClear F 4 K I # 4%
HizE

TCM_NV_PER_WRITEDEFINE

TCM X NV Z [ 5, B REEHE — K. bWriteDefine
A RIGAFE I E  datasize R 0 9B T BERK R
BYE

TCM_NV_PER_WRITEALL ZELBE—TE—HEREPHEB A
TCM_NV_PER_AUTHWRITE BizETERK
TCM_NV_PER_OWNERWRITE EME®E TCM fiA & 1
TCM_NV_PER_PPWRITE EZEREDHEAY
A 1,29 IBRBENZEMHEN
B TR b

TSM_MIGATTRIB_MIGRATION
BLOB

TSM_MIGATTRIB_MIGRATION _
SM4_BLOB

CreateBlob #{E#i il W #HEE R
SM4 B )

TSM_MIGATTRIB_MIGRATION _
XOR_BLOB

CreateBlob #/E 4 i IR A
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gR
B FEME ik
TSM_MIGATTRIB MIGRATION. | oo
REWRAPPED_BLOB ‘ " *
TSM_MIGATTRIB_MIG._ R BT 4 A
221N N
DESTIN ATION_PUBKEY BLOB | PRTES
TSM_MIGATTRIB_PAYLOAD | TSM MIGATTRIB_PT MIGRATE _
A B 3 A B 4A
TYPE RESTRICTED
TSM_MIGATTRIB_PT_MIGRATE_ | _
TR BB %A

EXTERNAL

A 1.2.10 ZEWNREMEX

JBERRIC -

TSM_TSPATTRIB_ALG_IDENTIFIER

KRG/ REBEBRER LA

A.1.2.11 Secret Mode %Hﬁ;’i)‘{'

FRERAARICE XA T Tspi_Policy SetSecretO) Fihk., & XHBEAEIBEBELLET TSM_FLAG

R,

Secret Mode

B

TSM_SECRET MODE_NONE

FAREBHRBEEIER XS 0x00 B EA—H

TSM_SECRET_MODE_SM3

HWAZRIHEETBEBINN 32 ~FHBHMEN R
. TSM A&B X A SR

TSM_SECRET_MODE_PLAIN

B

MA—TERFTHREA  RER AT REZE N

TSM_SECRET_MODE_POPUP

TSM [ ] £ #115 — 4 TSM_UNICODE 2 % f #4711 4
BLZBETFERTRESEENEEE

A.1.2.12 Secret £ BHAERE X

i3 Tspi SetAttribUint32()F1 Tspi_GetAttribUint32 () BR &S{ﬁ‘é%ﬁﬁ/ﬁﬁxﬁﬁﬁ% K 4 4 B
B, EaRBEA e CRET TSM_FLAG K##,

TSM_SECRET_LIFETIME_ALWAYS

B —ER
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TCM JREWRIDE X

Flag

g

&

TSM_TCMSTATUS_DISABLEOWNERCLEAR

KA TCM B & #47 ClearOwner 2 4E,
Bt , 78 ClearOwner() #1 i fForcedClear &
BEANHANFR FALSEE. XMEBTER
HERN

SetStatus

GetStatus

TSM_TCMSTATUS_DISABLEFORCECLEAR

e Bt 4% ik TCM B A 3 i 5% I 15 B 4 1F (3X b
BUEREARREBTHNER ET—-RER
EH B B WE. e, F B
ClearOwner() #3 # {ForcedClear £ %044 5 i R
AHFR TRUEE(HATRRAZEEH B3R
1) |

SetStatus

GetStatus

TSM_TCMSTATUS_OWNERSETDISABLE

{TCMState=TRUE. £/Ri& & TCM KRAE N
Disabled B} , REEE TCM Fi 4 % 195247

SetStatus

GetStatus

TSM_TCMSTATUS_PHYSICALDISABLE

{TCMState=TRUE. £/Ri% & TCM #REH
Disabled & . 20751 2 ¥ F B 47 R4

SetStatus
GetStatus

TSM_TCMSTATUS _PHYSICALSETDEACTIVATED

{TCMState=TRUE. ZR1& & TCM HIRE R
Deactived i, 250 ¥ M B 35 19

SetStatus
GetStatus

| TSM_TCMSTATUS_SETTEMPDEACTIVATED

R TCM R 2SR B W Deactived (2| T
RAGEH D BRI

SetStatus

GetStatus

TSM_TCMSTATUS_SETOWNERINSTALL

fTCMState= TRUE. £~ . 148 fl TakeOwn-
ershipO T EXRE TCM WA EXA. X
MRET R Y EIY

SetStatus
GetStatus

TSM_TCMSTATUS_DISABLEPUBEKREAD

KAEELTERE TCM i E A RER TR
R EK 28115 By #R1E, BNR B i BT , 2670
H TCM i H HEFENA TR EK 2 4(F
BEHBE BB T X1 EHRE, GetPubEn-
dorsementKey () J5 & 1§ fOwnerAuthorized
SYR FALSE ERTRFAMT . BEA
BEEFENAEEN

SetStatus
GetStatus

TSM_TCMSTATUS_DISABLED

¥ TCM R E 5 5 FBAR AT RS

SetStatus

GetStatus

TSM_TCMSTATUS_DEACTIVATED

& TCM BB ¥ 34k MRS

SetStatus
GetStatus

TSM_TCMSTATUS_PHYSPRES_LIFETIMELOCK

" pfTCMState= TRUE: £ /R 78 TCM 4 77
A, TCM i physicalPresenceHWEnable #I
physicalPresenceCMDEnable #5 & # &~ ft iF
LT

GetStatus

TSM_TCMSTATUS_PHYSPRES_HWENABLE

* pfTCMState= TRUE: =& TCM ¥ 3 7 £;
BIRE RS B AT DL REM B R MR

GetStatus

TSM_TCMSTATUS_PHYSPRES CMDENABLE

* piTCMState= TRUE. % /& # i fii § TCM
£ 4 TSC_PhysicalPresence 3 3% B #7310 75 4%

GetStatus
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T b

gk
Flag R 5 A
" pfTCMState=TRUE. £ 8l EK 4 3t 2 {5
FH CreateEndorsementKey() 77 8 3 &4 A .
TSM_TCMSTATUS_CEKP_USED GerStatus
* pfTCMState=FALSE. % 8 EK %43 % & i
I REEM
* pfTCMState=TRUE . &R ¥ B 7E £ X
TSM_TCMSTATUS_PHYSPRESENCE *f; e RRURERIBM | o s
7R oA
* pfTCMState= TRUE : 35 7% B 245 %) 38 78 £ f
TSM_TCMSTATUS_PHYSPRES 1.OCK Pt T BRUBIRELRE | - o s
RENBIERRSAHFN
TSM_TCMSTATUS_ENABLE_REVOKEEK FPRF AW EK HEHRE GetStats
" pfTCMState=TRUE: % it NV $#40i% 2
TSM_TCMSTATUS_NV_LOCK P e BANVERIER | e

A 1.2.13 EFHERIREFEX

BRI E LT TSM_ALGORITHM_ID #4255,

HERIRA R
TCM_ALG_SM2 SMz # ¥
TCM_ALG_SM4 SM4 BB Bk
TCM_ALG_SM3 SM3 25 8
TCM_ALG_HMAC HMAC % 8
TCM_ALG_XOR XOR &
TCM_ALG_KDF KDF % 3

A 1.2.14 ThRERFMARIEEX

UTHICEX THEEE MM, HE L EETF TSM_FLAG #,

TCM ZhREHFtEARIT -

TheE Rtk

P

TSM_TCMCAP_ORD

#if) TCM B G R Ra <

TSM_TCMCAP_ALG

BERRBXFZEE

TSM_TCMCAP_FLAG

iR (8] A K AR 55 4R bR AR AL R R B

TSM_TCMCAP_PROPERTY Hjlr TCM /) 4 3 47 1
TSM_TCMCAP_VERSION 1 4757 TCM A

TSM_TCMCAP_NV_LIST

RBUARE X NV FHRHRT%E

TSM_TCMCAP_NV_INDEX

AR E M NV FEX M E

TSM_TCMCAP_MFR

KI) F R E A TCM M1 TCM R &(E B
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gx
Theesk ik
TSM_TCMCAP_SYM_MODE /R, B TCM BE R e BB M X FR N &
TSM_TCMCAP_HANDLE B B TCM b %37 2 0 £ a1 151 &
TSM_TCMCAP_TRANS_ES E# TCM B AEXMSEP LRFEAME TR
TSM_TCMCAP_AUTH_ENCRYPT Eif} TCM REEBR W AuthData B FXRHE
BN 95 5
TSM_TCSCAP_TRANSPORT BEHRE X FERIEE

Tspi_ TCM_GetCapability ) B $E 13 % Capability $3EF B i% 8 % TSM_TCMCAP_FLAG, 18 3|
F TCM IR — B FW &, X LB FHF T (big-endian) 1),

iR B AR PO 5 R UINT32 B M A A EARIS . 3% TR MOAFEHFRR UINT32 B 5 K
Frid. KAMERICH 31-28 N FEE —PF IR E, 5 R MIRICH 3-0 WS AERE— N FWRE., L0 FE
X UINT32 0% 1 47,

K AMERRIC :
TCM_PF_DISABLE 0x00000001
TCM_PF_OWNERSHIP 0x00000002
TCM_PF_DEACTIVATED 0x00000004
TCM_PF_READPUBEK 0x00000008
TCM_PF_DISABLEOWNERCLEAR 0x00000010
TCM_PF_PHYSICALPRESENCELIFETIMELOCK 0x00000040
TCM_PF_PHYSICALPRESENCEHWENABLE 0x00000080
TCM_PF_PHYSICALPRESENCECMDENABLE 0x00000100
TCM_PF_CEKPUSED 0x00000200
TCM_PF_TCMPOST 0x00000400
TCM_PF_TCMPOSTLOCK 0x00000800

5 R HFRiC :
TCM_SF_DEACTIVATED 0x00000001
TCM_SF_DISABLEFORCECLEAR 0x00000002
TCM_SF_PHYSICALPRESENCE 0x00000004
TCM_SF_PHYSICALPRESENCELOCK 0x00000008

AR LEERPE SRR

ThRERRiE 3o
TSM_TCSCAP_ALG EH—ITEERBEHIFE
TSM_TCSCAP_VERSION I HHTH TSM R4
TSM_TCSCAP_MANUFACTURER EHYRTH TSM ™ BHEE
TSM_TCSCAP_CACHING EHREIXFEANENNETR
TSM_TCSCAP_PERSSTORAGE EIFRE X RKAEER
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TSM ZhfE st
Capability Area E7ipes
TSM_TSPCAP_ALG EARGIRHENEE
TSM_TSPCAP_VERSION ) SR TSM AR A
TSM_TSPCAP_PERSSTORAGE EHRE X ARAMEE

TSM_TSPCAP_MANUFACTURER

HWLAK TSM#HER

A.1.2.15 FEMEMHRIZEX

TR AR IE R TR MEARIC , HE LT TSM_TCMCAP_PROPERTY,

TCM FEHFRIC:

TR

12 (3] {8

TSM_TCMCAP_PROP_PCR

UINT32 {f, & [E TCM X #5#) PCR FHERAH

TSM_TCMCAP_PROP_PCRMAP

i& B} TCM_PCR_ATTRIBUTES # W ¥ 457 fiz, TCM_
PCR_ATTRIBUTES £ 5 TSM_TCMCAPPROP_PCR
FE M

TSM_TCMCAP_PROP_MANUFACTURER

UINT32 ff, & [E TCM J i FRiR

TSM_TCMCAP_PROP _SLOTS # TSM _TCMCAP _
PROP_KEYS

UINT32 {5, i& [ TCM wf LAAN# i 256 {2 SM2 %41 i
FeRA B 7T RE A ) 0 OO T ek AR

TSM_TCMCAP_PROP_OWNER

fi/R{E. & E TRUE £m5 TCM @Iy a1 & 7 — N FF
B

TSM_TCMCAP_PROP_MAXKEYS

UINT32 {f . 3& B TCM fif 37 #545 256 £ SM2 %48 f9 &
K%, A& EK #1 SMK )

TSM_TCMCAP_PROP_AUTHSESSIONS

UINT32 {B ., &) #8218 89 580, 7T B8 s (8] 0 1% 02 T
g

TSM_TCMCAP_PROP_MAXAUTHSESSIONS

UINT32{g. i&E TCM R A MB BN S EHR K
A%, AT B i (B) A0 00 T B0

TSM_TCMCAP_PROP_TRANSESSIONS

UINT32 {8, & B 7] 5 1% 5 < 35 B9 %, 7T Bl B 18] #0466 10
i e 78

TSM_TCMCAP_PROP_MAXTRANSESSIONS

UINT32 5. i&[E TCM ZFH KA MBI R 2 EHEK
™

TSM_TCMCAP_PROP_SESSIONS

UINT32{H. ERSEMFITHSIENIN K. 2ER T
MSERERNSEMER S, o Bt E R E 5w
B

TSM_TCMCAP_PROP_MAXSESSIONS

UINT32 {f, &l TCM X & K& 50 B F AT
SEMEREE

TSM_TCMCAP_PROP_CONTEXTS

UINT32 {8, & [E A 4R 7 9 2 35 4~ 550 7T I s ] 0 1 50 T
&S

TSM_TCMCAP_PROP_MAXCONTEXTS

UINT32 fif, i BRI 25 i B kA %K

TSM_TCMCAP_PROP_COUNTERS

UINT32 . 3% [ A7 F S B 49> 80, =T B e (8] A
UL T A
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TR

1 [EE

TSM_TCMCAP_PROP_MAXCOUNTERS

UINT32 ., i& 8] TCM_CreateCounter & il £ 88 1% 1 %
B B R4

TSM_TCMCAP_PROP_MINCOUNTERINCTIME

UINT32 {H. 375 88 i 40a8 8 5 B9 & /i 18] 18] % , 2% 8]
FRLL1/10 B0 2h BB B4

TSM_TCMCAP_PROP_ACTIVECOUNTER

BREIMFTHSCAR A ID, WA IE 3 M T 4088, R [
0xff. . ff

TSM_TCMCAP_PROP_TISTIMEOUTS

UINT32 E T A, BN TR ERTR UZD I EAE,
WEMTF : TIMEOUT_A, TIMEOUT_B, TIMEOUT_C,
TIMEOUT_D. ¥ &% iy 5 10 A5 g 1 76 4 4 45
X AT

TSM_TCMCAP_PROP_STARTUPEFFECTS

i& [B] TCM_STARTUP_EFFECTS 45#4

TSM_TCMCAP_PROP_MAXCONTEXTCOUNTDIST

UINTS2 {H. & | L F 3O SE K &R R BE, 0004
21

TSM_TCMCAP_PROP_DURATION

BE UINTR2 = oA - BIMTERKRKRERWNT =2
wA U ZEBI AW ME: SMALL _ DURATION,
MEDIUM_DURATION,LONG_DURATION

TSM_TCMCAP_PROP_MAXNVAVAILABLE

UINT32 8. &5 A 48 f NV XI5 R0, 7T R
ERE R €13

TSM_TCMCAP_PROP_MAXNVWRITE

£ TCM B A A &0, lLERR X NV # 1T 5 HRERN
KE

TSM_TCMCAP_PROP_REVISION

BYTE, A #ARIR TCM M ERRAS MK REA S, £
R A S ER KRR A S 7ESS

TSM_TCMCAP_PROP_LOCALITIES_AVAIL

TCM ] f 4 localities I H

TSM_TCMCAP_PROP_INPUTBUFFERSIZE

UINT32,3& B TCM  FVE 1 A B8 o R B9 KN, BAFE T
g A

TSM F &%

TR

Ei:p)

TSM_TCSCAP_PROP_MANUFACTURER_STR

BEf TSMAFHIEEARTHNFRHR, EHBEEEY
TSM_UNICODE

TSM_TCSCAP_PROP_MANUFACTURER_ID

iR B — 4~ UINT32 K8 9 %8({H  #R R 55 B TSM A 7= 5

TSM_TCSCAP_CACHING FE#E X :

TR

ik

TSM_TCSCAP_PROP_KEYCACHE

%Ay TSM_BOOL WHHE . AR BEXHEARE

TSM_TCSCAP_PROP_AUTHCACHE

%A% TSM_BOOL WHH, . mREBT XHFENEERT
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TR

Eipu

TSM_TSPCAP_PROP_MANUFACTURER_STR

R EHAEPEM AR TS, CROBEEEN TSM
_UNICODE

TSM_TSPCAP_PROP_MANUFACTURER_ID

& B —A UINT32 26 B 9 ${E bR RS AE B9 TSM A&7 7

A 1.2.16 RAGFEHEERIEEX

KA HERT

R

TSM_PS_TYPE_USER

FAREM BIR R A2 6]

TSM_PS_TYPE_SYSTEM

FEAREM B R G AATFHEE M

A 1.2.17 EBAREX

EBITR

i B

TSM_MS_MIGRATE

IHEFAREPS - EANES A EERHEHR
Tspi_Key_CreateMigrationBlob, F & B & #{ Tspi_Key

_ConvertMigrationBlob

TSM_MS_REWRAP

TREPFEANAATS, &3 F R Tspi_Key_
CreateMigrationBlob X #{ T B & ¢ T EH M &

A 1.2.18 ZHAREX

FEYH A&

i B

TCM_SM2KEY_STORAGE

AT R EAN S A E 8 SM2 #4

TCM_SM2ZKEY_SIGNING

AFE£K SM2 #4

TCM_SM2KEY_BIND BT g% i SM2 %4
TCM_SM2KEY_IDENTITY SM2 #4 , ZEF P R A TFHRLEFE TCM 5 7 1 #R1E
TCM_SM2KEY_MIGRATE AHATFEHATIBHN SM2 F4H
TCM_SM2KEY_PEK SM2 E & ImEHH
TCM_SM4KEY_STORAGE RATFHEERPEAR PR EHK SMe E4H
TCM_SM4KEY_ BIND AT HE AR EH SMa F 4

A1.2.19 BHEKEEX

FHRARKE Hik

TSM_KEY_SIZEVAL_128BIT

FHKERN 128

TSM_KEY_SIZEVAL_256BIT

FHIKE R 256 i1 (SM2 A8

TSM_KEY_SIZEVAL_512BIT

YK 512 L (SM2 249
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A 1.2.20 Z4AFEBIERID

i pes

TSM_KEYFLAG_MIGRATABLE

HEARTIBN, NHEFRREN 1

TSM_KEYFLAG_VOLATILEKEY

EFRARGREE W ETRRERN 1

A.1.2.21 AL HHD

TREXHEHABRIEL W E Tspi_GetAttribUint32 (TSM_TSPATTRIB_KEY INFO, TSM _
TSPATTRIB_LKEYINFO_KEYSTRUCT) & A, 3 # i Tspi_SetAttribUint32 (TSM_TSPATTRIB_
KEY_INFO,TSM_TSPATTRIB_KEYINFO_KEYSTRUCT)#& & .

TR Hiik
TSM_KEY_STRUCT_KEY FYN R R TCM FHEW
A 1.2.22 FHAEW
HHEAR i
TSM_KEYAUTH_AUTH_NEVER FEHRARTERN
TSM_KEYAUTH_AUTH_ALWAYS FHHFERN

TSM_KEYAUTH_AUTH_PRIV_USE_ONLY

HERTMREGCHFERANEANRATLS, W —2
FEEILLMRAAGOCRAFTHEAEAOLSHABLWAE
BRI AT ERMN

A.1.2.23 BPFERAAREN

HERIRF

TSM_ES_NONE

BRREME TR

TSM_ES_SM2

F A SM2 H kT

TSM_ES_SM4_CBC

Sk H SM4_CBC J7 £ #4725

TSM_ES_SM4_ECB

K SM4_ECB J5 R#EAT N %

A 1.2.24 ZBFREEX

BERR i
TSM_SS_NONE BERBELFTR
TSM_SS_SM2 KHEEWwEZ TR
A.1.2.25 PCR &#%R
PCR #Hg B ik

TSM_PCRS_STRUCT_INFO

Per Xf 5k A TCM ) PCR #8451y
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A.1.2.26 HEBH

AT LB E R
TSM_WELL_KNOWN_SECRET 2peF

A2 BIREW

A.2.1 TSM_VERSION

%)‘L:
typedef struct tdTSM_VERSION
{
BYTE bMajor;
BYTE bMinor;
BYTE bRevMajor;
BYTE bRevMinor;
} TSM_VERSION;
BMAZE:
——bMajor 7 TSM #IE LB K FE A5 5 iRG;
——bMinor 7= TSM #7353 B9 K A S Fn RS 5
——bRevMajor TSM J" B LM ERASHE, B TSM | B # € 5
——bRevMinor TSM | BELBMM KA SEE, B TSM | F#E .

A.2.2 TSM_PCR_EVENT

REWRME LB PCRY BEHNEER.
FE S :
typedef struct tdTSM_PCR_EVENT
{
TSM_VERSION versionlnfo;
UINT32 ulPcrindex;
TSM_EVENTTYPE eventType;
UINT32 ulPerValuelength;
BYTE" rgbPcrValue;
UINT32 ulEventLength;
BYTE" rgbEvent;
} TSM_PCR_EVENT;
BAZE: _
versionlnfo H TSM % & #2338 ;
ulPerindex H TSM REBWZEM B PCR &5;
eventType HEHLRIIRIT;
ulPcrValuelLength £ rgbPcrValue BEUE K E(LIEFT AN, B TSM B E;
rgbPcrValue 35 )3 13 8 B8 % Tspi_ TCM_PcrExtend ¥ & | TCM I ;
ulEventLength £ % rgbEvent WHIB K E(LLFEY AL ;
rgbEvent PCR ZE{4{E8.
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A. 2.3 TSM_EVENT_CERT

WP, HF TSM_EV_CODE_CERT 2B 34,
E X
typedef struct tdTSM_EVENT_CERT
{

TSM_VERSION versionlnfo;

UINT32 ulCertificateHashLength

BYTE" rgbCertificateHashj

UINT32 ulEntityDigestLength

BYTE" rgbEntityDigest;

TSM_BOOL {DigestChecked;

TSM_BOOL {DigestVerified;

UINT32 ullssuerLength;

BYTE" rgblssuer;
} TSM_EVENT_CERT;
BAEE .
versionIlnfo fRA(E B ;
ulCertificateHashLength &% rgbCertificatHash B E (LIEY HEAD ;
rgbCertificateHash #g [ #& > VE(Validation Entity) #E F 1 22 5EE ;
ulEntityDigestLength Z%{ rgbEntityDigest BB K E(LLFE T BN ;
rgbEntityDigest 5 [a] BN 5 i) K Bri§ 246
——1{DigestChecked R HN TRUE, W FEEH AN B4 H E SIEH PR E /AT HE; 10

RUMESN FALSE, A FERE; A
—1DigestVerified RA&7E {DigestChecked 3 TRUE MEM T, WEAEEH. WREEES
EH PR EE R, Wik{EH TRUE, &N FALSE;

ullssuerLength Z%{ rgblssuer B K E (LAFEFT HBAD;
rgblssuer F8MANAHEIEH.

A.2.4 TSM_UUID

APREEWBREXT - UUD R AFHERE . ZH AR E— 1T AEFEEANTENEE—
8. HL UUID £ — 45 E HHARE, lLin SMK,

X% UUID A F7& TSM B ER U A AEFER P EMNESA .

UUID & XM IEEE 802,

E X

typedef struct tdTSM_UUID

{
UINT32 ulTimeLow;
UINTI16 usTimeMid;
UINT16 usTimeHigh;
BYTE bClockSeqHigh;
BYTE bClockSeqLow;
BYTE rgbNode [6];
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} TSM_UUID;

RAZE:

ulTimeLow B ] & 19K 7 Bt 5
usTimeMid A BB (8 2 B ;
usTimeHigh B A BN EFBEFRLUIRAS ;
——bClockSeqHigh B 4p /751 B F BRI LA & 5
——bClockSeqlow i 4 5K 7 B 5
rgbNode ME—HT5 AR IRFAF .

5 TSM_KM_KEYINFO

TSM_KM_KEYINFO $#E 4 # 2 5¢ FEMAE TSM KA FHEHEAELR.
E X
typedef struct tdTSM_KM_KEYINFQO
{
TSM_VERSION versionlnfo;
TSM_UUID keyUUID;
TSM_UUID parentKeyUUID;
BYTE bAuthDataUsage;
TSM_FLAG persistentStorageType;
TSM_FLAG persistentStorageTypeParent;
TSM_BOOL fIsLoaded; // TRUE ;actually loaded in TCM
UINT32 ulVendorDatalength; // may be 0
BYTE* rghVendorData; // may be NULL
} TSM_KM_KEYINFO;
MR .
versionInfo JRZAZ{E;
keyUUID EMHE TSM 48 B AR K AEF# X F 1 %4 UUID;
parentKeyUUID Mt TSM % 44 3 88 K A 748 X o 19 L% 41 UUID, f ok fn %
keyUUID T4t 8% 8 5
——bAuthDataUsage FRFHAFRHREFTERNBARIC, BETE XHEH 0x00 5 0x01,{H
0x00 RARFHAEAATERNLE 0x0l RRBREHFHABFTEHTH
B, Fo A (B K R B 45 R SR AR AS {3
persistentStorageType #Ric, R B HAEM KA HFHEEK ;
persistentStorageTypeParent #RiC, RN X HHEM M A AEFHEX ;
flsLoaded #ric, RN ZEARBMBE TCM F; TRUE R EHE ME R TCM &,
FALSE R EHARMEE TCM #;
ulVendorDatalLength Z¥{ rgbVendorData B & () ;
rgbVendorData 35 [6]) B 4% & £UIE RO #E 5t .

6 TSM_VALIDATION

TSM_VALIDATION B4 A TRIERTES .
T3 B R R A
Tspi_ TCM_CertifySelfTest,
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A. 2,

Tspi_ TCM_GetCapabilitySigned,
Tspi_Key_CertifyKey,
Tspi_ TCM_CreateEndorsementKey,
Tspi_ TCM_GetPubEndorsementKey
Tspi_TCM_CreateRevocableEndorsementKey
Tspi. TCM_Quote
Tspi_Context CloseSignTransport
B
typedef struct tdTSM_VALIDATION
{
TSM_VERSION versionlnfo;
UINT32 ulExternalDatalLength;
BYTE" rgbExternalData;
UINT32 ulDatalength; <
BYTE" rgbData;
UINT32 ulValidationLength;
BYTE" rgbValdationData;
¥ TSM_VALIDATION;
AR
versionlnfo RRASEE
ulExternalData rghExternalData B E(F¥);
rgbExternalData W4, ZHNAFEEH THERKEH %HL’& ;
ulDatalLength rgbData By B (1) ;
rgbData [ TIHE KA M K BT
ulValidationLength rgbValidationData f§ K EE(FET);
rgbValidationData  #4 5] 5 iF SR #0754t .

6.1 TCM_COUNTER_VALUE

AEAREM R B BERE. TSR KER 4 AFET,
%)\( :
typedef struct tdTCM_COUNTER_VALUE
{
TCM_STRUCTURE_TAG tag;
BYTE label [4];
TCM_ACTUAL_COUNT counter;
} TCM_COUNTER_VALUE;
AR
tag ARiC, X EE X {H N 0x000E;
label FHEAARE U FH);
counter 32 {ii BT EER{E .

A.2.6.2 TSM_ENVELOP

FRELEMA TR FEE R
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%X :
typedef struct tdTSM_ENVELOP
{
UINT32 encSymSize;
BYTE* encSym; /% TCM_STORE_SYMKEY 4 *’Jbu%}‘ﬂ@%{ﬁ%%ﬂﬂ:
UINT32 dataSize; -
BYTE" data; '
} TSM_ENVELOP;
R
encSymSize encSym FIHIEKE(EH);
encSym MBI X FREH; -
dataSize Z%[ data WK E;
data  F XK B 00 2 A9 HOHE

A3 RN IE AL 12

TSM 4L W Xt 75 B A BT A M E A BT RN E .,

THIXRRFER S

a) TCM;

b)  H4;

o) SnEHE.

’BMﬂﬁﬁmﬁ%ﬁ%m&ﬂ1 B EMN R ENEEMEERNETERUEL . — R
S IR — RIS XT 2, (B — AN R S T USSR O B n ALK, LU 8 2 AN X S 55 4R )
MERER . MR —-DRIOTREE H S — N EEXN R, TSM B34 E 2 BRI RIS R .

%%m%%%&m&ﬁﬁmﬁﬁ§7m%&{ﬁﬂﬁﬁ ﬁAW%%mmﬁﬁmﬂﬁﬁrmﬁ
JFIRPE R AR, RERUENZFEAESITHAFFRRBELTHNE, EKRBTFEH. Bk
HHFR . BEEHNEREE.

WSTR[ EIAEE X 2 TSM_SECRET_MODE_PLAIN, #7f #& & % TSM_SECRET_MODE_
POPUP,TSM_SECRET_MODE_SCH

B

TSM_SECRET_MODE_POPUP

BR—AMRABBOXIEE. AP RENEBESE— U null 4R EF /78R40 1, 64 8
SM3 fEZR B AL BB FAER . —BERMET AR, 7 RE7EE 5 #0 M X R b R AP L AUE B (RBR
B X R AR E)  XEERHEEAR SRS,

TSM_SECRET MODE _PLAIN 5 TSM_SECRET _MODE_SM3

CMABRFAUETFENRRERERNELR. WEAUE BT ATERM G RBERM.

AR EX
TSM_SECRET_MODE_SCH MIAZINRIBE T ER R0 32 N FW A RS
TSM_SECRET_MODE_PLAIN BMA—TEIEFTHERE REHEHETREZE MR

A BAEUE

TSM_SECRET_MODE_NONE.

X F TAEXT B R
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A4 BEEITBEN

PTREXT TSM KR EF5,

B <¥is] Uil
TSM_E_INVALID_OBJECT_TYPE XMREX FEARERT A
TSM_E_INVALID_OBJECT_INIT_FLAG ERE X R ARR
TSM_E_INVALID_HANDLE g Lindop-Lak il
TSM_E_NO_CONNECTION REEVRGEMF &
TSM_E_CONNECTION_FAILED S5REMSFBLEREMN
TSM_E_CONNECTION_BROKEN S5RGMEFCEYEE HEAY
TSM_E_HASH_INVALID_ALG TR EBREE %
TSM_E_HASH_INVALID_LENGTH FEKESEEARH
TSM_E_HASH_NO_DATA FBER R BA PR
TSM_E_SILENT_CONTEXT ETFXEHFAPSA
TSM_E_INVALID_ATTRIB_FLAG JB AR D I B4R
TSM_E_INVALID_ATTRIB_SUBFLAG FRERHERICRBHR
TSM_E_INVALID_ATTRIB_DATA BEHIEER
TSM_E_NO_PCRS_SET WA LHRRE PCR FH B
TSM_E_KEY_NOT_LOADED BEFHARAEEME
TSM_E_KEY_NOT_SET EHFELSRTH
TSM_E_VALIDATION_FAILED BE A Bt 38R R W
TSM_E_TSP_AUTHREQUIRED FEEN
TSM_E_TSP_AUTH2REQUIRED FEEZEMN
TSM_E_TSP_AUTHFAIL B R
TSM_E_TSP_AUTH2FAIL Z IR
TSM_E_KEY_NO_MIGRATION_POLICY R DTSR BB R
TSM_E_POLICY_NO_SECRET BEMRBENRREBREENEE
TSM_E_INVALID_OB]_ACCESS AR S HIR BB R
TSM_E_INVALID_ENCSCHEME TN J7 F#ARIR
TSM_E_INVALID_SIGSCHEME i RS2 X e
TSM_E_INVALID_NEGSCHEME TR ERNEF RIRIR
TSM_E_ENC_INVALID_LENGTH TR mERERF
TSM_E_ENC_NO_DATA TR &
TSM_E_ENC_INVALID_TYPE To B hn 2 2 EY
TSM_E_INVALID_KEYUSAGE wot {0k e

TSM_E_VERIFICATION_FAILED

BEARIEHR
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g%

e WA
TSM_E_HASH_NO_IDENTIFIER REXWEGREEERHA
TSM_E _BAD PARAMETER SRR
TSM_E_INTERNAL_ERROR TCM 4R
TSM_E_INVALID_RESOURCE MG 5T 4518
TSM_E_PS_KEY_NOTFOUND Y AAE K A TR X,
TSM_E_NOTIMPL ThREF T+
TSM_TCM_NOT_RESETABLE PCR AT EE

TSM_E_WRONG_LOCALITY

4 LA E Locality FHUT

TSM_E_KEY_NO_MIGRATION_POLICY

TSM_E_NV_AREA_NOT_EXIST

EXH NV REREE

TSM_E_NV_AREA_EXIST

ME LMK NV REHE X

TSM_WRONGPCRVALUE

PCR 5 X & X i) PCR A ER

TSM_NOSPACE

NV KB & #

TSM_BAD_PRESENCE YT AR IR IR
TSM_BAD_LOCALITY 3t Locality 345 A IF #
TSM_AUTH_CONFLICT AL HE vp 3
TSM_AUTHFAIL BAUER K
TSM_OWNERSET B ECRFE
TSM_BAD_DATASIZE 5REEHAMBEKERTE
TSM_MAXNVWRITE B NV R B RIERK
TSM_INVALID STRUCTURE HEiR
TSM_AREA_LOCKED NV KB HgeE
TSM_KEY_OWNER_CONTROL HEFRAEEXEEES
TSM_E_NO_ACTIVE_COUNTER AR BTE S

TSM_SUCCESS

i 4 4 B AR
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M * B
(RSB EMR)
HFIEHERX

B.1 #fi&

A B SRR R 5 1 R 1R (ASN. 1) B985 8 4 A9 A8 U (DER) Xt T 51 3E 4 3 o i 4% 015 8 47 %
W, HBRE WIEFEIESS . ASN. 1 DER SR X TFEN UEMRIC . KEMENRIBERL.
AIEH KN GM/T 0015,

B.2 {ERFIEITEY Bid TCMExtension

EPANEHEEFBXEFEEXHIERY RM, 8—9 EM— OIDEKAENK, OID £ id-tem
BB B, E LA

id-tem  OBJECT IDENTIFIER:;.={1.2.156.10179.4.1.1. 1}

AfEiHHE TCM {5 & temInfomation, FI FH 8 TCM MM XA = WA XEL . EXWTF .

id-tcm-temInfomation OBJECT IDENTIFIER: : ={id-tcm 1}

temInfomation: ; =SEQUENCE _ {

certTag CertTagFlags,
tcmModulelnfo TCMModulelnfo,
specVersion DisplayText,
temClaim DisplayText

}
CertTagFlags: : =BITSTRING{

EK(0),
PIK (D,
PEK (2>

}
TCMModulelnfo: : =SEQUENCE {

TCMVender [0JEXPLICIT DisplayText,
TCMModel [1JEXPLICIT DisplayText OPTIONAL,
TCMVersion [2JEXPLICIT DisplayText OPTIONAL

}
DisplayText: ; =CHOICE {
visibleString VisibleString (SIZE (1..200)),
bmpString BMPString (SIZE (1..200)),
ut{8String UTF8String (SIZE (1..200))
}
DisplayText 5 E 3 £ X VisibleString . BMPString 1 UTF8String 2% > — , £ A 473 7 o b 75
f#i ] UTF8String #4745 .
XY R AR T K
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EF R BARZ (Cert Tag) 5 FIZIE B LR, ZARS R AT FEHE ARG IE TGP ARIEEES
(EK.PIK.PEK it ) LAMK 5. :

m‘a‘%mﬁﬂ%ﬁﬁ(TCMModuleInfo>;m%_%wﬁi)&ﬂ%ﬁﬁ?ﬁiﬂﬁl%%ﬁ%&ii}%E*Jésﬂo BiE=
AN FIA B R T 5 BB A P B (TCMVender) | Al {5 S £ 5 (TCMModel) | 7] {5 %5 A% A B R
A (TCMVersion), E 9 J5F W TCMModel, TCMVersion A HEXEE.

A {5 F R 4 P2 B (TCM Vender) : i FARR A {5 BB R A H LK.

A {5 M RS (TCMModeD) . & P F H FHRIRFIAE™ TCM ES  BEXFEBRERRE THA
2E L.

Al {5 FE B E B IRA (TCMVersion) : 4 7 i i AR IR AT A 7= TCM Y [ 44 (Firmware) B jiA 5 .

LG IR A 5 (SpecVersion) : SRR 5L BLZ 7 {5 % PO AR LB Br AR B0 “ AT B BB A L F B AR
WRAS AR TEHHEEG I ETFAEARME v1.0.0.07,

] {5 RS AR B B (TCMClaim) : W AT A IE A X R A B EZ L BERE N, flm, FiEEiR g
PRI B ER, FEEREHRET S WA BAE RN ERAERENBRAERN ., HIFAURT
M. BT REEE RS BIX ] FE AR S IR R RBNE PR B B HE
BB A B .
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M ® C
(BTE B R
EWEAEO

C.1 iR

ARATEXTEEBERAITENESH AL REEFENRERERRERSFHED
.

C.2 UEFIERzh#QO

AH5r BT RE XA 9 TCM 73T B HLEA i A R 58 UEFT B 38 SM2 B A0PR B O, i3 O 40
#i#k 4 : UEFI_TCM_PROTOCOL # UEFI_TCMSDRV_PROTOCOL, UEFI_TCM_PROTOCOL Fi F##
HEE# S (5 E 55 BT # 0 ; UEFI_TCMSDRV_PROTOCOL #24# BIOS # i & Shell ¥ F % TCM #:4%
O,

C.2.1 UEFI_TCM_PROTOCOL #01

4 UEFI #1758, UEFI_TCM_PROTOCOL £ X1 F ,i% PROTOCOL %4 UEFI M%7,
GUID # define UEFI_TCM_PROTOCOL _GUID\ ' '

{\

0xf541796d,0xa62e,0x4954 ,0xa7,0x75,0%95,0x84 ,0x{6,0x1b,0x9¢,0xdd\

}

typedef struct

{

UEFI_TCM_STATUS_CHECK v StatusCheck;
UEFI_TCM_HASH_ALL HashAll;
UEFI_TCM_LOG_EVENT LogEvent;
UEFI_TCM_PASS THROUGH_TO_TCM PassThroughToTCM;
UEFI_TCM_HASH_LOG_EXTEND_EVENT HashlLogExtendEvent;

} UEFI_TCM_PROTOCOL;
UEFI_TCM_PROTOCOL f 5 #iiRk :

g ik
StatusCheck #4t TCM EE KRS, R TCM B S8R5
HashAll RAL hash BIEMWRF  ERBFRPEBEHE K
LogEvent ¥ fin—4~ Event Log MR &
PassThroughToTCM #B4 TCM B IR %
S U AT SR 2R HEAT hash $EAEHO IR 4 hash 2B A TCM PCR o 714
HashLogExtendEvent
fn—~~ Event Log KR 55
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X3 A ExitBootService (48 #L M L Unified EFI Version 2. 3 #L78) RS . B RFEHR. A
ERIFMEHE S ANNEREERK. %M ExitBootService ) AT, OS K LMK B E T HY

TCM 33,

C.2.1.1 UEFI_TCM_STATUS_CHECK

REHR -

RS AT RE TCM HaRELI 5 B LA K Event Log XM A

EOE X

typedef EFI_STATUS(EFIAPI" UEFI_TCM_STATUS_CHECK)

(

IN struct_UEFI_TCM_PROTOCOL" This,
OUT TCM_BOOT_SERVICE_CAPABILITY" ProtocolCapability,
OUT UINT32" TCMFeatureFlags,
OUT UEFI_PHYSICAL_ADDRESS* : EventLoglocation
OUT UEFI_PHYSICAL_ADDRESS* EventLoglastEntry
)3

SRR

8] ik

This

& UEFI_TCM_PROTOCOL 354

ProtocolCapability

ZEHATFIEE YT TCM # IR A5 8, TCM_UEFI_BOOT_SERVICE_
CAPABILITY &# 25 R X E X

TCMFeatureFlags

%384 18R feature

EventLoglocation

#$77 Event Log fi B34t

EventLoglastEntry

& Event Log F 1k —4* Entry, X M54 W HERAGFER RS —4 Entry IR
ik

C.2.1.2 UEFI_TCM_HASH_ALL

ThRE R .

AR % F T 144 Hash 8245,

wOREX:

typedef EFI_STATUS(EFIAPI" UEFI_TCM_HASH_ALL)

(

IN struct_UEFI_TCM_PROTOCOL" This,

IN UINT8" HashData,

IN UINT64 HashDatal.en,

IN TCM_ALGORITHM_ID Algorithmld,

IN OUT UINT64" HashedDatal.en,
IN OUT UINT8" "~ HashedDataResult

)

121




GM/T 0011—2012

SRR

iR ? a SRR T LR
This $&16 UEFI_TCM_PROTOCOL f##5 4t
HashData 18 16K E 4% Hash B54E S oh K M5 41
HashDataLen ATHRHEEHR Hash WRBEHNRHKE
Algorithmld A FH4RR Hash H %
HashedDataLen | Hash & RO K
HashedDataResult | #10 Hash £ REIEH

C.2.1.3 UEFIL_TCM_LOG_EVENT

%% AT #2 4t Log Event HEEEAYHEME , K 45 R B ME Event Log A D,
BOEX.: ‘ " :
typedef EFI_STATUS(EFIAPI" UEFI_TCM_LOG_EVENT).

(
IN struct_UEFI_TCM_PROTOCOL" This,
IN TCM_PCR_EVENT* "~ o TCMLogData,
IN OUT UINT32* o EventNumber,
IN UINT32 . : ' " Flags
)3 ' )
SR
This . ‘ #&15] UEFL. TCM_PROTOCOL @y#&4t
TCMLogData | #EWAES TCM_PCR_EVENT $iE 4 #0085 s bk s34t
EventNumber o ' RF# R RBIRIBE Log #) Event B3 H _
Flags PRAENL, B AT R 0x01 Flag B 26 A, #m HAb 8BS T, 2
B 4L )7 B

C.2.1.4 UEFI_TCM_PASS_THROUGH_TO_TCM

IR . .
BIRARTUFWRERE TCM K% a4, Fid 35K E TCM UFHE SR,
BOEX:
typedef EFI_STATUS(EFIAPI® UEFI_TCM_PASS_THROUGH_TO_TCM)

(

IN struct_ UEFI_TCM_PROTOCOL* This,

IN UINT32 ' TCMInputParameterBlockSize,
IN UINTS* S TCMInputParaméterBlock,

IN UINT32 = TCMOutputParameterBlockSize,
IN UINTS8" 2 TCMOutputParameterBlock

)3
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SR
B | ik
This 1§17 UEFI_TCM_PROTOCOL f#§4F
TCMInputParameterBiockSize ‘ TCM % A S BRI
TCMInputParameterBlock 15 TCM 5 A S BRI T8 41
TCMOutputParameterBlockSize TCM % i BEH B KD
TCMOutputParameterBlock : g m TCM # i S8R FE 4

C.2.1.5 UEFI_TCM_HASH_LOG_EXTEND_EVENT

TREHE A
B Tt Hash DI K Extends Event fyI§E.

BOEX: . , ,
typedef EFI STATUS(EFIAPI UEFI_TCM_HASH_LOG_EXTEND_EVENT)
(

IN struct_UEFI_TCM_PROTOCOL" This,

IN UEFI_PHYSICAL_ADDRESS HashData,

IN UINT64 ) v HashDatalen,

IN TCM_ALGORITHM_ID Algorithmld,

IN OUT TCM_PCR_EVENT"* TCMLogData,

IN OUT UINT32" EventNumber,

OUT UEFI_PHYSICAL ADDRESS* EventLogLastEntry

)

SR
o ik

This #%1% UEFI_TCM_PROTOCOL f{#54 .
HashData 6 7% E B Hash IR E X 9484t
HashDataLen ' P T #3846 2 8 Hash MR B 0 K MK
Algorithmld ' P F7% Hash Bk V
TCMLogData Y@t 84 TCM_PCR_EVENT %8 1A i B8 #4854
EventNumber FAFRR N RI% Log & Event M4 H
EventLogLastEntry 18 15 ) 38 1k MR AL B B9 Event Log B F 11 B $8 4t

C.2. 2 UEFI_TCMSDRV_PROTOCOL #[

ZIS‘*M:\%)@TTJ“% A EMmM%E(14E ¥, UEFI_TCMSDRV_PROTOCOL EP%JHEXT‘?
TCM #AEMH X IE Z BB .
f# 1% Protocol "] AL B TCM 3K 3l 5 R F 73 B9 , 40T LA F i Protocol 485 TCM Setup HE 2% i
r“ WA URE TCM #E shell T T A, UEFI_TCMSDRV_PROTOCOL ¥ & B # TCM #/E#t
TTHEETERSIMMARFOEM, Mﬁﬁ{@%ﬁmiﬁﬁﬁfﬁ%xémﬁ% PLE 3K 3t 57 A (i
setup ST W ) B9 A T & WA SRS .
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GUID
# define UEFI_TCMSDRV_PROTOCOL_GUID\
A\
0x483e0283,0x9120,0x4205,0xae,0x1,0x8,0x1,0x8b,0x0,0xa8,0xb4\
}
IR 3h S LL Protocol MBI T IO A EA.
typedef struct_UEFI_TCMSDRV_PROTOCOL {

MP_TCMCOMCALL Tcem_StartUp_Clear; // mpTCMSTClr;
MP_TCMCOMCALL Tem_StartUp_State; // mpTCMSTSts;
MP_TCMCOMCALL Tcm_Enable; // mpTCMEnable;
MP_TCMCOMCALL Tem_Disable; // mpTCMDisable;
MP_TCMCOMCALL Tem_ClearOwner; // mpTCMClrOwmer;
MP_GETSTATUS Tcm_GetStatus; // mpTCMGetStatus;
MP_PASSTHROUGHTOTCM TcmLibPassThrough; // Pass through to TCM;

} UEFI_TCMSDRV_PROTOCOL;
C.2.2.1 Tcm_StartUp_Clear

Theestik

EH POST RAET 81t #4147 Tem_StartUp_Clear 3 [0 ##1T StartUp_Clear Bl 516,
BEOEX:

EFI STATUS TCMINTERNAILAPI

Tem_StartUp_Clear(

IN VOID

)
SRR
—X.

C.2.2.2 Tcm_StartUp_State

IRER iR « , |
IEH POST RAET .13 14T Tem_StartUp_State # 0 # 47 StarltUp_State BAER.
BOEL: |
EFI_STATUS TCMINTERNAILAPI
Tecm_StartUp_State(
IN VOID

C.2.2.3 Tcm_Enable

IEEHR . :
B3 TCM, 83 #4147 Tcm_Enable #: O 347 Enable f1 Active #24E,
BOEX:

EFI_STATUS TCMINTERNALAFI
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Tem_Enable(
IN VOID

C.2.2.4 Tcm_Disable

ThREHH IR -

JB3h TCM, i@ 3 $14T Tcm_Disable # O # 47 Deactivate f Disable #:4E .
BEAEX:

EFI_STATUS TCMINTERNALAPI

Tcem_Disable(

IN VOID

)
SRR
—X,

C.2.2.5 Tcm_ClearOwner

IhREH A
JA 3 TCM, i 13 #1447 Tem_ClearOwner 3 I 31738 51 15 18 84k .
BEOEX:

EFI_STATUS TCMINTERNALAPI
Tem_ClearOwner(
IN VOID

C.2.2.6 Tcm_GetStatus

I REHE IR .
Ja 3 TCM, i id 44T Tem_ClearOwner 2 O #4758 Hl 1E BRER1E .
BOEX:

EFI_STATUS TCMINTERNALAPI
Tem_GetStatus (

IN OUT UINTS8" EnabledSts,

IN OUT UINTS8" ActivedSts,

IN OUT UINTS8" OwnerSts

)
SR
A& %

EnabledSts REL T Enable IRE,ZETF 1 /R TCM 4 T enable &
ActivedSts RELT Active RE, % T 1 Fm TCM L #E
OwnerSts Owner RBLEK, % T 1 £& Owner BREK
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C.2.2.7 TcmLibPassThrough

IhHE A
A BRI R E TCM k% a4, 3 KB TCM # M K
EOgEX:
EFI_STATUS TCMINTERNALAPI
TcemLibPassThrough (

IN TIS_PC_REGISTERS_PTR TisReg,
IN UINTS8* TemlInputParameterBlock,
IN UINT32 TemInputParameterBlockSize,
IN UINTS* TemOutputParameterBlock,
IN UINT32 TemOutputParameterBlockSize
) .
SRR
V& i B3
TisReg TCM Py 7 e 5 bk
TcmInputParameterBlock 55\ a0 sk
TemInputParameterBlockSize AR E
TemOutputParameterBlock 4 1 3 ) R bk
TemOutputParameterBlockSize o o A AR
BRI HUR E{E 5 3% -
& B ik

EFI_SUCCESS

B B B AR [E]

EFI_TIMEOUT

TCM t 1% i i it

EFI_WARN_BUFFER_TOO_SMALL

TCM Z B f03E I buffer X

EFI_DEVICE_ERROR W&EHEIR
EFI_INVALID_PARAMETER TCM i & 48 %
EFI_NO_RESPONSE TCM FC 0 Ji7

EFI_PROTOCOL_ERROR

Protocol ZE KK .

C.3 UEFIE{#HZE

Event Log %Xiilzﬁﬁf?ﬁ%‘ﬁ%iéi'rﬁ?‘éﬁ% PCR i %0, # R 4 0 A Tid RAE KA B
WM . FERATT WP 5 E R B % Z# A Event Log #E45# (TCM_PCR_EVENT),
 typedef struct

{

TCM_PCRINDEX - PCRIndex;
TCM_EVENTTYPE EventType;
TCM_DIGEST g Digest;
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UINT32
UINTS

EventSize;

Event [1];

} TCM_PCR_EVENT;
He TCM_PCR_EVENT. EventType Fr &5 M F 4R AT RFR.

UEFI 42K A51 % .

GM/T 0011—2012

Frxm

1

EV_POST_CODE

0x01

TCM_PCR_EVENT. PCRIndex=0
TCM_PCR_EVENT. digest=TBB [j Ze 1 4 &
TCM_PCR_EVENT. Event[1]=

{ EFI_PLATFORM_FIRMWARE_BLOB £#3

EV_SEPARATOR

0x04

TCM_PCR_EVENT. PCRIndex={£ & PCR{0-7]
TCM_PCR_EVENT. digest=SM3 Z}% 0x00000000
TCM_PCR_EVENT. Event[1]=0x00000000

EV_S _TBB_VERSION

0x08

TCM_PCR_EVENT. PCRIndex=0
TCM_PCR_EVENT. digest=TBB {J}i A FH LRI LEL L
TCM_PCR_EVENT. Event[1]=TBB {J i &= /& -

EV_S_TBB_CONTENTS

0x07

TCM_PCR_EVENT. PCRIndex=0

TCM_PCR_EVENT. digest=TBB # jfi 4 i 3 1§ &5 0 Z¢ i
R

TCM_PCR_EVENT. Event[1]=
EFI_PLATFORM_FIRMWARE_BLOB % #j

EV_EFI_EVENT_BASE

0x80000000

J5 8 EFI ¥ & MR M 34 i F e

EV_EFI_VARIABLE_
DRIVER_CONFIG

EV_EFI_EVENT_BASE
+0x1

TCM_PCR_EVENT. PCRIndex=1,3 (& 5
TCM_PCR_EVENT. digest = 4% & , GUID, Unicode Z & &

f e g 4 R
TCM_PCR_EVENT. Event[1]=EFI_VARIABLE_DATA

EV_EFI_VARIABLE_

EV_EFI_EVENT_BASE

TCM_PCR_EVENT. PCRIndex=5
TCM_PCR_EVENT. digest=EFI 2| &R £ A L 5 8

BOOT +0x2
TCM_PCR_EVENT. Event[1]=EFI_VARIABLE_DATA
TCM_PCR_EVENT. PCRIndex=2,4
EV_EFI_BOOT TCM_PCR_EVENT. digest=EF1 i ;
_EFL_ _ EV EFI_EVENT BASE _ _ iges 5| S0 R F B R TR
SERVICES_ tox3 IREGER
X
APPLICATION TCM_PCR_EVENT. Event[1]=EFI_IMAGE_LOAD_
EVENT
TCM_PCR_EVENT. PCRIndex=0,2
TCM_PCR_EVENT. digest=EFI ip REHTEFF
EV_EFI_BOOT_ EV_EFI_EVENT_BASE - ges 51 =B A R zﬁ% T

SERVICES_DRIVER

+0x4

RBHR
TCM_PCR_EVENT. Event[1]=EFI_IMAGE_LOAD_
EVENT
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gR

BFRR

Ei:pus

EV_EFI_RUNTIME_
SERVICES_DRIVER

EV_EFI_EVENT_BASE
+0x5

TCM_PCR_EVENT.
TCM_PCR_EVENT.

KBHER
TCM_PCR_EVENT
EVENT

PCRIndex=0,2
digest=EFI iZfT0t R $F MW B F 1

. Event[1]=EFI_IMAGE_LOAD_

EV_EFI_GPT_EVENT .

EV_EFI_EVENT_BASE
+0x6

TCM_PCR_EVENT.
TCM_PCR_EVENT.
TCM_PCR_EVENT.

PCRIndex==5
digest=GPT EMHLRELE R
Event[1]=EFI_GPT_DATA

EV_EFI_ACTION

EV_EFI_EVENT_BASE
+0x7

TCM_PCR_EVENT.

PCRIndex=4,5

TCM_PCR_EVENT. digest= Event[ 1] 7 5 £ & f] #¢ g2

ZR

TCM_PCR_EVENT.

Event[1]=EV_EFI_ACTION %% &

EV_EF1_PLATFORM_
FIRMWARE_BLOB

EV_EFI_EVENT_BASE
+0x8

TCM_PCR_EVENT.
TCM_PCR_EVENT.

PCRIndex=>>1
digest=EFI_PLATFORM_

FIRMWARE BLOB 22 &4 58

TCM_PCR_EVENT.
FIRMWARE_BLOB

Event[1]=EFI_PLATFORM_
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FIPS PUB 198, The Keyed-Hash Message Authentication Code (HMACQC).
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