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]

AARAEMIE GB/T 1.1—2009 4 H BN HE 2,

WA BT RS R B R . A SO I & AR WL R AR IR B 2o % A FEAE .

At d ERELEERELFAD, '

ANFAER B A AR A A A B R ARG RA T R B A BRA R P B R B
B bRk B ARG REEAR B ERRLFTWREERAF KEH KIETREBHEARRREAERL
A7 R & B R A PR A T 0 5TE B RN k2 BRSO E LI R A RA R D HE
B ERERAR EHIHELZETESERY L. FEARBREEHREERKE,

AR ITERE N AT B EG O BE . RET.THE. £ B0 ARE. ZH6TE,
FUE BEJOGNE . EE SR HE EE R AR BT & EIEMK.
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AEHE AEEBEREDONE

piey|

A ARV R S R A A R e RS, W X T A R M T R B & IR B
AR MEE T A5 M RS ARL AR L 7= G B A 7 VRS AT & .

2 MEMHSIAXH

.

FHI SOt FA ST AN AL A, LR H S, (UE F A B4 A 58 T A X
RERE B HS FScH, BB HRA (3% T MBS & A T4,
GB/T 5271.8 {EB %% #HIC 4 8 ¥4 &4 (GB/T 5271. 8—2001, idt ISO/IEC 2382-8:

1998)

GM/T 0002 SM4 4r#H FE B

GM/T 0003(fi &4 SM2 R AAHAFBEE
GM/T 0004 SM3 FHiG4EE %

GM/T 0005  FEALM: A L TE

GM/T 0011 H{5itE F{EHEBXEFEMESEONE

3 RIEFMEX BEIE

3.1

3.1

3. L

3.1

3.2

RIFMENX
GB/T 5271. 8 H F & # UL & T 5 A B E SGE A TA XM .
1 .
EAEEZR7EE platform configuration register
A EHMERNTE T T E B ERENFHET.
2
IZ¥E authorization data
PAT— S BAE R EURE.
3
F{E W& trusted cryptography module
AEHEEGHEEER, N ETETEREFHERENR, RAZRIFNEHEEE.

GERRIE
5 4 T S
EK FEEEREH (endorsement key)
NV k5 KRE (non-volatility)

PCR FEOREFIER (platform configuration register)
TCM CIEER T8 (trusted cryptography module)
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4 HER

TCM 2R AMEH BN R BERM I, CASEBEIR Y FRPNELEENE, REM4R

B ES.

T4 40 AR A B4 G195 4 25

D $hi75/%, 80 CPU;

2) EWEKSIE (L SM4,SM2,SM3, B HL# & 4 2%, 4> B W GM/T 0002, GM/T 0003,
GM/T 0004.GM/T 0005) , 2 3 37 I B I5 B L 4%

B HHER D SRUTEEENES RS 2 S AN REMEE RSN B

PR L%,
D VOBO,ESENTAMED,
[ 48 AL A L0 3 2%
D ETEERT.E TCM M3k 5 4%
2 DRERSEF. REENGO S,
D SENBFREMREED,
TCM WO R R MR T A LB MR TE S 3 NEFNOIIRE, A1 F & 2B

BSRIECFEAESMIFRS S5 CF S 8RR, MXHACE GM/T 0011 34 # R, & b7
HAFEA. M TCM M VO KOS TEAX. FHMEERITESL ARER S RXBANE.

RE S

FARMELEE X TCM B IS KA M REED ., FENS QI 4.

D TCMEHNE . BYTEEBS REBEF. AR . TEERXRE FEAEEE. BHEH. 2
AT 3E 5 A M E A 0 BT T A PR TR S B 13 AT A 43
MIREA A SO,

2 FEEHRRE, B TUEFNEAFHAEHEMTES SR EHEE 2 AFEN 9 M5

A EEOME. '

3 FEMERP G B T EBERERERY EYEE SHHN BHIR FBRES LH
S RABIL 7 A FEH 27 eSS S5 OME.

4) REUFESWEME, BT EIES A PCR.iZH PCR.E| A PCR,PCR Reset 4 /~75 & i
AN ThEem S S5O, MENRTELSS L BRERTH.

EFNDREGSSROBRP, TEAL IR RSEOE L ZEF ML AEEE R M™%

TEHAEHFHAE L TCM WG LS5EOMTE.

5 AIEEBEREEIEE

2

BEHRERT
WA/ RS
2401 BH2 ZHn
2B 4B 2B

ZH 1 EZZ2H n RAMAF VRN RENE B
—XB. ZHBEKE, BAAF



5.1

51.

GM/T 0012—2012

A/ AR BAERS A
WA | EREE | FAS
4B 328 4B

1S 2S 2Hn

—XB, BEBEKE, B HNTFN;

——XS,55 SM3 ZENSHFS;

——2Hn, %S E HMAC BBMBE AN SE . n Rr-tn A AT 4 V5 0 T B B A AR S8
W 1,2,

BRI TS

AFRUESR ) HMAC 28 # 7 BB RIEB IR .

1) BMASNBIERIFE%S T . HMACESH . ASEIHEE] | 2Hn);

2) I ENBIERITESF - HMACES , B SHHZE | |2Hn) ;

3) MASEMEDSHSHIHE=SM31S||2S][3S]]+);

4)  HH.BUES WA A S BABER ISR .

B3
1 TCM #)#& 4 TCM_Init

TheREf i «
TCM_Init £—AFAF WL TCM M3 ¥, B TCM_Init {5588 TCM ¥ & F trmsafe.

TCM_Init $& TCM & F %1% TCM_Startup fir & AT HRES .

5.1

AREBy ki) #AEE X,
2 TCM & 3) TCM_Startup

TCM_Startup 7£ TCM_Init Z J5 47, B I F =R HATE 3 :
1) Clear: iAEBREIREAE FREVAEEDCH
a) i%EB<TCM_RESOURCE_TYPE>>¥ & Jo5K ;
b) TE TCM_STCLEAR_DATA %#5;
¢) EE TCM_STCLEAR_FLAGS %#,
2)  Save:{§§ TCM &k & B 17 TCM_SaveState B {R 17 HIH . .
3) Deactivate: {f TCM 3%, %5 B H #1417 TCM_Init, A §EfF TCM # A —DIEH TR,
®o.

WmALIEEX .
FRif BFERE e =REFi
2B 4B 4B 2B

#7828 TCM_TAG_RQU_COMMAND;

— B0 B A B EG

415 % TCM_ORD_Startup fi7 & X &% € 5

—JEh A% TCM_ST_CLEAR.TCM_ST_STATE,TCM_ST_DEACTIVED H §—#, 51 5|
TR b Rk ) = R R SR

B A
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R BE K% & 515
2B 4B 4B

iR K TCM_TAG_RSP_COMMAND ;
—— AR B S B R R
—3R B 5 A B A 45 R LR B E X3 .

5.2 RFERTE TCM_SaveState

AT EREACE R RS, B TCM R S AT IR BT 355 R, DUE FIRE 3
R E B SRR RRA .

TREFNELARG KR, R GEEHECEES RBTEN R D, W LERE, TCM %
IMRE B AG 2 AR TF (B WA AL

s B PRAE G B A B = /D R 9

1) PCR{E(PCR & pcrReset y TRUE, 8% #7i % DEBUG #y PCR &R 4M) 5

2) TCM_STCLEAR_DATA i f {4 ;

3) TCM_STCLEAR_FLAGS %y fi 614 ;

4) HHEHIH parentPCRStatus BH:H FALSE, N E BR7EC A H4I H01E .

auditDigest B{E , P77 B 7 ZESEAR 48 H SR HEAT AL B, X AR A 4 RO HE B MOR 47 9 4 (AT 3%8)

®O.

WALERER
FRiR BERE LR
2B 4B 4B

¥R TCM_TAG_RQU_COMMAND;
—HEKE N ARIE S ETEG
434 TCM_ORD_SaveState fif & X () [& E 14 .

B B AR
FRiR BB KB iR 5] 5
2B 4B 4B

##_% TCM_TAG_RSP_COMMAND;
— B KB AR B F G
R EAEBRERE R LERBELR .,

5.3 B®

TCM Ja g 7 B A B0t PO 38 i 2 A B B AR SR A7 40 000, 40 45 DL % 4 28 VEK 5288 L 2o 70
AESF

5.3.1 Bxha#k
5.3.1.1 £ B8# TCM_SelfTestFull
ifetiik .

Zar Wik TCM W2 H I RERE T IE %3817 .
4



5.3.

5.3.

B,

WMABIERE
R | WEKE | @48
2B 4B 4B

iR TCM_TAG_RQU_COMMAND;

— IR E AW ARE SN FE N |

Ay TCM_ORD_SelfTestFull fiE XA EEE.
i L B A

PRiR BWIEKE iR [ 55
2B 4B 4B
iR TCM_TAG_RSP_COMMAND;
—HHE A  BUE B FE TG

— R ES R A B GR (IR EEE L3R .
1.2 %B¥#% B# TCM_ContinueSelfTest

A -
& TCM ) 58 1L B R B A O B B
0.

A BE RS

FRIR BEKE | AW
2B 4B 4B
##% TCM_TAG_RQU_COMMAND;
—RERE N MABRE SN FETE

—— 4485 % TCM_ORD_ContinueSel{f Test ff & X i & 2= {4 .

i BERE
FRiR BEKE iR 2] 15
2B 4B 4B

#5818k TCM_TAG_RSP_COMMAND;
—BHE K B O i R B R
—— IR E A A RAER SR (LR R LR .

2 FEBK¥ZE R TCM_GetTestResult

ThREH A .

GM/T 0012—2012

ZMLRMEARERER. ZHLTUERERXTETENTiE TCM £ HRKBLHELR.
TCM RLiR Bl 5 i — K B R 45 R 8915 B3k, Hix 8615 A REE & LT REHE— SRR TCM K%

®O.
WAL
iR B E W
2B 4B 4B

#7823 TCM_TAG_RQU_COMMAND;
— B B A SR BTG
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5.4

5.4.

185 TCM_ORD_GetTestResult T iE X 09 & E1H.

i b B A =X
(2 BEERKE i& 15 B RE R E 0 L B
2B 4B 4B 4B EES

Frif A TCM_TAG_RSP_COMMAND;

— R R E R BOE BTG

— 3R [ 55 Ay A R AR B 45 R (LR R 5 L3R 5
— W BAR K E N RE XN BTG
— W BIRE S WEENIAER.

THEERKIZE
1 FrEHEF A ZE#E X TCM_SetOwnerlnstall

REH ik -
HTCM A FHEERESERAFAENELT 2GS EMRAYENG)E, B’ E TCM R SIE4

WEHREE. BIEDT .

5.4.

D XA TREEYHENG T H1T;
2) FHEX TCM_PERMANENT_FLAGS. ownership f{E# T4 E .

T&D :

A BERE
PR Bl < % R R
2B 4B 4B 1B

#5H% TCM_TAG_RQU_COMMAND;

—HHE K A AR R ETEG

21K TCM_ORD_SetOwnerlnstall FF g i & 18 ; ;

—— AR, H— 7R 1E : TRUE 7% o TCM QI i & % ,FALSE MIAR .
R

FRIR BRKE | EEE
2B 4B 4B

#RIRH TCM_TAG_RSP_COMMAND;

—BE A B o O B G

— R B ARG R (LR ESE XK, R TCM T4 F owner $ERE , fr 24 H R
Bl TCM_SUCCESS,

2 FiE&EIEE TCM &3t TCM_OwnerSetDisable

DI IR -

TCM i H & E TCM 4 F TSR,

D WIETR E B

2) WEX TCM_PERMANENT_FLAGS. disable R #4171 & .
0

AR
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FRIR BHRKE i RS B E W BA SR 1 RS
2B 4B 4B 1B 4B 32B

iR A TCM_TAG_RQU_AUTH1_COMMAND;
—BAE K E AR SN F TG

—— A8 % TCM_ORD_OwnerSetDisable & X 8 & & 18 ;
—— RN FRIRF BE(TRUE) 824 i (FALSE) TCM;
—FNEAEAWN A E RN STE AW

—— BB RIERD.
3 R 5L |
FRiR BB E & [E155 BRABCEE B IES
2B 4B 4B 32B

tRiHA TCM_TAG_RSP_AUTHI1_COMMAND:;

— BRI BE O R B T RG
—38 [ Ay A B A i 45 2R (LR [l A5 8 3D 5
— BRI
BAEYE RS -
FEAN A E M AP 287 A 8 SRR
WARIEEHE .
oW | REM | B
4B 1B 4B
1S 28 2H1
WA
BEB | #4B | FAE
4B 4B 4B
1S 28 ZH1

3 IR IFi% B W A X TCM_PhysicalEnable

i YR 1 BALBERE TCM,

D i adHEEYHEAY T,

2) HEX TCM_PERMANENT_FLAGS. disable fJ{H 1% &y FALSE,
%D H

AR
FRiR B LR
2B 4B 4B

friih TCM_TAG_RQU_COMMAND;

— R AR S FE G

#1455 % TCM_ORD_PhysicalEnable ff £ X B E E{H .
i BUERE
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5.4.

5.4,

RN

BERE

2B

4B

#R% TCM_TAG_RSP_COMMAND;
— B K B Oy L O B TR
—REENFRENGER LR EHGE LR .

4 I IHiE E R A#EK TCM_PhysicalDisable

hREH R .

& Y BB G 1 R BB TCM,

D T STFEEYEINYG TH#17;

2) TEXN TCM_PERMANENT_FLAGS. disable #{&i% &% TRUE,
®0.

AR

BRKE | A
2B 4B 4B

FRif

#R % TCM_TAG_RQU_COMMAND;

— B E A RE SN ETE

#4% TCM_ORD_PhysicalDisable ff & X i [ &4,
R

WIEKE | EEG
2B 4B 4B

iR

#5% TCM_TAG_RSP_COMMAND;
— B AR B R BTG
——IREBAFRERMER LB EHE LR,

5 g it 34X TCM_SetTempDeactivated

hged ik .

TCM wy# e  TCM Bl X, T—KF B R F TCM AT A BORE . &4 M AL U

Y EIAGET R BREZZN, FEX TCM_STCLEAR_FLAGS. deactivated #J{4i% & % TRUE,

®o.
D YEAGR

AR

BHEKE W
2B 4B 4B

A

#iR%R TCM_TAG_RQU_COMMAND;

—BERENHARESOFETE

485 TCM_ORD_SetTempDeactivated fT & X i [H E & .
B RS



5.4,

iR BHFEKE &[5 5
2B 4B 4B

##R A TCM_TAG_RSP_COMMAND;
— B K BE O R S Y TG

— R EREAAREMER LB EGEXR.
2) BAEHEEN

GM/T 0012—2012

WABEEN.
iR BERE LR B TERWR BEA SR W UL BS
2B 4B 4B 4B 328

A TCM_TAG_RQU_AUTH1_COMMAND;

— IR K A AR S FETEG

£415% TCM_ORD_SetTempDeactivated fif i X Y & € {8 ;
— B A EAHABREE RIS TETN;

— RIS
B A K
FRiR BEKE AR BRI RS
2B 4B 4B 32B

iR % TCM_TAG_RSP_AUTHI1_COMMAND;
— BRI EURE B E G

—— R [E S A AR R (IR EEE LR ;

— BRABR WA,

BAUBIR I TERD . 3 1E E BB AL

FHANREEFER AP 2EF AN EUELRIE.

WMABUEGITE .
wéE | FHE
4B 4B
18 2H1
L TATIR R N
i (6] 55 g - F3lE
4B 4B 4B
1S 2S Z2H1
6 IR IHITHIE B T W TCM_PhysicalSetDeactivated

YRR RN E TCM AT T/

D XL REERYG T ET;

2) FHEX TCM_PERMANENT_FLAGS. deactivated B {E# TR & .
i qulp

FEORATEN—MEL,
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5.4.

5. 4.

WA
FRIF BHEKE s R AL
2B 4B 4B 1B

IR TCM_TAG_RQU_COMMAND;

—HEKE ARSI

4 %% TCM_ORD_PhysicalSetDeactivated BT 5 X i [ & 14 ;

—REA R BB REYEAGE N FAATIRMR A, TRUE 2% 81 0] L6 5 4 38 3135 16 R #3240
77X, FALSE ZH AT L,

B
IR BHEKE | BED
2B 4B 4B

#R A TCM_TAG_RSP_COMMAND;
— B R BE O ) R A TR
— R BRI ARG R LR EHE L.

7 B EBRIEFEZNEE TCM_SetOperatorAuth

Th e A

ATIRE TCM ME/EE N FEAEE.

D XA BREEYEILY T #T;

2) SEXf TCM_PERMANENT_DATA —> operatorAuth f{8 #1712 & ;

3) FEE#E TCM_PERMANENT_FLAGS —> operator f48 y TRUE, 1t 3 5 B xf 14 2 5 4
HATHIWT .

O,

AR HEAE

iR WK s BB

2B 4B 4B 32B

R TCM_TAG_RQU_COMMAND;

— R AR S FE G

w41 TCM_ORD_SetOperatorAuth Ff 8 X # B & 1H ;
—BRAERE iR B AR E Y BAE .

b BaE e .
PRI BERE i& 65
2B 4B 4B

#5iR% TCM_TAG_RSP_COMMAND;
— B R o AR S R
— 3R Ry A A Y 5 2R (LR [ BS RE LK) .

8 & B YIEI 15 TSC_PhysicalPresence

TREH R .
TCM £G4 BETEYERY, ARRIT LA E S HTERARIETREME X TCM e,

10
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EANGAH 2 AR B — AR ABUKAERE G/ K EAY; 5 — 1 RNRE R YERY
G REBEAFFEREMHYEIY .
Yy 3R I 37 19 1 2 TR U -
1) TCM_PERMANENT_FLAGS > physicalPresenceLifetimelock & FLASE B} # 8 ix & ¥
WG1H ;
2 B REWERG AR
3) TCM_PERMANENT_FLAGS -> physicalPresenceCMDEnable y FALSE B} # {4 ¥ ¥ 2 % A
[
4) TCM_STCLEAR_FLAGS—> physicalPresencelLock  FLASE i} A #8i% B ¥ HE I FHE.
BAT HELEFESBPIEEEY TCM xR ERBEEREFE L fFEA.
2O,

A SRR
iR B KB RS R
2B 4B 4B 2B

iR A TCM_TAG_RQU_COMMAND;

—— IR B B S G

—— 4153} TSC_ORD_PhysicalPresence fif & X W [E % {1 ;

— RERFTLURBH YN & MRS, A TCM_PHYSICAL_PRESENCE 28 % /R, il

SHEERE.
ZFR =1 #1E
% E TCM_PERMANENT_FLAGS =
TCM_PHYSICAL_PRESENCE_HW_DISABLE 0x0200h .
physicalPresenceHWEnable 5 FALSE
®E TCM_PERMANENT_FLAGS —>
TCM_PHYSICAL_PRESENCE_CMD_DISABLE 0x0100h
physicalPresenceCMDEnable 2 FALSE
#®E TCM_PERMANENT_FLAGS —>
TCM_PHYSICAL_PRESENCE_LIFETIME_LOCK 0x0080h o
physicalPresenceLifetimeLock 5 TRUE
%% TCM_PERMANENT_FLAGS—>
TCM_PHYSICAL_PRESENCE_HW_ENABLE 0x0040h _
physicalPresence HWEnable Jy TRUE
#% 8 TCM_PERMANENT_FLAGS—>
TCM_PHYSICAL_PRESENCE_CMD_ENABLE 0x0020h
physicalPresenceCMDEnable 2§ TRUE
#'E TCM_STCLEAR_FLAGS —>
TCM_PHYSICAL_PRESENCE_NOTPRESENT 0x0010h
physicalPresence 24 FALSE
i#E TCM_STCLEAR_FLAGS—>
TCM_PHYSICAL_PRESENCE_PRESENT 0x0008h
physicalPresence 5§ TRUE
& TCM_STCLEAR_FLAGS —>
TCM_PHYSICAL_PRESENCE_LOCK 0x0004h
physicalPresenceLock & TRUE
i B
iR BEKE iR 5 5
2B 4B 4B

¥R TCM_TAG_RSP_COMMAND;
— B B R B R TR

11
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—REEAARENER (R EBEXE,
55 FiEgHEEH
5.5.1 ZKBUFT B TCM_TakeOwnership

hREH A
AT TCM AMEIEIEEN G . FEMBEREE - EETLAC 2B T HME R %4
(EK) .

D TCM AW FEERE A& R EK AWM BB DA & LZAEE;

2) WIEFTE EBAURIE

3 TCMEIEHWAFHEEFHSMKOMWEAGESH . RIFAEREFEMEE XHEE
(SMO MK FEER (128); TCM {# i EK BEAMRE R AN T AN M EZNEES K. 3+
IIER S W IR IR A S 5018 SMK;

4) ¥ SMK {#77# TCM_PERMANENT_DATA —> smk, fi# & FAUSIER 77 TCM_PERMANENT_
DATA —> ownerAuth;

5) REFEHEEEHE B,

o,
AEODRE -,
AR .
_ SMK | ##1 B
WiR fii 4 [ D Ef;;g? ’T;; z;fg SMg gm wH | 2@ | HOE
R | R | R
2B 4B 4B 2B 4B ] 3§ 4B n] Ay GRS 4B 32B

iR TCM_TAG_RQU_AUTH1_COMMAND;

—$E K B AR BTG

18R TCM_ORD_TakeOwnership B & X B & E {8 ;

— I ID AR NER, X B % F TCM_PID_OWNER;

— A HERREERKE N EK A8 E R W EAE WK E;

— BB HERAUEYE A EK A% B8R ;

—SMK SABIEE XA EK A8 G BREIENKE;

—SMK 848 HE 7 A EK 24N % 5 R AEE

——SMK £ 8 # KA SMK GIZMFEHSHM TCM_KEY £, Kb aFE TRANEE &

ARESETHREY;
— B E WA RS SRR RN AP L &IiE AW
— BRI,
o B
iR BERE iR [E 7% SMK Z#5HE | B A & AR BE RIED

2B 4B 4B EIR: 32B

##iR% TCM_TAG_RSP_AUTH1_COMMAND;

B AR B O BTG

— R BN A RAEREROLEREEXR)

——SMK Z5H9 5048 B # SMK E411 TCM_KEY 454, Kb 145 T %R M
12 :
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5.5.

— TR E R RIS .
BREAERIER . BT A & &
FHATAE LR AP 2T E N EE LR

GM/T 0012—2012

BWMARIEBETE.
FEZEN | PSR SMK 4 | SMK ## | SMK %
4 X ID
oW B BB KE W B K B B FAE
4B 2B 4B GRS 4B RS G 4B
- 18 2S 3S '4S 58 6S 7S 2H1
M BIEREITE .
& BB A1 SMK 45 g $ 4 K3
4B 4B A 4B
1S 28 3S 2H1
2 BBRFER
2.1 FrBEERNEB TCM_OwnerClear

BRI -

ZA S TEIT A & BAUT AT R (clear) #24E . DisableOwnerClear A] IR B Z &4 R EF A,
D EHRBIENAHEET EH; _

2)  #1# (Unload) T A %4 LA & B B HALKE S 84,

®o.

AgEORA -

WABHERERK.
FRIR BHEKE W BREEAW | BREEERIED
2B 4B 4B 4B 32B

iRy TCM_TAG_RQU_AUTHI1_COMMAND;
—HEKE AR SN FTEG
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— BRI v R BT
— iR A A B AR M SR (LR RS E L3R .

5.5.3 EZEHEBW
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2B ' 4B 4B 4B 32B

14



5.5.

—#RriH Ny TCM_TAG_RQU_AUTHI1_COMMAND;

—— BRI A BE B A

#4415 % TCM_ORD_DisableOwnerClear 7€ LI FEEE;
— AR AN E RS Z AR E AP LGN AIE AR
— R KR .

i BRAR =X
FRiR AR i& [ B R AR S
2B 4B 4B 32B

#7i% TCM_TAG_RSP_AUTH1_COMMAND;
— Bl R B O R R G

——— 3% [E 1 Ay A R A H 2 SR LR T G L) 5

— A E EAE R IR .
BB RAL RS - TR # BT

BH AR HFER AP 57 & ML EREHRE.

BWARIERS A
wAE | FHS
4B 4B
1S 2H1
B ARSI
I8 (5] 15 w4 Fol5
4B 4B 4B
1S 28 2H1
3.2 EZFAESERS TCM_DisableForceClear

ThEE Rl
Z A4 {8 ForceClear Ay 2 B H 2 F — > startup A,
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D FEM

AR
PRIR BEKE fir 4B NV %3] RBE BEAMBERKE | E5AHNEE
2B 4B 4B 4B 4B 4B Ik

%R % TCM_TAG_RQU_COMMAND;
—HEKERRARE B FE TG

4% TCM_ORD_WRITEVALUE ff 2 X i B 5 18 ;
—EEAK NV = EE5|;
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B B AR B R |

74 5% TCM_ORD_SM4Encrypt fif & X # [ 2 18 ;
—— MR AT SM4 i B 1E 50 B 4 B A 5
—CBCHEAFRHKIN ;

— T IMERERE;

— N R

—— I H S R AL S TE RN ;

— I H AR AR R AER .

B RS

R BERKE | BEB | CMEREKE | EWNERE | MEESNBEBEERIED

2B 4B 4B 4B A
—#%#% TCM_TAG_RSP_AUTH1_COMMAND;
— B D R B G
—— R ERS A A BRAERIE R
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—EMERIERE;
—— N EAE
—— I R R AR IR .
FAEL A B0 1S 0 2% 25 9 AN
AN N B AP &AM L ERE LR

WARIERSITE .

WAL | CBCHEAFHMN T 0 2 o K R E B P55
4B 16B 4B GIES 32B
1S 28 3S 48 2H1

WIS TERS T .

BEE | w4HE Sk CiR N CmEHE | FIE
4B 4B 4B Bk 4B
18 28 38 48 2H1

7.5.3.2 SM4 2% TCM_SM4Decrypt

INREH A

ZaAF A 2 MBHER B ARE AT RER . JIEBE KA TCM_ES_SM4_CBC # =,
WARE BRI - |

a) MEMERERE—ITFOIRAEWD . WMEBREERESE 41 A5

b) R dl1=16, M#E %IR8 &5 — 14 HMER .

BERHALEE®EY IV,
O,
WALEAE

CBCHREMH | BHEER | HHREYX
b I SEKE wma s
i BEKE v ARG %4 ) A -~ 2K "
2B 4B 4B 4B 16B 4B GRS

BEFFARRIEEAH | BEEAOENEERIES
4B 32B

#iRA TCM_TAG_RQU_AUTH1_COMMAND;
— R K E A AR S FEI

A% TCM_ORD_SM4Decrypt fif i€ X K E 218 ;
—— H AR A BRI T R B R A B B A
—CBCHEAM AV ;

— R mE R R

— AR

— R ERANENSIETNW;

— R E AR EIE R IR

B R AR K
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IR BERRE | BEG | @HEERKE | SEEHE | SEFHNEERERIEE
2B 4B 4B 4B A Ap 32B

¥Rk TCM_TAG_RSP_AUTH1_COMMAND;

— B o B R F G

— R B ARG R

— W B

— R AR

—— R S B AR AR

BAB A B UERD - 7 2 7 1 44X

FRANBEFEHAREN AP 2E LN L ERFRE.

BARIEBITHE .
weH | CBCHAMANN | #REREKE | SMERE | Fi5
4B 16B 4B g 32B
1S 28 3S 48 2H1
B 4 TR VE A T |
BE | W4l | WEREKE | BERRE | F3E
4B 4B 4B I3 4B
1S 28 33 48 2H1

7.5.3.3 SM2 2% TCM_SM2Decrypt

ThaEHH
MARENERBREARTREREH EOHMEER NEFRETUELEEN. BESR
GM/T 0003 BILIEEMMBHE L.

¥®0O.
WALEE .
. B |t BY | BRER | GRT | BEEHAOR | BEEHANR
KE| B AW | #KE i e B8 L AR
2B 4B 4B 4B 4B afag 4B I32B

iR TCM_TAG_RQU_AUTH1_COMMAND;
—HRERKENRABEENEYE

& TCM_ORD_SM2Decrypt it % X H) [ € & ;
— B

— R ERIE K

—— TR

— R EFEHANERN SIS ;

— R EE AN ERIE R .

bR

R BEERKE | RED | RERRERE | #ERERE | BARERIED
2B 4B 4B 4B CES 32B
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7.6

7.6.

iy TCM_TAG_RSP_AUTH1_COMMAND;

— BRI B R R IR
— R R AR BRENE R

— REERERE;
— AR

— BRI R I
A B B0 TERD - i 2 IR AN

T R TG E AP &AL EMEEIE.

B AIIERTE .

WAH | FRERERE | SRERE | 75
4B 4B uj 1F 32B
18 28 35S 2H1

WHBIEBITE.

RET | G40 | BEERERE  MERRE | #7315
4B 4B 4B Ay 32B
1S 2S 3S 4S 2H1

4 FEEUBE % TCM_GetRandom

e A

iR [B — A48 R B R R ATL AL

B,

WABER
FRiR BEKE WA FEYLBIE
2B 4B 4B 4B

iR TCM_TAG_RQU_COMMAND;

— RO B o ABE SR
A% TCM_ORD_GetRandom B & X B E1H ;

— PR K E

fay B S
R B E iR (5 75 REVLBGR KR | FEVLEE
2B 4B 4B 4B 45

iR TCM_TAG_RSP_COMMAND;

—HOE B D B B TR
— R EHEAERIENGR;

——FEALE R 1< BE ok (81 69 BB ARBK) 8K
—REYLELE

ffBsig

1 fI#41% TCM_EstablishTransport

ThRE ik .

BAfERATE. BIFMT .
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D HAfEwRPEARESIGN2EES;

2) TCM Rz e <is A B & MR R F 515
3 EXLERTHEEMERET X

4) 3R locality T 4RI f 41 A 1H

O,
WAZEHRX.
. B PO ey | MR | MENENXE | MEOEN | EREPES | FREPERER
KE FHRAW | FE HHRKE REEY | RO EMW B B0 T
2B 4B 4B 4B ] A% 4B w] Ap 4B 32B

iR TCM_TAG_RQU_AUTH1_COMMAND;
—HERKE I EABELENFENE
414 TCM_ORD_EstablishTransport i & X i [ & 18 ;

—— R RR P TR
—— BRI E B2 TCM_TRANSPORT_PUBLIC 4 # ty 718 ;
—MF R IE SEEARKE;
— INEM R SEEH, I RES;
—ERR P EA RN A EDN;
— R E R RIERD.

B BAEE .

- L B2 | HETEME | SRLIE | SRR EER
R | BRICHE BRI | ey | | mae | R
2B 4B 4B 4B 4B 8B 4B 32B.

FRiRA TCM_TAG_RSP_AUTH1_COMMAND;
— SRR o B B FE G

—— 1R [E 55 S AR AR 1 45 B (LR B 8 LR

— R R TE RN

——locality;

— Y ETR N HE

— R AERFIS;

— R R E SRR R .
PR 50 E RS - 4 3 B 4 B A
FHRIEALEAES AP B AN ERERE,

WA,
i3 hn % iE et &S 0 W B £ 3E
fir s !
A PP K =47 S
4B HES 4B Az 4B
1S 25 35 45 2H1
B HISIFEITE .
Eniog: EEaE
; 4 locali 15
iR [2175 ﬁivﬁ%’v‘ ocality - J—_ F3ls
4B 4B 4B 8B 4B 4B
1S 28 38 45 55 2H1
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7.6.2 {£M£iE TCM_ExecuteTransport

ThRe iR

A J\E'fn LR BRAEWNT -

D FAfEHSETRABEGANZRPGSEEL;
2) TCM HATRZML

3) MG < E TN A B R N BN A 5

4) 3R [8} locality 124 /i B 4h 17 FA4E .

#.
WAREEX
{8 0 AR 5 4
TR | BOERE | @4 | ZRPGS BRI AY 2 iR
B IR | 40 | ZREGOBERE | ZRPOOME | GREEOR | L
2B 4B 4B 4B IR 4B 32B

iR TCM_TAG_RQU_AUTH1_COMMAND;
— R KB AR B FE G
441 % TCM_ORD_ExecuteTransport ff i X # & E 18 ;
— RZRPWLBERE;
— R EE
— R RS TE AR
—{g%Jﬁ?F%!EH&*KﬁﬁBAﬁE
W gEE

LRI 4P | MER AN | MERGS | EREPES
THE | MBEKE | WEHEE | ERRERIES
2B 4B 4B 4B u] AF 4B ] 2§ 32B

PR | BUEKRE | BEE | locality

bRil ) TCM_TAG_RSP_AUTH1_COMMAND;
—HERKE G HEE SN TV
— R B R A B VR M 45 3R (IR RS E L FR) 5
locality;
—— L Hi B S HHAE
— I B i I RO K
—— IR B i 4 e L HE 5
— R G R I B YIRS B RS
BALE R 30 UG - fR 3P B AL
FRAAFERERRPES AP 25~ £ EZE .

5 AR IE S5
R
HWEKE | B 58
4B 4B uJ AR 4B
1S 2S 3S 2H1

T SN
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Mg e 2% 41 2 { £y 4 v
B | 408 | locality HETRTH | MEMGSE | MBSO | EHMaE
THE | MBEKE o7 ¥ #8 FE
4B 4B 4B 8B 4B wf 4p 4B
1S 28 3S 48 58 6S 2H1
7.6.3 Bm£iE TCM_ReleaseTransport
IR it
%ﬁi'—ﬁ?‘é‘%ﬁ@ﬁ?ﬁ%ﬁ*ﬁ%ﬂ@ﬁ%,%ﬁ%iﬁ%ﬁﬁo
0.
BMALER.
fEHEPEYE
IR | AT &g A
TR | BBEKE | a4 e &R R RIET
2B 4B 4B 4B 32B

iR TCM_TAG_RQU_AUTH1_COMMAND;

— 8RR B AR S E NG

2% TCM_ORD_ReleaseTransport fif i X 09 E E1H ;
— RS TE A

—— R A SR B0 VD
B

T fRiP B R
FiR B | EE locality | 24 Bif At 445
FRIR | BUEKEE | REIRS | locality | X4ATAH&hHIH{E —
2B 4B 4B 4B 44B 32B

#iRF TCM_TAG_RSP_COMMAND;

— R KB R B M F G

— iR [ 85 A B AR Y 45 SR (LR Bl 2 LK)

locality;

—— LRI SR

AR AERD - R B AR

TN ERGRRPEH AP KEF AL EZNERIE.
WMABIEHITE

WL B

ER&iERS

4B

4B
1S

B IERS T
X

2H1
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7.7 FRHW

7.7.1 fHIZBRIHILEIE TCM_APCreate

DhRER A -
BAMURRGS . EIBRNEE. BIEWT.

1 IRLEER Y TCM_NONE, % 3), BN B IEE A& BB WA XK —LEKRRMEAS

BN,

2) EFIFHEREIE authData, 8 H1 & 8 A B FEHLEL callerNonce 1 TCM 4 BB FEHLEL TC-
MNonce 36 8 3L ZF# FHHE shareSecret= HMAC (authData, callerNonce | | TCMNonce) i

HE L EE 4 sessionKey=KDF (shareSecret) ;
3) QIS IEFAH LI AR TE AR
4) A RBERAE ST IS
5) A ARAEUE KRR .
®o.
BWABIEAEK

ARE | SRR
| Rk | e | e | sk |0 | AR

nonce | FEIRIEHT

2B 4B 4B 2B 4B 32B 32B

iR TCM_TAG_RQU_AUTHI1_COMMAND;
—HEKEAEABE SN FTEG

£r4-1 % TCM_ORD_APCreate ff E X B & E{H ;
— R R HE AR R, SRR

(=1 Fph A Gl R
0x01 TCM_ET_KEYHANDLE ikl
0x02 TCM_ET_OWNER 0x40000001 TCM fi % %
0x03 TCM_ET_DATA B
0x04 TCM_ET_SMK 0x40000000 i EEH SMK
0x05 TCM_ET_KEY 4
0x06 TCM_ET_REVOKE 0x%40000002 A 44 EK
0x0A TCM_ET_COUNTER RS
0x0B TCM_ET_NV NV &3]
0x11 TCM_ET_KEYSM4 Xt #r % 41
0x12 TCM_ET_NONE
0x13 TCM_ET_AUTHDATA_ID RIBHFERIR
0x40 TCM_ET_RESERVED_HANDLE R

——SC R B T IR R A S A, A0 S AR S AR R S Ak 8 B 0 ST A R R DT () SR AR Y

BAUEHE 5
T F#& nonce il FI & 4 B BEVLEL
—— SR BRI RS
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W B ERE
_ | BR4E | TCM LHEBEREER
/\‘,[1 < i3 3 1! =
i B iR [E155 - once 35 -
2B 4B 4B 4B 32B 4B 32B

BRiR TCM_TAG_RSP_AUTHI1_COMMAND;
—HOE A B O B B R

— 3R BRSO A B AE R 25 SR (LR B 8 g L FRD

— B ETEN;

——TCMnonce 3§ TCM 4= 5 /9 FEHL4% ;

— 35,

—— SR B B AE RS

FAVE AR B AERS « LA B AL

5 1 5 AR A A 3 AL R

WARIEEIE .
w4 1E SLARFER ¥ Fi# nonce
4B 2B 32B
1S 28 2H1
WIS E .
i TCM
iR [ 55 e T3
nonce
4B ' 4B 32B 4B
1S 2S 38 2H1

7.7.2 BERBNHILEIE TCM_APTerminate

WReE R . _

A R B B RABIERIEE BB MBS TE KA.
®o.

AR

SEBERRIE | KHEER
G LS
2B 4B 4B 4B 32B

iR BERE | @B

IR TCM_TAG_RQU_AUTH1_COMMAND;

—RERKE R ABE RN F TG

4% TCM_ORD_APTerminate ff 28 X ) [ E 18 ;

— ER RS E AR ;

—— SEAR B AR R AE RS
i AR R

IR BIERE | REW
2B 4B 4B

#iRA TCM_TAG_RSP_COMMAND;

— R AR B o R B T T EG
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— IR [A) 5 S A B AE A 45 R (LR IS 2 LFR) .
BRREIER IR . SER A
#4 TCM_APCreate H1 4 B B JLZ 50 % 53R
BWARKBITE .
mA g 315
4B 4B
1S 2H1
W AR KA TE
¥

8 EEMEESREINGE

8.1 #Eid

TCM WM RE SHEDME, FTER TR A G H ARG IH T MR EEEN N ETAMFR
BEBENFHENEL, TEERANTEREFER (PCROMRIEEE, HIlt, x5 A PCRER
PCR.5|fl PCR.PCR Reset 4 N F ) 4 MheE@m4 5% 0. SR, ELHMRE BT, 38 7 PCR
BAE SRR S 2 BRAEEE SR LI,

8.2 FEMEFTHHRERE
8.2.1 BATABEEZFFes TCM_Extend

ThRETH it -

£ PCR FEAm— N EEE. BIFENT:

1) #R#EHEE K PCR R3|{HEH PCR F AN A

2) WHRERHMARSEHAREELTHE,

3) F SM3 Bk BB MHEREICAMMAK PCR FH4 .

0O
BABIEAE
iR | BERE | @4l PCR %3] WAMEME
2B 4B 4B 4B 32B

7R TCM_TAG_RQU_COMMAND;
—H IR K E AR AN ETEG
£4 1% TCM_ORD_Extend i & X 1Y & E 15 5

—PCR &75[;
—— R AT B A E B A R AE ORI 256 LRI 2B
B RS S
iR | BEEKRE BEWE | FRERE
2B 4B 4B 32B
#73% TCM_TAG_RSP_COMMAND;
—BE < B O i R R R R

—— R 5 4y A B Ve ) 45 R (IR B FE 3R 5
—HWERME.
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8.2.2 EZHFABEFHFSE TCM_PCRRead

heeiR .
BEHUE € PCR 4738 10 4 A {4

®o.

WMABHEER.

IR | BEKE | 4418 | PCRES
2B 4B 4B 4B

R TCM_TAG_RQU_COMMAND;

—HERE N AL S WFHE

—PCR %&5l.
i B EAE

FRIR

BEKE

iR [ 15

PCR{H

2B

4B

4B

32B

iR TCM_TAG_RSP_COMMAND;

— 50 HE K B O RO R G
— 1R [BIAS S AR B 45 R (IR FS & L F) 5
——PCR {1 #5 2 PCR 17 28 /0 24 A (& .

8.2.3 S|HFABEFFE TCM_Quote

X1 H) PCR{H, R El 45 HHME S RIEWT .

D BIEEZEHKE
2) IEHA% PCR $#45#) TCM_PCR_SELECTION;

3) A TCM_QUOTE_INFO $3E4H, 3 % ;

fir %855 TCM_ORD_PCRRead fif & X 9 & 5 14 ;

4) &[E% TCM_QUOTE_INFO %38 4 My % 4 (8 ;
5 ZBRABULSHENRBEEELELEE.

#®0o.

B

IR | BOIRKEE | 8 | AN | BFERGESEE | BAR PCR | #AE AW | %45 RIERD
2B 4B 4B 4B 32B Gk 4B 32B

—HERENRABEO LTI

—EHAW;
— B E R R
—— H#5 PCR, $(#& 4 #925 TCM_PCR_SELECTION;
—— B EE I

— HHRABRNRIED.
i o A K
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fRiR | BB | RIS | PCREUE | EABEKE | S48 | EHRNURIED
2B 4B 4B QRS 4B ] 2§ 32B

#RiRK TCM_TAG_RSP_AUTH1_COMMAND;
——HCHR A BE O R B TR

— R ETG A A RAF R

——PCR 3 , ¥4 45449 % TCM_PCR_COMPOSITE;
—BABERE;

— &AW

— EHABRRIEH.

BAEL Y8 16 UERS - 9 P RN

FHHRELTAEH AP LW E N E .

W ARIEREHE .

@47 | B EAORE AR | B PCR | FAIS
4B 32B aJ AF 4B
1S 28 3S 2H1

80 1 R

B | 4T | PCR MR | &AM KIE | SAKE | 7512
4B 4B nJ 4§ 4B A Ay 4B
1S 2S 38 4S 58 2H1

8.2.4 ST HE BEH 778 TCM_PCR_Reset

WFAESBH PCR, B N R shat ¥ da{E, R TCM_STANY_FLAGS —> TOSPresent {£ 5
TRUE, W& & PCR{HH 0, 5N EE PCR {H 0x{f,

B,

wABERA
FiR | BUEKE | A4F | BEPCR
2B 4B 4B 1R

FRiR % TCM_TAG_RQU_COMMAND;

— BRSO AR BTG

#5415 % TCM_ORD_PCR_ReSet fiff & X # [F & {8 ;

—— H#% PCR A BHEH#TES N PCR, B4 TCM_PCR_SELECTION,
i BE AR K

FRIR K E iE [ 7
2B 4B 4B

FRiR A TCM_TAG_RSP_COMMAND;
— R B O R S TG
— 3 B AR AR A G5 R (LR E B E MR .
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A1 EHERE

M o A
(RTEHE MR
HEEH

B

g5t

TCM_TAG_CONTEXTBLOB

0x0001

TCM_CONTEXT_BLOB

TCM_TAG_CONTEXT_SENSITIVE

0x0002

TCM_CONTEXT_SENSITIVE

TCM_TAG_SIGNINFO

0x0005

TCM_SIGN_INFO

TCM_TAG_PCR_INFO

0x0006

TCM_PCR_INFO

TCM_TAG_PERSISTENT_FLAGS 0x0007 TCM_PERMANENT_FLAGS
TCM_TAG_VOLATILE_FLAGS 0x0008 TCM_VOLATILE_FLAGS
TCM_TAG_PERSISTENT_DATA 0x0009 TCM_PERSISTENT_DATA
TCM_TAG_EK_BLOB 0x000C TCM_EK_BLOB
TCM_TAG_EK_BLOB_AUTH 0x000D TCM_EK_BLOB_AUTH
TCM_TAG_COUNTER_VALUE 0x000E TCM_COUNTER_VALUE
TCM_TAG_TRANSPORT_INTERNAL 0x000F TCM_TRANSPORT_INTERNAL
TCM_TAG_AUDIT_EVENT_IN 0x0012 TCM_AUDIT_EVENT_IN
TCM_TAG_AUDIT_EVENT_OUT 0x0013 TCM_AUDIT_EVENT_OUT
TCM_TAG_CURRENT_TICKS 0x0014 TCM_CURRENT_TICKS
TCM_TAG_KEY 0x0015 TCM_KEY
TCM_TAG_STORED_DATA 0x0016 TCM_STORED_DATA
TCM_TAG_NV_ATTRIBUTES 0x0017 TCM_NV_ATTRIBUTES
TCM_TAG_NV_DATA_PUBLIC 0x0018 TCM_NV_DATA_PUBLIC
TCM_TAG_NV_DATA_SENSITIVE 0x0019 TCM_NV_DATA_SENSITIVE
TCM_TAG_TRANSPORT_AUTH 0x001D TCM_TRANSPORT_AUTH
TCM_TAG_TRANSPORT_PUBLIC 0x001E TCM_TRANSPORT_PUBLIC
TCM_TAG_PERMANENT_FLAGS 0x001F TCM_PERMANENT_FLAGS
TCM_TAG_STCLEAR_FLAGS 0x0020 TCM_STCLEAR_FLAGS
TCM_TAG_STANY_FLAGS 0x0021 TCM_STANY_FLAGS
TCM_TAG_PERMANENT_DATA 0x0022 TCM_PERMANENT_DATA
TCM_TAG_STCLEAR_DATA 0x0023 TCM_STCLEAR_DATA
TCM_TAG_STANY_DATA C0x0024 TCM_STANY_DATA
TCM_TAG_CERTIFY_INFO ) 0x0029 TCM_CERTIFY_INFO
TCM_TAG_EK_BLOB_ACTIVATE 0x002B TCM_EK_BLOB_ACTIVATE

TCM_TAG_CAP_VERSION_INFO

0x0030

TCM_CAP_VERSION_INFO

TCM_TAG_QUOTE_INFO

0x0036

TCM_QUOTE_INFO
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A2 ¥R
A.2.1 TCM_RESOURCE_TYPE
2 & iR
TCM_RT_KEY 0x00000001 S48 Loadkey B2 1E3& Bl 4 5

TCM_RT_AUTH 0x00000002 BALRI W, A AR BUR B 45 R

0x00000003 3

TCM_RT_HASH

TCM_RT_TRANS 0x00000004 EHRPH R, AR ERSIENREISGR
TCM_RT_CONTEXT 0x00000005 FFX®E . 7E TCM S 317/,
0x00000006 {5 3

TCM_RT_COUNTER

A.2.2 TCM_PAYLOAD_TYPE

& & ik
TCM_PT_SYM ) 0x00 Xt R4 AR
TCM_PT_ASYM 0x01 53 FR 3 B
TCM_PT_BIND 0x02 k€Ll
TCM_PT_SEAL 0x05 HRBERT
TCM_PT_SYM_MIGRATE 0x08 Xt FRIER R
TCM_PT_ASYM_MIGRATE 0%09 FEXT IR R KR
0x09~0xFF ]

A.2.3 TCM_ENTITY_TYPE

=1 & g
0x01 TCM_ET_KEYHANDLE P A AR s R
0x02 TCM_ET_OWNER TCM Fi# # Sk 8
0%03 TCM_ET_DATA PR S RER
0x04 TCM_ET_SMK SMK 3z {3 &
0x05 TCM_ET_KEY FAIZIELER
0x06 TCM_ET_REVOKE RE- G L]
0x0A TCM_ET_COUNTER TR R R
0x0B TCM_ET_NV NV &5 5L k2R
0x10 TCM_ET_KEYXOR RARZEENE RN EALEDMR
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= &

- E4 iR
0x11 TCM_ET_KEYSM4 KA SMA i e 28 0 B 6 S A2 B
0x12 TCM_ET_NONE BEAL P TE 3 e B
0x13 TCM_ET_AUTHDATA_ID BALBR AR RS R 2 R
0x14 TCM_ET_AUTHDATA BB L P
0x15 TCM_ET_OPERATOR Bl g ikem
0x16 TCM_ET_OWNERSM4 P SM4 Xt B A 5 4 B AT 2 S pk K R
0x17 TCM_ET_OWNERXOR %ﬁﬁﬁéﬁﬁ?ﬁmu%ﬁﬂ W R B K iRk R
0x40 TCM_ET_RESERVED_HANDLE 155 |

A.2.4 Key Handles

a1 8 ZHR R
0x40000000 TCM_KH_SMK SMK SMK %45 /] 1
0x40000001 TCM_KH_OWNER TCM fiH &A1
0x40000002 TCM_KH_REVOKE " #54 EK A4
0x40000003 TCM_KH_TRANSPORT BEELEHESEDR
0x40000004 TCM_KH_OPERATOR BelE & B E
0x40000006 TCM_KH_EK EK 4] #
A.2.5 TCM_STARTUP_TYPE &
B & R
0x0001 TCM_ST_CLEAR TCM RAFABEZERE A ENRE TR
TCM ¥ & ZI LA BT $h47 TCM_SaveStat
0x0002 TCM_ST_STATE _W ekl ~SeveState S RF M
‘ 1 E 3 R
0x0003 TCM_ST_DEACTIVATED ffi TCM 3Rz H =2
A.2.6 TCM_PROTOCOL_ID {&
& AW ik
0x0005 TCM_PID_OWNER BIRITEESTEHIL
0x0007 TCM_PID_TRANSPORT i3 TEna I N
0x0008 TCM_PID_AP AP BRI
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| vy s ik
0x00000007 TCM_ALG_KDF KDF #
0x0000000A TCM_ALG_XOR RN S
0x0000000B TCM_ALG_SM2 SM2 & ¥
0x0000000C TCM_ALG_SM4 SM4 B
0x0000000D TCM_ALG_SM3 SM3 & =
0x0000000E TCM_ALG_HMAC HAMC & %
A.2.8 TCM_ENC_SCHEME &
i 2 Eipe
0x0006 TCM_ES_SM2 ECC % 41
0x0004 TCM_ES_SM2NONE TEEFF &
0x0008 TCM_ES_SM4_CBC SM4 3t Fr CBC %15
0x000A TCM_ES_SM4_ECB SM4 %fFx ECB %15
A.2.9 TCM_SIG_SCHEME {&
& &R #ik
0x0001 TCM_SS_SM2NONE AEEFTES
0x0005 TCM_SS_SM2 SM2 % 4
A.2.10 TCM_PHYSICAL_PRESENCE
B =1 fili ik
TCM_PHYSICAL_PRESENCE_HW_DISABLE 0x0200h % 8 physicalPresenceHWEnable=FALSE
TCM_PHYSICAL_PRESENCE_CMD_DISABLE 0x0100h % & physicalPresenceCMDEnable=FALSE
TCM_PHYSICAL_PRESENCE_LIFETIME_LOCK | 0x0080h % & physicalPresenceLifetimeLock=TRUE
TCM_PHYSICAL_PRESENCE_HW_ENABLE 0x0040h % & physicalPresenceHWEnable=TRUE
TCM_PHYSICAL_PRESENCE_CMD_ENABLE 0x0020h % & physicalPresenceCMDEnable=TRUE
TCM_PHYSICAL_PRESENCE_NOTPRESENT 0x0010h & & PhysicalPresence=FALSE
TCM_PHYSICAL_PRESENCE_PRESENT 0x0008h & B PhysicalPresence=TRUE
TCM_PHYSICAL_PRESENCE_LOCK 0x0004h #® PhysicalPresenceLock=TRUE
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A.2.11 TCM_MIGRATE_SCHEME {&

&R & Eiiipus
TCM_MS_MIGRATE 0x0001 MR BEHMEFATEERLAFREPHIBER
TCM_MS_REWRAP 0x0002 FAIREANAMETRER

A.2.12 TCM_EK_TYPE
b4 18 R

TCM_EK_TYPE_ACTIVATE 0x0001

EK BIEIEHE R LR TCM_EK_BLOB_ACTIVATE

TCM_EK_TYPE_AUTH 0x0002

EK B8 3 % TCM_EK_BLOB_AUTH

A3 EAX&N

A. 3.1 TCM_STRUCT_VER

EHE S

typedef struct tdTCM_STRUCT_VER {

BYTE major;
BYTE minor;
BYTE revMajor;
BYTE revMinor;

} TCM_STRUCT_VER;

%ﬁ ﬁé\ Eﬁ :
FE ey iR
BYTE Major EHAS
BYTE Minor K25
BYTE revMajor R
BYTE revMinor #He

A.3.2 TCM_VERSION

ZEME X

typedef struct tdTCM_VERSION {
TCM_VERSION_BYTE major;
TCM_VERSION_BYTE minor;
BYTE revMajor;
BYTE revMinor;

} TCM_VERSION;

SHGH
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B ¥ 2 ik
TCM_VERSION_BYTE Major TCM ¥ A%
TCM_VERSION_BYTE Minor TCM K M4 &
BYTE revMajor % F TCM_PERMANENT_DATA -> revMajor {4
BYTE revMinor % F TCM_PERMANENT _DATA —> revMinor {4

A.3.3 TCM_DIGEST

g X

typedef struct tdTCM_DIGEST {
BYTE digest[ digestSize];

} TCM_DIGEST;

SRR .
KR &R ik
BYTE '| digest BEEFER
FKREN 2R 3%
TCM_DIGEST TCM_CHOSENID_HASH BHFRIRT CAAANME
TCM_DIGEST TCM_COMPOSITE_HASH PCR &3 FEAKEE
TCM_DIGEST TCM_HMAC HAMC 4
TCM_DIGEST TCM_PCRVALUE PCR {8
TCM_DIGEST TCM_AUDITDIGEST FIHHE
A.3.4 TCM_NONCE
EME X .
typedef struct tdTCM_NONCE {
BYTE nonce[ 32];
} TCM_NONCE;
SHULE
%R £ B
BYTE Nonce 32 F I REHLEL
A.3.5 TCM_SEQ
CHEE
typedef UINT32 TCM_SEQ
SEUL
E¥i 2 ik

UINT32 TCM_SEQ TCM ) A M FH FEH B
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A.3.6 TCM_AUTHDATA

ZEHE X

typedef BYTE tdTCM_AUTHDATA[32];

FERIENX 2% iR
TCM_AUTHDATA | TCM_SECRET T AU B o B B AR
TCM_AUTHDATA | TCM_ENCAUTH BREE PN o B A
A. 3.7 TCM_KEY_HANDLE_LIST

LHE X :

typedef struct tdTCM_KEY_HANDLE_LIST {

UINT16 loaded;
[size_is(loaded)] TCM_KEY_HANDLE handle[ J;

} TCM_KEY_HANDLE_LIST;

SR

g5 &% ik
UINT16 Loaded TCM MEimBHNFHNEE
UINT32 Handle LT TCM it % 1A W d
A.3.8 TCM_KEY_USAGE &

& =1 B
TCM_SM2ZKEY_SIGNING 0x0010 M ECC Bk #iTH 2B HAR
TCM_SM2ZKEY_STORAGE 0x0011 FiEmPHER
TCM_SMZKEY_IDENTITY 0x0012 BREARR
TCM_SM2KEY_BIND 0x0014 FRAECCHEMENFEHAER
TCM_SM2KEY_MIGRATE 0x0016 XA ECCHEFTIBNEHLR
TCM_SM2KEY_PEK 0x0017 R H ECC & iy PEK 4% R
TCM_SM4KEY_STORAGE 0x0018 SRR SM4 BB MR
TCM_SM4KEY_BIND 0x0019 K SM4 BTN T g w4 AR
TCM_SM4KEY_MIGRATE 0x001A R SM4 FHREW UTH

A.3.9 TCM_AUTH_DATA_USAGE {&
&% i1 Eipo
TCM_AUTH_NEVER 0x00 AREERBEMERERTR

TCM_AUTH_ALWAYS

0x01

WAL P AR A B4R B S A R O =X

TCM_AUTH_PRIV_USE_ONLY

0x03

X B B 0 7 AL B S A
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B HEE R
Migratable 0x00000002 EBES
isVolatile 0x00000004 S5 MES,EBH (ST _Clear )M AFEEH MR
TRUE &}, ZE KRB A 4Hed A # PCR
perlgnoredOnRead 0x00000008
FLASE B} , ZE 3R B 10 #e & PCR
A.3.11 TCM_CHANGEAUTH_VALIDATE

ZEL.

typedef struct tdTCM_CHANGEAUTH_VALIDATE {
TCM_SECRET newAuthSecret;

TCM_NONCE nl;

} TCM_CHANGEAUTH_VALIDATE;

SR -
PR &K iR
TCM_SECRET newAuthSecret F s e €
TCM_NONCE nl FRFRAFPLECEE R
A.3.12 TCM_MIGRATIONKEYAUTH
- GEE S
typedef struct tdTCM_MIGRATIONKEYAUTH ({
TCM_PUBKEY migrationKey;
TCM_MIGRATE_SCHEME migrationScheme;
TCM_DIGEST digest;
} TCM_MIGRATIONKEYAUTH;
SR
KA 2R R
TCM_PUBKEY migrationKey EBAH
TCM_MIGRATE_SCHEME migrationScheme F R K
TCM_DIGEST digest EBAHFEBER LK TCMProof M E

A.3.13 TCM_COUNTER_VALUE

GtE X

typedef struct tdTCM_COUNTER_VALUE {
TCM_STRUCTURE_TAG

BYTE label[4];

tag;

TCM_ACTUAL_COUNT counter;
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} TCM_COUNTER_VALUE;

SR

RH

2K iR

TCM_STRUCTURE_TAG

tag TCM_TAG_COUNTER_VALUE

BYTE

label TR

TCM_ACTUAL_COUNT

T RRE

counter

A.3.14 TCM_SIGN_INFO

G E S

typedef struct tdTCM_SIGN_INFO {
TCM_STRUCTURE_TAG tag;
BYTE fixed[4];
TCM_NONCE replay;

UINT32 datalen;

[size_is (dataLen)] BYTE % data;
} TCM_SIGN_INFO;

SHULH

e

#R R

TCM_STRUCTURE_TAG

tag ®E N TCM_TAG_SIGNINFO

BYTE

fixed & {8

TCM_NONCE

By B R LR

replay

UINT32

REABERE

datalen

BYTE

data

RETE &

A.3.15 TCM_SELECT_SIZE

S L

typedef struct tdTCM_SELECT_SIZE {
BYTE major;
BYTE minor;
UINT16 reqSize;

} TCM_SELECT_SIZE;

SHULH -

*H

A

BYTE

Major

TCM F 45

BYTE

Minor

TCM K ffi 4%

UINT16

reqSize

TCM_SELECTION £ 9 i) sizeOfSelect 5 Bt {4

A.3.16 TCM_CURRENT_TICKS

e L
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typedef struct tdTCM_CURRENT_TICKS {
TCM_STRUCTURE_TAG tag;
UINT64 currentTicks;
UINT16 tickRate;
TCM_NONCE tickNonce;

} TCM_CURRENT_TICKS;

%A 2 iR
TCM_STRUCTURE_TAG tag TCM_TAG_CURRENT_TICKS
UINT64 currentTicks A ] B 4R T3k
UINT16 tickRate AT AR TR
TCM_NONCE tickNonce U R A R BB AL B B T O B BB

A4 HERRE

Tag &R R
0x00C1 TCM_TAG_RQU_COMMAND BAHERAMS
0x00C2 TCM_TAG_RQU_AUTH1_COMMAND EEABRRNAS
0x00C3 TCM_TAG_RQU_AUTH2_COMMAND EEHMERNE S
0x00C4 TCM_TAG_RSP_COMMAND B R 4R |
0x00C5 TCM_TAG_RSP_AUTHI1_COMMAND TBE—A B Ay 1B E
0x00C6 " | TCM_TAG_RSP_AUTH2_COMMAND TERAEY a4 B

A.5 TCM WAEEE

A.5.1 TCM_PERMANENT_FLAGS

gk X A
typedef struct tdTCM_PERMANENT_FLAGS{
TCM_STRUCTURE_TAG tag;
BOOL disable;
BOOL ownership;
BOOL deactivated;
BOOL readPubek;
BOOL disableOwnerClear;
BOOL physicalPresenceLifetimel.ock;
BOOL physicalPresenceHWEnable;
BOOL physicalPresenceCMDEnable;
BOOL CEKPUsed;
BOOL TCMpost;
B_OOL TCMpostlLock;
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BOOL operator;
BOOL enableRevokeEK;

BOOL nvLocked;

BOOL TCMEstablished;
} TCM_PERMANENT_FLAGS;

SE .
E <% ZW ik PR
TCM_STR
UCTURE_ | Tag TCM_TAG_PERMANENT_FLAGS
TAG
BOOL Disable ] TCM #7iH , %A = TRUE TCM_PF_DISABLE
BOOL ownership T A IR, BIA =TRUE TCM_PF_OWNERSHIP
BOOL deactivated REH BRI, BIA=TRUE TEM_PF_DEACTIVATED
BOOL readPubek EHEK A E T EA, Bk =TRUE TCM_PF_READPUBEK
BOOL disableOwner- BREAUEREEBRBRNTERFAEE, Bik= | TCM_ PF _ DISABLEOWNER-
Clear FLASE CLEAR
) FLASE - U B3 BM4MEBEHEETUREYHE
physicalPres- ]
. I RN TCM _ PF _ PHYSICALPRES-
BOOL enceLifetime- . . )
Lock TRUE.RERB LR GMEFEHREREEEYE ENCELIFETIMELOCK
0C }m% .
BOOL physicalPres- FLASE. 25 \F R s BB R 25 (BRI 5 TCM _ PF _ PHYSICALPRES-
enceHWEnable | TRUE. 5 @ 4B MW E R F KA ENCEHWENABLE
BOOLI physicalpres_ FLASE. % I 4B R P HEA RS (B TCM _ PF _ PHYSICALPRES-
: enceCMDEnable | TRUE: o iF S8 S B B R & ENCECMDENABLE
FLASE: TCM ¥ i H 2 &£ i EK;
BOOL CEKPUsed TRUE.:TCM # i 53¢ TCM_CreateEndorsement- | TCM_PF_CEKPUSED
KeyPair 4 i, EK
TRUE; TCM 7 & 1 B L Sl i & 5 s
BOOL TCMpost E A SR M‘ Wat TCM_PF_TCMPOST
FLASE. ATFZE 2R/ (N
FALSE: TCMpost {8 7T B it 25 (BRIA) 5
BOOL TCMpostLock post {ELFT A2 2 (AR TCM_PF_TCMPOSTLOCK
TRUE: TCMpost {8 A~ fE o 25
TRUE #: il
BOOL Operator %iﬁz H B . . TCM_PF_OPERATOR
FALSE . B4E & BAURA HZ B (B
bleRevo- TRUE. & I TCM_RevokeTrust #(44 EK;
BOOL cnanieReve FIELGE evokeTrust 4] TCM_PF_ENABLEREVOKEEK
keEK FALSE . A ge{#i | TCM_RevokeTrust #{45 EK
TRUE:NV 75 [6] B2 26 1 &
BOOL nvLocked FALSE.NV R A& (BiA), B THRA®EAE | TCM_PF_NV_LOCKED
FiAETRRITE R
TCMEstab FALSE: TCM_HASH_START &% # 17 1t,
stab-
BOOL .y s B L {# fl TCM_ ResetEstablishmentBit & & i% | TCM_PF_TCMESTABLISHED
1sne
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A.5.2 TCM_STCLEAR_FLAGS

ZEHIE X -

typedef struct tdTCM_STCLEAR_FLAGS{
TCM_STRUCTURE_TAG tag;
BOOL deactivated;
BOOL disableForceClear;
BOOL physicalPresence;
BOOL physicalPresencel.ock;
BOOL bGlobalLock;

} TCM_STCLEAR_FLAGS;

SHRA .
E] £ iR PR
TCM_STR
UCTURE_ | tag TCM_TAG_STCLEAR_FLAGS
TAG
TCM BB H BHRIR,
TCM_Startup 't TCM_PERMANENT
BOOL deactivated artup A P4t TCM_SF_DEACTIVATED
_FLAGS —> deactivated 8¥ # X fi{E .
TCM_SetTempDeactivated # 1% 5 TRUE
=B . BIA 8 FALSE,
disableForce- ik AR B . TCM_SF_DISABLEFORCE-
BOOL TCM_DisableForceClear ¥ H.1% 5 TRUE,
Clear CLEAR

H % TRUE B2t )F TCM_ForceClear #/E

hysicalPres- | STETE IS R,
BOOL physicaties I E REENERG R TCM_SF_PHYSICALPRESENCE

ence 2 IA{H A FALSE

FmEE ARV HA physicalPresence $57% , TRUE

: 2 k,FALSE 7 03 .

BOOL physicalPres- i"”;ﬁ Xt ch’; ¥ 3 B TCM _ SF _ PHYSICALPRES-
_otart ; T L

enceLock F:;E ” artup ENCELOCK

TSC_PhysicalPresence ¥ H #4171 &

NV 2z 4811,

} Clear # 3,9 TCM_Starup ¥ H % & FALSE, #
BOOL bGloballock RAHFE NV, TCM_SF_BGLOBALLOCK
5 NV_Index=0 gt ¥ Hi%k N TRUE, RnEE
IEH NV

A.5.3 TCM_STANY_FLAGS

M E X
typedef struct tdTCM_STANY_FLAGS{
TCM_STRUCTURE_TAG tag;
BOOL postlnitialise;
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TCM_MODIFIER_INDICATOR localityModifier;
BOOL transportExclusive;
BOOL TOSPresent;

} TCM_STANY_FLAGS;

SR

RKH

A

Eiipus

FRIR

TCM_STRUCTURE_
TAG

tag

TCM_TAG_STANY_FLAGS

BOOL

postlnitialise

REMBLARIA.

TN,

TCM_Init ¥ H & & TRUE, TCM _ Startup
¥ H RN FALSE

TCM_ AF _ POSTINI-
TIALISE

TCM_MODIFIER_IN-
DICATOR

localityModifier

ERALRE S locality 1%, R H 7 K (4
AE FZ WA P A 4 B9 29 BT locality

TCM _ AF _ LOCALI-
TYMODIFIER

BOOL

transportExclusive

TCM _ AF _ TRANS-
PORTEXCLUSIVE

BOOL

TOSPresent

TOS BREHFERIR,

2R\ 5 FALSE,

TCM_HASH _START % X & % TRUE,
TCM_SetCapability ¥ H % % FALSE

TCM _ AF _ TOSPRE-
SENT

A. 5.4 TCM_PERMANENT DATA

TE X

# define TCM_MIN_COUNTERS 4

# define TCM_NUM_PCR 16
# define TCM_MAX_NV_WRITE_NOOWNER 64
typedef struct tdTCM_PERMANENT_DATA{

TCM_STRUCTURE_TAG tag;
BYTE revMajor;

BYTE revMinor;
TCM_NONCE TCMProof;
TCM_NONCE ekReset;
TCM_SECRET ownerAuth;
TCM_SECRET operatorAuth;
TCM_KEY - endorsementKey;
TCM_KEY smk;

TCM_KEY contextKey;

TCM_COUNTER_VALUE
TCM_COUNTER_VALUE
TCM_PCR_ATTRIBUTES

BYTE
BYTE «
96

auditMonotonicCounter;

monotonicCounterl TCM_MIN_COUNTERS];

perAttrib TCM_NUM_PCR];

ordinal AuditStatus[ ];
rngState;




GM/T 0012—2012

UINT32 maxNVBufSize;
UINT32 noOwnerNVWrite;
}TCM_PERMANENT_DATA;
SHULH
YA 2Tk il R4
TCM_STRUC-
TURE_TAG tag TCM_TAG_PERMANENT_DATA
BYTE revMajor TCM E A& TCM_PD_REVMAJOR
BYTE revMinor TCM K45 TCM_PD_REVMINOR
TCM_NONCE TCMProof FEWIERE L TCM_PD_TCMPROOF
TCM_SECRET ownerAuth B % AR TCM_PD_OWNERAUTH
TCM_SECRET operatorAuth PR B I AUCEE TCM_PD_OPERATORAUTH
TCM_KEY endorsementKey | #T#iH %4 EK ;g&PD‘ ENDORSEMENT-
TCM_KEY smk TCM #4% £ %4 TCM_PD_SMK
BITAERPES. TR HREHARIE
TCM_KEY contextKey MHEREH AR DB EGRFERRE, A

5 EK 8 SMK .
TCM B & RERE  HOJHES

TCM_PD_CONTEXTKEY

TCM_COUNTER_
VALUE

auditMonotonic-

Counter

B ER T ES  R RE U 0 T 88
£

TCM _ PD _ AUDITMONO-
TONICCOUNTER

TCM_COUNTER_
VALUE

monotonicCounter

BB TR IR — T M AN E T
HBEM

TCM _ PD _ MONOTONIC-
COUNTER

TCM_PCR_AT- :
perAttrib PCR & TCM_PD_PCRATTRIB
TRIBUTES
- dinalAuditStar P TCM_PD_ORDINALAUDIT-
€ ordina udl atus > T T
Y R STATUS
BYTE » rngState BB =SB REER TCM_PD_RNGSTATE
{#i | TCM_CreateRevocableEK 4] 3 1] #{
TCM_NONCE ekReset M EK B BT A A FEPLE A TCM | TCM_PD_EKRESET
_RevokeTrust #{# EK o X} B 347 84
TCM_NV_DefineS B AT B X
UINT32 maxNVBufSize e ) efineSpace i 7 A 2 X TCM_PD_MAXNVBUFSIZE
B B K25 ] _
FEERRAIZEN, S NV HBRRKRE.
7 TCM %l % 8% $h 477 TCM_ OwnerClear
i # B} 0, TCM_NV_DefineSpace | TCM _ PD _ NOOWNERN-
UINT32 noQwnerNVWrite THBEREN cmespac

F1 TCM_NV_WriteValue $#47 it H 3 B
. #E 8Bt 64, MR [ TCM _ MAXN-
VWRITES

VWRITE
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A.5.5 TCM_STCLEAR_DATA

G5t 3L

typedef struct tdTCM_STCLEAR_DATA({
TCM_STRUCTURE_TAG tag;
TCM_NONCE
TCM_COUNT_ID

contextNonceKey;

countlD;

UINT32 ownerReference;
BOOL disableResetLock;
}JTCM_STCLEAR_DATA;
SHULH .
3] &4 ik iR A

TCM_STRUCTURE_
TAG

tag

TCM_TAG_STCLEAR_DATA

TCM_NONCE

contextNonceKey | FAHLEK, Clear # 3, 89 TCM_ Startup ##,

FHRBNBITHR RN ERR &

7 B LBV =

TCM _SD _ CONTEXTNON-
{CEKEY

TCM_COUNT_ID

countID

LT B AR, Clear XY
TCM_Startup 478+ H ¥ B % NULL

TCM_SD_COUNTID

UINT32

ownerReference

TCM _ SD_ OWNERREFER-
ENCE

BOOL

disableResetLock

TRUE FR1E TCM_ResetLock Value 1%
BAWERBE KA BN FALSE

TCM _SD _ DISABLERESET-
LOCK

A.5.6 TCM_STANY_DATA

E X

# define TCM_MIN_SESSIONS 3
# define TCM_MIN_SESSION_LIST 15
typedef struct tdTCM_SESSION_DATA{

«+« // vendor specific

} TCM_SESSION_DATA;

typedef struct tdTCM_STANY_DATA({
TCM_STRUCTURE_TAG tag;

- TCM_NONCE

TCM_DIGEST

TCM_CURRENT_TICKS currentTicks;

UINT32
UINT32

contextNonceSession;

auditDigest;

contextCount;
contextList{ TCM_MIN_SESSION_LIST];

TCM_SESSION_DATA  sessions| TCM_MIN_SESSIONS];
}yTCM_STANY_DATA;
STANY_Data £ #5501 .
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3] AR iR iR
TCM_STRUCTURE_
tag TCM_TAG_STANY_DATA
TAG
SBFARBMBTREREHERKE
TCM_NONCE contextNonceS- REHLEL, Clear #5319 TCM_Startup # | TCM_AD_CONTEXTNONC-

ession TR H N E S, K s TCM_ | ESESSION
Startup PRATE H AT ARIE S

A& BT REF G
TCM_DIGEST auditDigest ﬁﬁ‘ ‘“ IR E &1 E T2 TCM_AD_AUDITDIGEST
AP E#RE N NULL

TCM_CURRENT_

TICKS currentTicks MR BT A TCM_AD_CURRENTTICKS

LB AT IR ERE 0 E R T BT 5
UINT32 contextCount | e Clear MM TCM Startup ST | ) 5 coNrEXTCOUNT
HmeE N 0, k= #) TCM_St-

artup AT E A LIGER 0

SWERE K ETHERFNFI
53 ,Clear #5 X ) TCM_ Startup 4T
UINT32 contextList S-S HYEEN O, HMBEX K | TCM_AD_CONTEXTLIST
TCM_Startup $h470F 5 — T 0] LA g B
H0

TCM_SESSION_DATA | sessions U FAENSHEIIE TCM_AD_SESSIONS

A.6 PCR 44

A.6.1 TCM_PCR_SELECTION

HE X

typedef struct tdTCM_PCR_SELECTION

{
UINT16 sizeOfSelect;
[size_is(sizeOfSelect) ] BYTE pcrSelect[ ];
} TCM_PCR_SELECTION;

SRR
HKR & iR
UINT16 sizeOfSelect perSelect &1/
BYTE[] perSelect AN bit L RIRR PRI PCR #E B F BOR B L

A.6.2 TCM_PCR_COMPOSITE

g L.
typedef struct tdTCM_PCR_COMPOSITE {
TCM_PCR_SELECTION select;
UINT32 valueSize;
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[size_is(valueSize) ] TCM_PCRVALUE pcrValue[ J;
} TCM_PCR_COMPOSITE;

S
E g1 Z R i B
TCM_PCR_SELECTION select PCR ## 158
UINT32 valueSize pcrValue B K/
TCM_PCRVALUE perValue[ ] #&#F ) PCR 1H
A.6.3 TCM_PCR_INFO
Gt E X -
typedef struct tdTCM_PCR_INFO{
TCM_STRUCTURE_TAG tag;
TCM_LOCALITY_SELECTION localityAtCreation‘;
TCM_LOCALITY_SELECTION localityAtRelease;
TCM_PCR_SELECTION creationPCRSelection;
TCM_PCR_SELECTION releasePCRSelection;
TCM_COMPOSITE_HASH digestAtCreation;
TCM_COMPOSITE_HASH digestAtRelease;
} TCM_PCR_INFO;
SR .
3] AR Efiu

TCM_STRUCTURE_TAG

tag

TCM_TAG_PCR_INFO

TCM_LOCALITY_SELECTION

locality AtCreation

BB BHE B Y locality 15 B,

TCM_LOCALITY_SELECTION

localityAtRelease

PR BB S — N AR 9 locality /52, RBEH O

TCM_PCR_SELECTION

creationPCRSelection

BIERHES A A PCR B EE

TCM_PCR_SELECTION

releasePCRSelection

RE R SER — P EHN K PCREFHEFER

TCM_COMPOSITE_HASH

digestAtCreation

B E R BT BT #E # PCRE MM (E

TCM_COMPOSITE_HASH

digestAtRelease

BHESFEREFEMAENEEREA - 5TFE
e B 15 S AR RE i ST BT I #E0 PCR B EE

A.6.4 TCM_LOCALITY_SELECTION

% X :
# define TCM_LOCALITY_SELECTION BYTE
=2 2T R

7~5 Reserved WHEIRE RO
4 TCM_LOC_FOUR Locality4
3 TCM_LOC_THREE Locality3
2 TCM_LOC_TWO Locality2
1 TCM_LOC_ONE Localityl
0 TCM_LOC_ZERO Locality0
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A.6.5 TCM_PCR_ATTRIBUTES

it X

typedef struct tdTCM_PCR_ATTRIBUTES{
BOOL pcrReset;
TCM_LOCALITY_SELECTION pcrExtendLocal;
TCM_LOCALITY_SELECTION pcrResetLocal;

} TCM_PCR_ATTRIBUTES;

PersistentData 2551 .

3 W

s
"

TRUE 75 :

PCR ZRiA{H N OxFF---FF

W4T TCM_Startup Bf PCR HBIEE

PCR 6% TCM_PCR_Reset i 4 E &
TCM_HASH_START E & PCR {H 4 0x00++-00
BOOL pcrReset AT TCM_SaveSatePCR {f F e 1R TF

FALSE #/5 : .

PCR kA {E A 0x00:--00

A 7E 34T Clear #5f#) TCM_Startup if PCR EHEE
PCR ABef TCM_PCR_Reset i 2 EE

.47 TCM_SaveSatePCR H # {7

TCM_LOCALITY_SELECTION perResetLocal a L EEBEAH PCR /Y locality

TCM_LOCALITY_SELECTION perExtendLocal | Af A3 B A< H#i PCR ) locality

A7 TFHEGH

A.7.1 'TCM_STORED_DATA

gt X

typedef struct tdTCM_STORED_DATA {
TCM_STRUCTURE_TAG tag;
TCM_ENTITY_TYPE et;
UINT32 seallnfoSize;
[ size_is(seallnfoSize) ] BYTE * seallnfo;
UINT32 encDataSize;
[size_is(encDataSize) ] BYTE * encData;

} TCM_STORED_DATA;

SR
3] 2R i
TCM_STRUCTURE_TAG tag TCM_TAG_STORED_DATA
TCM_ENTITY_TYPE et BURHRER
UINT32 seallnfoSize sealInfo #1 /N
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x (8
%R 2R iR
BYTE % sealInfo TCM_PCR_INFO % #y %4
UINT32 encDataSize encData ) /h
BYTE x encData Hn# ) TCM_SEALED_DATA % 48

A.7.2 TCM_SEALED_DATA

M E X

typedef struct tdTCM_SEALED_DATA {
TCM_PAYLOAD_TYPE payload;

TCM_SECRET authData;
TCM_NONCE TCMProof;
TCM_DIGEST storedDigest;

UINT32 dataSize;
[size_is(dataSize) ] BYTE * data;
} TCM_SEALED_DATA;

SHH
%R & i
TCM_PAYLOAD_TYPE payload TCM_PT_SEAL
TCM_SECRET authData BAEE
TCM_NONCE TCMProof & M —#ri TCM_PERMANENT_DATA - TCMProof
TCM_DIGEST storedDigest B fencDataSize 1 encData #hy TCM_STORED_DATA %5
MBEHERE i
UINT32 dataSize Data K/
BYTE data AR BIE
A.7.3 TCM_SYMMETRIC_KEY
HMEXL:
typedef struct tdTCM_SYMMETRIC_KEY ¢
TCM_ALGORITHM_ID algld;
TCM_ENC_SCHEME encScheme;
UINTI16 size;
[size_is(size) ] BYTE % data;
} TCM_SYMMETRIC_KEY;
S8R
E/$ii PN Ei: B
TCM_ALGORITHM_ID algld XMFREE D
TCM_ENC_SCHEME encScheme JIE
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x (8D
g3t AR iR
UINT16 Size XRE AR E
BYTE * Data Xt FR % I E R
A.7.4 TCM_BOUND_DATA
ZEME X
typedef struct tdTCM_BOUND_DATA {
TCM_STRUCT_VER ver;
TCM_PAYLOAD_TYPE payload;
BYTEL] payloadData;
} TCM_BOUND_DATA;
SHRH
%kH &K iR
TCM_STRUCT_VER ver 1.1.0.0
TCM_PAYLOAD_TYPE payload TCM_PT_BIND
BYTE[] payloadData B
A.8 TCM_KEY &#3
A.8.1 TCM_KEY_PARMS
ZEHE X
typedef struct tdTCM_KEY_PARMS {
TCM_ALGORITHM_ID algorithmID;
TCM_ENC_SCHEME encScheme;
TCM_SIG_SCHEME sigScheme;
UINT32 parmSize;
[size_is(parmSize) ] BYTE % parms;
} TCM_KEY_PARMS;
SR
gl B 2B
TCM_ALGORITHM_ID algorithmID B E BB B BRI
TCM_ENC_SCHEME encScheme Ik RSN
TCM_SIG_SCHEME sigScheme %A
UINT32 parmSize parms K/
BEAZEHAHE mMFEH TCM_SM2_ASYMKEY _PA-
BYTE[] parms RAMETERS 8 TCM_STORE_SYMKEY_PARMS # 45
M EE
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A.8.2 TCM_SM2_ASYMKEY_PARAMETERS

HME X
typedef struct td TCM_SM2_ ASYMKEY_PARAMETERS {
UINT32 keyLength; 4byte
} TCM_SM2_ ASYMKEY_PARAMETERS;
SHULH .
¥ B i
UINT32 keyLength EmHKE

A.8.3 TCM_SYMMETRIC_KEY_PARMS

5K 58 X
typedef struct tdTCM_SYMMETRIC_KEY_PARMS {
UINT32 keyLength;
UINT32 blockSize;
UINT32 ivSize;
[size_is(ivSize) ] BYTE IV;
} TCM_SYMMETRIC_KEY_PARMS;

S .

KH £ iR
UINT32 keyLength FHLRHFRKE '
UINT32 blockSize Vig )

UINTS32 ivSize ik loh 815
BYTE[] v Wb &

A.8.4 TCM_KEY

ZHE X
typedef struct tdTCM_KEY/{
TCM_STRUCTURE_TAG tag;
UINT16 fill;
TCM_KEY_USAGE keyUsage;
TCM_KEY_FLAGS keyFlags;
TCM_AUTH_DATA_USAGE authDataUsage;
TCM_KEY_PARMS algorithmParms;
UINT32 PCRInfoSize;
BYTE * PCRInfo;
TCM_STORE_PUBKEY pubKey;
UINT32 encDataSize;
[size_is(encDataSize) ] BYTE * encData; max
} TCM_KEY; max
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SRR
R B R

TCM_STRUCTURE_TAG Tag TCM_TAG_KEY
UINT16 Fill F 0x0000
TCM_KEY_USAGE keyUsage FHH® ETUHE. TNES
TCM_KEY_FLAGS keyFlags FHRYE RETIRS
TCM_AUTH_DATA_USAGE | authDataUsage REFEENEE
TCM_KEY_PARMS algorithmParms BRESHIES

UINT32 PCRInfoSize PCRIEEKE

BYTE = PCRInfo TCM_PCR_INFO 2t $#

TCM_STORE_PUBKEY pubKey YN

UINT32 encDataSize mEHEKE

BYTE x encData TCM_STORE_ASYMKEY 5% TCM_STORE_SYMKEY

Jin % B 9

A.8.5 TCM_PUBKEY

it X

typedef struct tdTCM _PUBKEY{ TCM_
PUBKEY pubKey;

} TCM_PUBKEY;

KEY _PARMS algorithmParms; TCM _STORE _

SEULH
R ZR g
TCM_KEY_PARMS algorithmParms TR
TCM_STORE_PUBKEY pubKey ~e
A. 8.6 TCM_STORE_PUBKEY
g E XL
typedef struct tdTCM_STORE_PUBKEY { UINT32 keylLength; 4byte

[size_is(kenLenght) IBYTE * key; max

65byte :1(04)+32+32

} TCM_STORE_PUBKEY; max 69byte
SHULH
xR B Ei::B%
UINT32 keyLength BHKE
BYTE[] Key 24

A.8.7 TCM_STORE_ASYMKEY

GiHlE 3L
typedef struct tdTCM_STORE_ASYMKEY {
TCM_PAYLOAD_TYPE payload;
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TCM_SECRET usageAuth;
TCM_SECRET migrationAuth;

“TCM_DIGEST

pubDataDigest;

TCM_STORE_PRIVKEY privKey;
} TCM_STORE_ASYMKEY

SHULE
3l AR EiiiBa
TCM_PAYLOAD_TYPE payload TCM_PT_ASYM
TCM_SECRET usageAuth % 9 A A SR
TCM_SECRET migrationAuth B EREE
TCM_DIGEST pubDataDigest NABERE
TCM_STORE_PRIVKEY privKey FhEA B4R
A.8.8 TCM_STORE_SYMKEY
G5 5E 3L
typedef struct tdTCM_STORE_SYMKEY ¢{
TCM_PAYLOAD_TYPE payload;
TCM_SECRET usageAuth;
TCM_SECRET migrationAuth;
UINT16 size;
[size_is(size) ] BYTE » data;
} TCM_STORE_SYMKEY;
S
3T 1 ik
TCM_ALGORITHM_ID algld xR AR IR
TCM_ENC_SCHEME encScheme mEER
UINT16 size BERE
BYTE * data R
A.8.9 TCM_STORE_PRIVKEY
2552 3
typedef struct tdTCM_STORE_PRIVKEY {
UINT32 keylLength;
[size_is(keyLength)] BYTE * key;
} TCM_STORE_PRIVKEY;
ZHULH
3l HFR i
UINT32 keyLength MAKE
BYTE key FAA B
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A9 ZERBEN

A.9.1 TCM_CERTIFY_INFO

HitlE X

typedef struct tdTCM_CERTIFY_INFO{ TCM_STRUCT_VER version;
TCM_KEY_USAGE keyUsage;
TCM_KEY_FLAGS keyFlags;
TCM_AUTH_DATA_USAGE authDataUsage;
TCM_KEY_PARMS algorithmParms;
TCM_DIGEST pubkeyDigest;
TCM_NONCE data;
BOOL parentPCRStatus;
UINT32 PCRInfoSize;
[size_is(pcrInfoSize) ] BYTE * PCRInfo;

} TCM_CERTIFY_INFO;

SRR
g 31U 2R i P

TCM_STRUCT_VER Version ZF1
TCM_KEY_USAGE keyUsage FHB®E
TCM_KEY_FLAGS keyFlags FHRME ETUERSE
TCM_AUTH_DATA_USAGE | authDataUsage REFERNYEE
TCM_KEY_PARMS algorithmParms BBEH
TCM_DIGEST pubKeyDigest NAWHE
TCM_NONCE Data il SU G eS¢
BOOL parentPCRStatus FTRLXFHRT M PCREE
UINT32 PCRInfoSize PCR 15 B K fF
BYTE PCRInfo "PCR {5 &,

A.9.2 TCM_QUOTE_INFO

HEMIE X -
typedef struct tdTCM_QUOTE_INFO({
TCM_STRUCTURE_TAG tag;
BYTE fixed[4];
TCM_NONCE externalData;
TCM_PCR_INFO info;
} TCM_QUOTE_INFO;
SR .
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KR ZF A
TCM_STRUCTURE_TAG tag TCM_TAG_QUOTE_INFO
BYTE fixed & E“QUOT”
TCM_NONCE externalData 22 FHHEMAHESH
TCM_PCR_INFO info PCRIEA

A0 BHEWY
A.10.1 TCM_EK_BLOB
ZrE .
typedef struct tdTCM_EK_BLOB{
TCM_STRUCTURE_TAG tag;
TCM_EK_TYPE ekType;
UINT32 blobSize;
[size_is(blobSize)] byte * blob;
} TCM_EK_BLOB;
S

FR ‘ 2 EBo
TCM_STRUCTURE_TAG Tag TCM_TAG_EK_BLOB
TCM_EK_TYPE EkType R IR
UINT32 BlobSize EK B K EF
BYTE « Blob EK ##E#k

A.10.2 TCM_EK_BLOB_ACTIVATE

G5HE L

typedef struct tdTCM_EK_BLOB_ACTIVATE{
TCM_STRUCTURE_TAG tag:
TCM_SYMMETRIC_KEY sessionKey;
TCM_DIGEST idDigest;
TCM_PCR_INFO pcrinfo;

} TCM_EK_BLOB_ACTIVATE;

SEHA .

e 34 &K ik
TCM_STRUCTURE_TAG | Tag TCM_TAG_EK_BLOB_ACTIVATE
TCM_SYMMETRIC_KEY SessionKey CAFEHEMMHTELEER
TCM_DIGEST IdDigest TCM_PUBKEY &
TCM_PCR_INFO Pcrlnfo PCR{5 5
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A.10.3 TCM_EK_BLOB_AUTH

HiHE .

typedef struct tdTCM_EK_BLOB_AUTH{
TCM_STRUCTURE_TAG tag;
TCM_SECRET authValue;

} TCM_EK_BLOB_AUTH;

GM/T 0012—2012

S .

E¥i1) 2R 1R
TCM_STRUCTURE_TAG Tag TCM_TAG_EK_BLOB_AUTH
TCM_SECRET AuthValue EK ##5E

A.10.4 TCM_CHOSENID_HASH
SHH .

¥} A FR iR
BYTE [ ] IdentityLabel SHER
TCM_PUBKEY PrivacyCA CA B AABE

TCM_CHOSENID_HASH = SMa3(identityLabel || privacyCA)

A.10.5 TCM_IDENTITY_CONTENTS

e L.

typedef struct tdTCM_IDENTITY_CONTENTS {
TCM_STRUCT_VER ver;
UINT32 ordinal;
TCM_CHOSENID_HASH labelPrivCADigest;
TCM_PUBKEY identityPubKey;

} TCM_IDENTITY_CONTENTS;

SR '

ey K ik
TCM_STRUCT_VER Ver T 1
UINT32 Ordinal TCM_Makeldentity 45
TCM_CHOSENID_HASH LabelPrivCADigest BB EEMASMHE
TCM_PUBKEY IdentityPubKey PIK A48

A.10.6 TCM_IDENTITY_REQ

SHULH
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HR £ 7K i34
UINT32 AsymSize AsymBlob #1 ¥ F
UINT32 SymSize SymBlob K &
TCM_KEY_PARMS asymAlgorithm X HRBEESH
TCM_KEY_PARMS symAlgorithm MRELRSH

BYTE = AsymBlob JEXTFRMBEIE R, AIEH AN REAHITMENER
BYTE » SymBlob SFRINE RS K (TCM_IDENTITY_PROOF Z5#in % 848
A.10.7 TCM_PEK_REQ
SHE .
% &5 ik
UINT32 AsymSize AsymBlob #y &
UINT32 SymSize SymBlob f &
TCM_KEY_PARMS asymAlgorithm X RBE LS
TCM_KEY_PARMS symAlgorithm MRRE RS

BYTE = AsymBlob X FRMEBAE X T EF A A M REYRITINEN LG
BYTE * SymBlob

A.10.8 TCM_IDENTITY_PROOF

SN ERIER (TCM_PEK_PROOF % #1115 5042 )

g $i) Z R ik
TCM_STRUCT_VER Ver Z£F1 |
UINT32 LabelSize E& MRk E
UINT32 IdentityBindingSize B EERKE
UINT32 EndorsementSize EK iEH& &

TCM_PUBKEY IdentityKey I NG |
BYTE » LabelArea B HE MR [
BYTE % IdentityBinding TCM_IDENTITY_CONTENTS B &
BYTE = EndorsementCredential | EK iiF 45
A.10.9 TCM_PEK_PROOF

*H AP Ei: 3%
TCM_STRUCT_VER Ver %F1
UINT32 LabelSize FEHBINAKE
UINT32 EndorsementSize EK iE 6K E
TCM_KEY_PARMS IdentityKey PEK A&

BYTE » LabelArea & HHIRIR
BYTE * EndorsementCredential | EK {E$
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A.10.10 TCM_ASYM_CA_CONTENTS

GEHRE L
typedef struct tdTCM_ASYM_CA_CONTENTS{

TCM_SYMMETRIC_KEY sessionKey;

TCM_DIGEST idDigest;
} TCM_ASYM_CA_CONTENTS;

GM/T 0012—2012

S
AAY B R
TCM_SYMMETRIC_KEY SessionKey CA =M RESTEEH
TCM_DIGEST IdDigest TCM_PUBKEY =
A.10. 11 TCM_ASYM_CA_PEK_CONTENTS
HFiE X
typedef struct tdTCM_ASYM_CA_CONTENTS{
TCM_SYMMETRIC_KEY sessionKey;
} TCM_ASYM_CA_PEK_CONTENTS;
SEH
AAY 2w iR
TCM_SYMMETRIC_KEY SessionKey CAFAMMHSIETHA
A.10.12 TCM_SYM_CA_ATTESTATION
HE R EA 3R
UINT32 credSize ERSEEKE
TCM_KEY_PARMS algorithm BEEH
BYTE * credential SiE$H
AN EEEX
A.11.1 TCM _TRANSPORT_PUBLIC
SEMIE L .

typedef struct tdTCM_TRANSPORT_PUBLIC{

TCM_STRUCTURE_TAG

tag;

TCM_TRANSPORT_ATTRIBUTES transAttributes;
TCM_ALGORITHM_ID alglD;

TCM_ENC_SCHEME encScheme;

} TCM_TRANSPORT_PUBLIC
SHUH
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E:3i] AR iR
TCM_STRUCTURE_TAG Tag TCM_TAG_TRANSPORT_PUBLIC
TEM_TRANSPORTAT transAttributes ERSERY
TRIBUTES
TCM_ALGORITHM_ID Algld BHARIR
TCM_ENC_SCHEME - EncScheme mEER

A.11.2 TCM_TRANSPORT_INTERNAL

Githy 2 X
typedef struct tdTCM_TRANSPORT_INTERNAL({

TCM_STRUCTURE_TAG tag;
TCM_AUTHDATA authData;
TCM_TRANSPORT_PUBLIC tranPublic;
TCM_TRANSHANDLE transHandle;
TCM_NONCE transEven;

TCM_DIGEST transDigest;

} TCM_TRANSPORT_INTERNAL;

A.11.3 TCM_TRANSPORT_AUTH

typedef struct tdTCM_TRANSPORT_AUTH {

TCM_STRUCTURE_TAG tag;
TCM_AUTHDATA authData;

} TCM_TRANSPORT_AUTH;

A 12 G4

P

B

S K E H 32bit, R {# FK 16bit, {5 f 0x0800~0x081f,

A 13 ETx4H

A 13.1

TCM_CONTEXT_BLOB

L5 E X -
typedef struct tdTCM_CONTEXT_BLOB {

112

TCM_STRUCTURE_TAG tag;
TCM_RESOURCE_TYPE resourceType;
TCM_HANDLE handle;

BYTE[16] label;

UINT32 contextCount;

TCM_DIGEST integrityDigest;

UINT32 additionalSize;

[size_is(additionalSize) ] BYTE % additionalData;




GM/T 0012—2012

UINT32 sensitiveSize; 5
[ size_is(sensitiveSize) ] BYTE » sensitiveData;
}yTCM_CONTEXT_BLOB;

SR
g%l 2 ik
TCM_STRUCTURE_TAG tag R
TCM_RESOURCE_TYPE resourceType iRyl
TCM_HANDLE handle P IR A
. BYTE[16]] label ATRAERENRR
UINT32 contextCount | 01 L PXPTEBB A, QIR A HTF TCM_STANY_DATA =
contextCount
TCM_DIGEST integrityDigest | B MHE
UINT32 | additionalSize | J7 R B & X A5 B KD
BYTE additionalData | T B EHEXFER
UINT32 sensitiveSize BRI R BN
BYTE sensitiveData ERFHEERER

A.13.2 TCM_CONTEXT_SENSITIVE

ZEME X :
typedef struct tdTCM_CONTEXT_SENSITIVE ({
TCM_STRUCTURE_TAG tag;
TCM_NONCE coqtextNonce;
UINT32 internalSize;
[size_is(internalSize) ] BYTE * internalData;
} TCM_CONTEXT_SENSITIVE;

SHULH
A &R iR
TCM_STRUCTURE_TAG tag TCM_TAG_CONTEXT_SENSITIVE #Zig

BEMSE, MR EENE KEY, X ME% T TCM_STCLEAR_
TCM_NONCE contextNonce DATA —> contextNonceKey, & M| 2% F TCM_STANY_DATA —>

contextNonceSession

UINT32 internalSize A F X SUERBHE RN

BYTE internalData B USRS

A 14 FHREFHEN

A.14.1 TCM_NV_INDEX

TCM_NV_INDEX ¥ 32 fi{H
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3 2 1
1 0 9 8 7 6 5 4 32109876 5432109876543210
T P U D 1R 88 Purview &3
T TCM HI &R 1R 8 .
PRFEHIERIRE .,

URNFEHRPRE.
DX 1FEHWHZ Index BELKAEN.,
4> B B TCM_NV_INDEX

i1 5| & B
0xFFFFFFFF TCM_NV_INDEX_LOCK giﬁ:ﬁ?ﬁg@iﬁj@?m NV._DefincSpace 3 #
0x00000000 TCM_NV_INDEX0 ;2 ?;giﬁ;;ﬁ:;gfjj\iﬁ TEM-NV. WriteValue
0x0000F000 TCM_NV_INDEX_EKCert EK iF $
0x000111xx TCM_NV_INDEX_TSS 128745 TSM {# i
0x000112xx TCM_NV_INDEX_PC {R 88 4 PC Client fif ]
0x000113xx TCM_NV_INDEX_SERVER {68 4 Server {#
0x000114xx TCM_NV_INDEX_MOBILE 1% & £ mobile f# F
0x000115xx TCM_NV_INDEX_PERIPHERAL | {£ % # peripheral {& f
0x000116xx TCM_NV_INDEX_GPIO_xx R 8 25 GPIO f#

A.14.2 TCM_NV_ATTRIBUTES
it X .
typedef struct tdTCM_NV_ATTRIBUTES{
TCM_STRUCTURE_TAG tag;
UINT32 attributes;
} TCM_NV_ATTRIBUTES;
SHULHA
R 2 R
TCM_STRUCTURE_TAG Tag TCM_TAG_NV_ATTRIBUTES 41t
UINT32 attributes BHBE
BiEE
1 2R ik
31 TCM_NV_PER_READ_STCLEAR piI kTN 4
30: 19 Reserved e
18 TCM_NV_PER_AUTHREAD FEEB R
17 TCM_NV_PER_OWNERREAD Owner #1788 i
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F* (8D

fiL 2 TR iR
16 TCM_NV_PER_PPREAD P13 I35 BEAR A BE 1%
15 TCM_NV_PER_GLOBALLOCK £ RgitRic
14 TCM_NV_PER_WRITE_STCLEAR meE A s
13 TCM_NV_PER_WRITEDEFINE EFEXFRBEE—K
12 TCM_NV_PER_WRITEALL R NV 25 (a0
11:3 Reserved for write additions e .
2 TCM_NV_PER_AUTHWRITE FERNS#®E
1 TCM_NV_PER_OWNERWRITE Owner B A 8E
0 TCM_NV_PER_PPWRITE YRAG RS RE

A. 14,3 TCM_NV_DATA_PUBLIC

ZEEN .

typedef struct tdTCM_NV_DATA_PUBLIC {

TCM_STRUCTURE_TAG tag;
TCM_NV_INDEX nvIndex;

TCM_PCR_INFO pcrinfoRead;
TCM_PCR_INFO pcrlnfoWrite;

TCM_NV_ATTRIBUTES permission;

BOOL bReadSTClear;
BOOL bWriteSTClear;
BOOL bWriteDefine;
UINT32 dataSize;
} TCM_NV_DATA_PUBLIC;
SR

E B 2 iR

TCM_STRUCTURE_TAG tag TCM_TAG_NV_DATA_PUBLIC $7id

TCM_NV_INDEX nvindex NV #&35|

TCM_PCR_INFO pcrlnfoRead EREERM PCR{ER

TCM_PCR_INFO perlnfoWrite BEANENN PCRER

TCM_NV_ATTRIBUTES permission HAE NV 25 8 AR
TCM_ Startup (ST _Clear) ¥ -4 TRUE, ReadValue B

BOOL bReadSTClear artup (ST _Clear) % TR B ReadValue S
ReadValueAuth % FALSE, i ABIEKE RN O
TCM_Startup(ST_CLEAR) &% FALSE, WriteValue B

BOOL bWriteSTClear artapt st - # b2 WriteValue 5
# WriteValueAuth %% TRUE, i ABIERKE R O
TCM_ NV _DefineS i & FALSE, WriteVal ‘

BOOL bWriteDefine . efineSpace # % i WriteValue 805
TRUE. i ABEKERN O

UINT32 dataSize AR KN
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A.14.4 TCM_NV_DATA_SENSITIVE

ik X

typedef struct tdTCM_NV_DATA_SENSITIVE {
TCM_STRUCTURE_TAG tag;
TCM_NV_DATA_PUBLIC publnfo; -
TCM_AUTHDATA authValue;
[size_is(dataSize) ] BYTE * data;

} TCM_NV_DATA_SENSITIVE; .

SR
g3 Eg i i
TCM_STRUCTURE_TAG tag TCM_TAG_NV_DATA_SENSITIVE #&it!
TCM_NV_DATA_PUBLIC publnfo NV AFEE
TCM_AUTHDATA authValue NV 25 8] 82 A S48
BYTE data R

A.14.5 TCM_NV_DATA_AREA

TG N EBEE . WA S TCM_NV_DATA_PUBLIC.TCM_NV_DATA_SENSITIVE 7,

A. 15 Capability s

A.15.1 TCM_CAPABILITY_AREA
1 B FREHE ik
0x00000001 | TCM_CAP_ORD me 5 BEHEERER TCM S HiZEmd2
0x00000002 | TCM_CAP_ALG TCM_ALGORITHM_ID BEHEETR TCM X %8s
0x00000003 | TCM_CAP_PID TCM_PROTOCOL_ID B EHEFER TCM XHZ il
0x00000004 | TCM_CAP_FLAG
TCM_CAP_FLAG._
0x00000108 & Bl TCM_PERMANENT_FLAGS &4
PERMANENT ‘
TCM_CAP_FLAG '
0x00000109 - - i& [i] TCM_STCLEAR_FLAGS %#4
VOLATILE
0x00000006 | TCM_CAP_VERSION & B TCM M4 {E &
TCM_CAP_KEY_HAN- B E4H TCM B FEFEHOR, A G
0x00000007
DLE #% EK # SMK
TCM_CAP CHECK BEHE,.ZU TCM A RBHNELEHF
0x00000008 T - TCM_KEY_PARMS PHME R B NR, FH TCM BB B H
LOADED
W17
0x00000009 | TCM_CAP_SYM_MODE | TCM_SYM_MODE BEHERR I HREE
0x0000000C | TCM_CAP_KEY_STATUS | handle 1R 8] B 3R W% S0 % AU B Owner & i
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x (&
{8 B TR ik
0x0000000D | TCM_CAP_NV_LIST iR [B] NV &5[5F%
0x00000010 | TCM_CAP_MFR REEHEEXH TCMEA
B [@ TCM_NV_DATA_PUBLIC % #y
0x00000011 | TCM_CAP_NV_INDEX | TCM_NV_INDEX NVZ3|, B Z%3 X% TCM_CA_NV_
LIST # ,3& [@] TCM_BAD_INDEX
BEHE,%H TCM 1% TCM_Establish-
0x00000012 | TCM_CAP_TRANS_ALG TCM_ALGORITHM_ID Transport, TCM_ExecuteTransport i TCM
_ReleaseTransport H1 {3 i # & &
0x00000014 | TCM_CAP_HANDLE TCM_RESOURCE_TYPE | iR [B A BN a3E & T IE B 048 W
IRAE 38 & =W S R AP
0x00000015 | TCM_CAP_TRANS_ES | TCM_ENC_SCHEME HRME R ERH et &3 X R
SRR
TCM_CAP_AUTH_ fiRE R E N ERE AP S AEE /N
0x00000017 TCM_ALGORITHM_ID
ENCRYPT mEFRXERFEMER L
IRAE 3R B8] 3 8 TCM f* TCM_PCR_
TCM_CAP_SELECT._ fRE. EEAREY i
0x00000018 SIZE TCM_SELECT_SIZE SELECT —> sizeOfSelect #J repSize ¥ 5 45
B A
TCM_CAP_VERSION_ iR B TCM_CAP_VERSION_INFO g #&
0x0000001 A .
VAL E8

A.15.2 CAP_PROPERTY

i1 =43 it A
0x00000101 | TCM_CAP_PROP_PCR i& B 477 PCR %0 H
0x00000103 | TCM_CAP_PROP_MANUFACTURER | & [a %l @ {5 B
0x00000104 | TCM_CAP_PROP_KEYS 1B E A AR E
0x00000107 | TCM_CAP._PROP.MIN_COUNTER TR — R e B [ R AR R T B R BEY TR
B 18 4K 3
0x0000010A | TCM_CAP_PROP_AUTHSESS B E S ERSERE
0x0000010B | TCM_CAP_PROP_TRANSESS BB TR aiE i
0x0000010C | TCM_CAP_PROP_COUNTERS 1R B 3R R T R R
0x0000010D | TCM_CAP_PROP_MAX_AUTHSESS | i& [E TCM B #k & & K IZ &
0x0000010E | TCM_CAP_PROP_MAX_TRANSESS | i&[E TCM B mMZB &L EHLE
0x0000010F | TCM_CAP_PROP_MAX_COUNTERS | & [l /§ TCM_CreateCounter 6 #2195 X B H T 28 5 &
0x00000110 | TCM_CAP_PROP_MAX_KEYS BE TCM XM BAKE ., 88 R EK 8 SMK
0x00000111 | TCM_CAP_PROP_OWNER BB EZEY TCM 3812 Owner
0x00000112 | TCM_CAP_PROP_CONTEXT BETMREEFHLERE . REETEUE
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x® (8
& B Eiips
0x00000113 | TCM_CAP_PROP_MAX_CONTEXT | BEHZKXMTIEENSIERE
0x00000116 | TCM_CAP_PROP_STARTUP_EFFECT | i%[E TCM_STARTUP_EFFECTS % )
0x0000011B | TCM_CAP_PROP_CONTEXT_DIST iR 8] context count {H i) & K IE B
R B AT & . TREAE ERSE. £1i5,
0X0000011D | TCM_CAP_PROP_SESSIONS fé AT HeEgR AEREASE. RASE BHEE
% AH BE R 55 ok A
\})f( . A i Y % A i ~ d A p N
0x0000011E | TCM_CAP_PROP_MAX_SESSIONS :E ERNBALEUE ARRMLE HREE. B
=
0x000001220 | TCM_CAP_PROP_DURATION B E S PATEE L, T UChK R E S
0x00000122 | TCM_CAP_PROP_ACTIVE_COUNTER | i& [6 24 & %48 1D
TCM_CAP_PROP_MAX_NV_AVAIL- | . )
0x00000123 ABLE iR [8] NV B K w] 43 B 5 25 [8] , 1218 Bl 37 38 202
0x00000124 | TCM_CAP_PROP_INPUT_BUFFER 1R [A] TCM 5 A 8 vp X ) K/

A.15.3 TCM_CAPABILITY_AREA

& ¥4 FE&H ik
TCM _ PERMANENT _ FLAGS | i# 8 TCM _PERMANENT _
0x00000001 TCM_SET_PERM_FLAGS -
structure FLAGS g BE
TCM _ PERMANENT _ DATA | % & TCM _ PERMANENT _
0x00000002 | TCM_SET_PERM_DATA
structure DATA 55 i
TCM_STCLEAR_FLAGS struc- | ## 8 TCM _ STCLEAR _
0x00000003 | TCM_SET_STCLEAR_FLAGS . )
ture FLAGS F g4
TCM_STCLEAR_DATA struc- | % TCM_STCLEAR_DATA
0x00000004 TCM_SET_STCLEAR_DATA
ture ':F %ﬁ%
#E TCM_STANY_FLAGS
0x00000005 TCM_SET_STANY_FLAGS TCM_STANY_FLAGS structure
o ‘
#wE TCM_STANY _DATA
0x00000006 TCM_SET_STANY_DATA TCM_STANY_DATA structure
B4
0x00000007 | TCM_SET_VENDOR Vendor specific ITHEEX
A.15.4 SetCapability FE &
A.15.4.1 TCM_PERMANENT_FLAGS
F%iR SubCap {8 0x00000000+ wE WERK 1TARR
TCM_OwnerSetDisable
+1 TCM_PF_DISABLE Y A EREYERG TCM_PhysicalEnable
TCM_PhysicalDisable
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x® &
F73R SubCap {H 0x00000000+ wE WER T HEE
LB, BEPATOIEN B & MR E,
+2 TCM_PF_OWNERSHIP Y = e i ) L TCM_SetOwnerlnstall

TCM 0k 2% 5048 FA A 2R B 4 R
FHA, F 7 AT
TCM £ i 2R £ 7

+3 TCM_PF_DEACTIVATED Y TCM_PhysicalSetDeactivated

B F & H#N

TCM TR a3k AR REE A
HMEERNR. RRERENA. RF
Y ForceClear B ERER EB ZE B . TCM_DisableOwnerClear
TCM TR ER L E AR R A

+4 TCM_PF_READPUBEK Y

+5 TCM_PF_DISABLEOWNER-
CLEAR

+6 TCM_PF_PHYSICALPRES-

N
ENCELIFETIMELOCK
+7 TCM_PF_PHYSICALPRES- N
ENCEHWENABLE ‘
+8 TCM_PF_PHYSICALPRES- N
I
ENCECMDENABLE
-+9 TCM_PF_CEKPUSED N
+10 TCM_PF_TCMPOST N
+11 TCM_PF_TCMPOSTLOCK | N
+12 TCM_PF_OPERATOR N
413 TCM_PF_ENABLEREVO- N
KEEK
414 TCM_PF_NV_LOCKED N

+ 15 TCM _ PF _ TCMESTAB-

LISHED Y Locality 3 5 locality 4, {XEE# & J 1B

+16 TCM_PF_WRITEEKCERT-
LOCK

A.15.4.2 TCM_PERMANENT_DATA

#5718 SubCap fH 0x00000000+ wE & R TRk
+1 TCM_PD_REVMAJOR

+2 TCM_PD_REVMINOR
+3 TCM_PD_TCMPROOQOF

z

+4TCM_PD_EKRESET

+5 TCM_PD_OWNERAUTH

+6 TCM_PD_OPERATORAUTH
+7 TCM_PD_ENDORSEMENTKEY
+8 TCM_PD_SMK

Z|Z|z|=z
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® (80

#RiR SubCap {8 0x000000004

wE

i E R

k3

+9 TCM_PD_DELEGATEKEY

+10 TCM_PD_CONTEXTKEY

+11 TCM_PD_AUDITMONOTONICCOUNTER

+12 TCM_PD_MONOTONICCOUNTER

+13 TCM_PD_PCRATTRIB

414 TCM_PD_ORDINALAUDITSTATUS

+15 TCM_PD_RNGSTATE

+16 TCM_PD_FAMILYTABLE

+17 TCM_DELEGATETABLE

418 TCM_PD_EKRESET

+19 TCM_PD_MAXNVBUFSIZE

+20 TCM_PD_LASTFAMILYID

+21 TCM_PD_NOOWNERNVWRITE

ZlzZz2|z|z|2Z2|z|(z|Z2|Z2|z2|Z2|2|Z

A.15.4.3 TCM_STCLEAR_FLAGS

F5 R SubCap {H 0x00000000+ e

o E PR

3 R 3k 8

+1 TCM_SF_DEACTIVATED N

+2 TCM_SF_DISABLEFORCECLEAR Y

TCM Foak# A sk AR R
i, RERENE

TCM_DisableForceClear

+3 TCM_SF_PHYSICALPRESENCE N

+-4 TCM_SF_PHYSICALPRESENCELOCK | N

+5 TCM_SF_BGLOBALLOCK N

A.15.4.4 TCM_STCLEAR_DATA

#71% SubCap {& r 0x000000004 ®RE

BB R

7 3 K W

+1 TCM_SD_CONTEXTNONCEKEY

+2 TCM_SD_COUNTID

+3 TCM_SD_OWNERREFERENCE

+4 TCM_SD_DISABLERESETLOCK

+5 TCM_SD_PCR

Zl|z|z|2Z2z]| 2z

+ 6TCM _SD_DEFERREDPHYSICALPR-
ESENCE

REEFHYERGNERENE.
2T A PR AD B B2 B A B

TCM_SetCapability
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A.15.4.5 TCM_STANY_FLAGS

FR1R SubCap {8 0x00000000+ WE 1 B B ik 3
+1 TCM_AF_POSTINITIALISE

+2 TCM_AF_LOCALITYMODIFIER

+3 TCM_AF_TRANSPORTEXCLUSIVE | N

+4 TCM_AF_TOSPRESENT Y Locality 3 5 Locality4, & ﬁwﬁ%%ﬁ_"
TCM 2 % sk 3 % 3% IR =B R BB AT

A.15.4.6 TCM_STANY_DATA
F%R SubCap { 0x00000000+ BE RE R TARR

+1 TCM_AD_CONTEXTNONCESESSION | N

+2 TCM_AD_AUDITDIGEST N

+3 TCM_AD_CURRENTTICKS N

+4 TCM_AD_CONTEXTCOUNT N

+5 TCM_AD_CONTEXTLIST N

+6 TCM_AD_SESSIONS N

A.15.5 TCM_CAP_VERSION_INFO

it 3L
typedef struct tdTCM_CAP_VERSION_INFO {
TCM_STRUCTURE_TAG tag;
TCM_VERSION version;
UINT16 specLevel;
BYTE errataRev;
BYTE TCMVendorID[4];
UINT16 vendorSpecificSize;
[ size_is(vendorSpecificSize) ] BYTE * vendorSpecific;
} TCM_CAP_VERSION_INFO;

RH 2R B
TCM_STRUCTURE_TAG tag TCM_TAG_CAP_VERSION_INFO #5id
TCM_VERSION version F A
UINT16 specLevel SRS RR A
TCM_VERSION_BYTE errataRev BT A
TCM_STRUCTURE_TAG tag ' TCM_TAG_CAP_VERSION_INFO #5ig
BYTE TCMVendorID T# ID
UINT16 vendorSpecificSize IR ER B RN
BYTE * vendorSpecific THRERER
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A 16 BR[EIFBE X

TR,

TCM A AFpLRRIAR EIFS, —Fh R A BRERTD, WA E B LMK, TCM_SUCCESS(00000000) %
APATH Y. KRB H A 2. TCM E X B4y 42 12 (00000001 ~ 000003FF) , 44 [ 7 & X B A 48 18
(00000400~ 000007FF) , TCM & S 3k B 6 48 1% (00000800 ~ 00000BFF) , {1t 7 B i X B9 JE B Ar bt iR

(00000C00~00000FFF)
iR .
D H—A 4 EAR AR FE &R K TCM 620K B4 LR B L F =45 E .

a) tag (2 bytes,fixed at TCM_TAG_RSP_COMMAND)
b) paramSize (4 bytes,fixed at 10)
¢) returnCode (4 bytes,never TCM_SUCCESS)

2) B RM, TCM LR B 4 % B 45 R85, BN, TCM 7 & @ TCM_SUCCESS, 40
RTCM PUT—HK LA FEE—-MERRE, ENZVAZGOHENERERESHIREL
435 L B B B B R ED
) —ABAMEBERIEHENENEEHESTE. ERGREUARE BELENREHLSE
Kt . :
4) —MTERLHBEARMASI BT ZGSHNERLSIE TN, FIAAEREYZAEKSH
TCM A H# AKRBBER (AR LW, %) :
5) R[EIFSEE AT EMER. R EHSE LR TCM MLTE RE A9 B BT E LAY .
A.16.1 Mask S ¥4 88
5 & .
TCM_BASE 0x00000000 TCM & [ 73 #2 #4
TCM_SUCCESS TCM_BASE BERITR
TCM_VENDOR_ERROR 0x00000400 L FE N BEEDY
TCM_NON_FATAL 0x00000800 e dr R WAL IR B

A 16.2 TCM BEXHE @ RIEEIRD

B =1 ik

' TCM_AUTHFAIL TCM_BASE+1 B
TCM_BADINDEX TCM_BASE+2 #51@ PCR 2% HMhF A HBHRIIER
TCM_BAD_PARAMETER TCM_BASE+3 —ANEEEEZNSEER
TCM_AUDITFAILURE TCM_BASE+4 BAEIEHERERF T HRIERK
TCM_CLEAR_DISABLED TCM_BASE+5 Clear disable $RiRfI 8% B
TCM_DEACTIVATED TCM_BASE+56 TCM 4 F TR HE =,
TCM_DISABLED TCM_BASE+7 | TCM 4 F2 R
TCM_DISABLED_CMD TCM_BASE+8 Hirfr &8 A

122



GM/T 0012—2012

Fz (8D

2% & i
TCM_FAIL TCM_BASE+9 BRI
TCM_BAD_ORDINAL TCM_BASE+10 | AR H R E LK & 771
TCM_INSTALL_DISABLED TCM_BASE+11 | BENAMENHERN
TCM_INVALID_KEYHANDLE TCM_BASE+12 | %40 A BE 8 AR i
TCM_KEYNOTFOUND TCM_BASE+13 | 4% H TR EH
TCM_INAPPROPRIATE_ENC TCM_BASE+14 | FREH:Z M9 sEmg
TCM_MIGRATEFAIL TCM_BASE+15 | TR EBEK

TCM_INVALID_PCR_INFO

TCM_BASE-+16

PCR {5 B RE B 1%

TCM_NOSPACE

TCM_BASE+17

BA R 6 2 (B 02

TCM_NOSMK TCM_BASE+18 | &4 %% SMK

TCM_NOTSEALED_BLOB TCM_BASE+19 | @ $E e B s £3% TCM 7 4 8 0 5 5 st
TCM_OWNER_SET TCM_BASE+20 | FFHECE&HE

TCM_RESOURCES TCM_BASE+21 | TCM &% &% 9 /3 38 % I AT H R B4k
TCM_SHORTRANDOM TCM_BASE+22 | BNLFH R KE

TCM_SIZE

TCM_BASE+23

TCM %A BB = H AT HRIE

TCM_WRONGPCRVAL

TCM_BASE+24

{# FAf PCR {15 TCM %457 PCR & RIGH

TCM_BAD_PARAM_SIZE

TCM_BASE+25

4 H paramSize S ¥4 i%

TCM_SM3_THREAD

TCM_BASE+26

EH SM3 &R

TCM_SM3_ERROR

TCM_BASE+27

SM3 £72 ISR, A REE IR

TCM_FAILEDSELFTEST

TCM_BASE+28

BRI R M, TCM XA

TCM_AUTH2FAIL

TCM_BASE+29

2 A EARUE Y

TCM_BADTAG

TCM_BASE+30

4 Tag ZHAHIR

TCM_IOERROR

TCM_BASE+31

EH(= 84 TCM Bt &4 1/0 412

TCM_ENCRYPT_ERROR TCM_BASE+32 SN it 2 1 B fa) B
TCM_DECRYPT_ERROR TCM_BASE-+33 RE IR RIS
TCM_INVALID_AUTHHANDLE TCM_BASE+ 34 1 F T3 A

TCM_NO_ENDORSEMENT

TCM_BASE+35

TCM & E &% EK

TCM_INVALID_KEYUSAGE

TCM_BASE+36

T8 fHFH Key A

TCM_WRONG_ENTITYTYPE

TCM_BASE+37

AR AR LIHEIER

TCM_INVALID_POSTINIT

TCM_BASE+38

TCM_Init 4 G R ETHRNGLFI . G844 H
TCM_Startup

TCM_INAPPROPRIATE_SIG

TCM_BASE+39

EZPEAELE DERFR

TCM_BAD_KEY_PROPERTY

TCM_BASE+40

TCM ) TCM_KEY_PARM &R X #HixEHEME

TCM_BAD_MIGRATION

TCM_BASE+41

FEATB B IR

123



GM/T 0012—2012

x (8D

AR

18

g

TCM_BAD_SCHEME

TCM_BASE+42

FHINE L BE IE R AR

TCM_BAD_DATASIZE

TCM_BASE+-43

MK M B KD — B E A R TR

TCM_BAD_MODE

TCM_BASE+44

SHEARER

TCM_BAD_PRESENCE

TCM_BASE+45

physicalPresence &, physicalPresenceLock {3 7 7E &% 1%

H{E
TCM_BAD_VERSION TCM_BASE+46 | TCM REEHATA EMAMEEH
TCM_NO_WRAP_TRANSPORT TCM_BASE+47 | TCM A A ¥ EFEHS1E

TCM_ AUDITFAIL
FUL

UNSUCCESS-

TCM_BASE+-48

B BAR R, 5 S & HE AR B4R

TCM_AUDITFAIL_SUCCESSFUL

TCM_BASE+49

B BRAE T JE A4 R B R

TCM_NOTRESETABLE

TCM_BASE+50

ZREBAESEBEMLM PCR FHER

TCM_NOTLOCAL

TCM_BASE+51

2R E BRI YA Locality T A] & B 19 PCR 7758

TCM_BAD_TYPE

TCM_BASE+52

HIRMRBIRR

TCM_INVALID_RESOURCE

TCM_BASE+53

W& RAFH LT X5 S50 R ER— 5

TCM_NO_NV_PERMISSION

TCM_BASE+56

i PR M A B AE NV 0 B AUR 1

TCM_REQUIRES_SIGN

TCM_BASE+57

BREFEELAMS

TCM_AREA_LOCKED

TCM_BASE+60

NV # 81, N EEPATE bk

TCM_BAD_LOCALITY

TCM_BASE+61

AT Locality RN EEATIZR1E

TCM_READ_ONLY

TCM_BASE+62

NV Rfigi%

TCM_PER_NOWRITE

TCM_BASE+63

LH NV RS

TCM_WRITE_LOCKED

TCM_BASE+65

NV E#AEC TR, A ERATE 51

TCM_BAD_ATTRIBUTES TCM_BASE+66 | NV [X 3/ it w 3¢
TCM_INVALID_STRUCTURE TCM_BASE+67 | 4i#1 tag i version 3 35 % A IC &2
TCM_BAD_COUNTER TCM_BASE+69 | a8 a4 %
TCM_NOT_FULLWRITE TCM_BASE+70 | B#:4ER 5% ®

TCM_CONTEXT_GAP

TCM_BASE+71

BR8£S BRR R

TCM_MAXNVWRITES

TCM_BASE+72

B T RAFAENRERE NV FRH

TCM_NOOPERATOR TCM_BASE+73 | BH & BRIEL FZREIE
TCM_RESOURCEMISSING TCM_BASE+74 | EFXIBEMFHE R

TCM_TRANSPORT_NOTEXCLU-
SIVE

TCM_BASE+78

A i 2 FEHRSME 2R SN IAT

TCM_BAD_HANDLE TCM_BASE-+88 | §&i2 a4/ 4%
TCM_BADCONTEXT TCM_BASE+90 | T3t T XX
TCM_TOOMANYCONTEXTS TCM_BASE-+91 | REMN L TFXHBiT TCM &

TCM_MA_TICKET_SIGNATURE

TCM_BASE+92

e 228 AT
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* (

2 =1 iR
TCM_MA_DESTINATION TCM_BASE+93 | iE# B AR K BEA
TCM_MA_SOURCE TCM_BASE+94 | #TBEIERIEHR
TCM_MA_AUTHORITY TCM_BASE+95 | AIEHKEBREMN
TCM_PERMANENTEK TCM_BASE+97 | 23 S A4 EK
TCM_BAD_SIGNATURE TCM_BASE+98 | &% 4

TCM_NOCONTEXTSPACE

TCM_BASE+99

LTI RSBA R

A.16.3 TCM E X HIEHMEIR

A

18

P

TCM_RETRY

TCM_BASE+TCM_NON_FATAL

&
TCM XA, A~ i 37 B Wi 5 3% Ay & » & A 4 7 LA
i o B AE

TCM_NEEDS_SELFTEST 41

TCM_BASE+ TCM_NON_FATAL |

TCM_ContinueSelf Test B H iz 17

TCM_DOING_SELFTEST 42

TCM_BASE 4 TCM_NON_FATAL

LA AT RE B A B R SR 4, TCML IE1E
47 TCM_ContinueSelf Test A4 il 1% % 17

TCM_DEFEND_LOCK_
RUNNING +3

TCM_BASE+ TCM_NON_FATAL

TCM 4 F 5 4 T iy 91 R JE i 30

A 17 #&iF

TCM W #6 FA M SR 4540 . A SRS %) e BT 5.
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(1] http://www. trustedcomputinggroup. org/home

[2] TCG TPM Specification Version 1. 2 Revision 94

[3] TCG Specification Architecture QOverview Specification Revision 1, 4

(4] FIPS PUB 198, The Keyed-Hash Message Authentication Code (HMAO)
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