ICS 35. 040
L 80
HRS:38311—2013

ch 4 A B 3£ 70 [ B A5 1T Al bR A

7N

- GM/T 0013—2012

AEE AR
R & M S5

Trusted computing—Trusted cryptography module interface compliance

2012-11-22 % % 2012-11-22 £ 1

EXEEEER % %




GM/T 0013—2012

5E Sl

2 HITEMEB] RSO vevvevereereosornsneee e et et eaete e et et et eeaes e eh s be e e se s st e e aen e
3 JRIBFIGE L werverrrnreennesmneremeann sesnent ees teeat et e et s e e he e eee b e e hs s tee et s aee e e ees
4 AEEBEREOFS N

TR T 3 OO

5 MYHKBIXER -

BHhmeE -
RERFHFLSE -

B SE -

TCM THEHEXREMRLSE
Owner HHH4SE -
BHEEHEMSE
i@ﬂﬁ‘é‘ﬂnpv%
EHRFRERTLE -
BITHREHEGSE
Wit e -

B e d 4

WSS AASE. -
TCM B HBEGG A SEE -ovvrerrermr oot it
B - K O P S
BB R B &
BT BT v e e e e s
%fﬂy}ﬁuu?% et eae eee e aes teaneneesaensaneatant ane aesans ane bt es ee sestonoaneaeane buebes ts ot eteton s
%E%Eﬁ%pp?%
R EmYE

B aLE -

23 FEMEBEFFHEHEMSE -

6 [mEmS-
6.1 TCM_Startup

—_— =

W o0 N O U s W NN =

— =
= O

DN DN e e b ke e e e

= O O 0 NN O Ul W

— = e :

o= O O W W W 000NN NN NN OOy OO WY N

[\
[N~}
—
=

i
oo
—
DN DN

f—
[\




GM/T 0013—2012

© 0 NN O Ut oW N

6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6.
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
I

bR R B R W W W W W W W W W NN DD DN NN DN DY e e e = e e e
=W NN = O O 00NN U R WD O WO R W N H O W NN RN O

TCM_SelfTestFull
TCM_ContinueSelf Test
TCM_GetTestResult
TCM_SetOwnerlnstall
TCM_OwnerSetDisable
TCM_PhysicalEnable

TCM_PhysicalSetDeactivated
TCM_TakeOwnership

TCM_ForceClear

TCM_DisableForceClear
TCM_GetCapability
TCM_SetCapability

TCM_NV_ReadValue
TCM_FlushSpecific
TCM_GetAuditDigest
TCM_GetAuditDigestSigned
TCM_SetOrdinalAuditStatus
TCM_GetTicks
TCM_TickStampBlob

TCM_Makeldentity
TCM_ActivatePEKCert
TCM_ActivatePEK
TCM_Seal
TCM_Unseal
TCM_CreateWrapKey
TCM_LoadKey
TCM_GetPubKey

TCM_CertifyKey

TCM_CreateMigratedBlob

< 13
- 13
- 14
- 14
- 15
- 16
TCM_PhysicalDisable «+«eeeeeererueimtiiimiiiniiiii i et e e
TCM_SetTempDeactivated -+« sreereteetetmsmmumit ettt tre tes it et aee s aenaessee e
- 18
- 18
TOM_OWRELCLEAT v+ ervevrrnenenrsaerrenaunanstites aetet ittt ieiee tes veeentaisbeaseses sostas b s oeeoa
- 23
TCM_DisableQOWnerClLear <+« e reerrresereareseetuiearetiirserteisaresetineeesrmninstrtaisieren e
- 25
- 25
- 26
TOM_ResetLock Valte «r«rrevereesoerreetmnmimunstmtamnaititeeseeseatnin s oseseetenverein e cee seevas
TCM_ChangeAuth s+ eeeee ettt tnt ittt it ettt e e e e
TCM_Change AuthOWRer =+« ee e rerereiiimii ittt it ettt et et et eee s
TCM_NV_DefineSpace «+-«««re+essrreretretetittiitiie ittt ittt et e tee e et e
TOM_NV_WriteValie «eeeeeeeeraearerreenetuiotietansare it iisins eeevenves bt e eeesatvan s e
- 35
- 36
- 37
- 38
- 40
- 41
- 42
TCM_ReadPubEK -+ et erssetttntetmtttointaitiieaneutns retseeeaniiesesstnansorssinesseninsteesnsses
TCM_OwnerReadInternalPub «osereeeeersereasoesentnmearsiieierertiieies et oot venesorinsinssnnans
- 46
- 49
- 51
.r 63
- 56
- 59
- 61
- 64
TCOM_WrapKey «ee o eee e ettt it it i e et ettt e e e e
- 69
TCM_AuthorizeMigrationkK ey «++«r« s s eeeaeremtteeiiit ittt et e aee s
- 71
TCM_ConvertMigratedBlob

17

17

21

23

27
28
30
32
34

43
44

65

70

74



.45
.46
.47
.48
49
50
51
.52
.53
.54
.55
.56
. 57
.58
.59

TCM_SM3Start «reereeeeesseeennseesseeansene

TCOM_SMB3UPpdate ««+«eteeeeesvrereetesniniottttinien i et e st et st st et st s b s s e
TCM_SM3Complete «eeerererrrerereesemmiimiiiiieneees
TCM_SM3CompleteEXtend «+ssessessrcesstssusertinsies s torintie sttt e

TCM_Sign

TCOM_SMAERCIYPt #e+eeeeeevrerereesrmstenantrn i e se et et st et sttt
TCM_SM4Decrypt
TOM_SM2DECIypt +++cvteveseeveearsarenestnetetinmtesin e te e e e st setsn st st st ee e
TCM_GetRandom --

TCOM_APCILEAte +reerereerssre s sasssstesunnaesunnansitsensree e eee s eesnnneesnunes

TCM_APTerminate

TOM_ERLENA  +++ v vreeeemenennsmnmntteromnunttes ittt ettt trtees et ees s bt e e s r et ses st ses e aan s
TCM_PCRREAA «ee e eeeereeeennnteenmnenetie ettt i sttt st et ses et s bt e bbs s bes s e e e

TCM_Quote
TCM_PCR_Reset

7.1 TCM_SaveState
7.2 TCM_SaveContext
7.3 TCM_LoadContext
7.4 TCM_FiledUpgrade

GM/T 0013—2012

77
e 78
weees 79
- 79

- 80

. 82
84
ves 86
- 88
- 89
- 90
91
92
. 93
. 95
. 96
. 96
- 96
- 99
- 101

102



GM/T 0013—2012

il

]

KRS GB/T 1.1—2009 4 H ¥R & ,

BEEEAXHEMRLEANRAEREERER. zti)tﬁﬂﬁkiﬁﬂmﬂ*ﬁ@ﬂﬁ%u:zﬂﬁ?ﬂﬂ@mE

iR EREBEHEBRHEFIED,

AR AN P EBZERRGHRN ERBEAR RO ARA A BAEERA R I’Uiﬂxdﬁ?ﬁ
Roar duefE BRI K.

AGEFREEN . BF RN EED. %JJ@%@ BREXE . THEHR. %MT X ZER K
EF A FER.



GM/T 0013—2012

5

it

Al {51
GM/T 0011201 A1 E FAEFBXETLEIESEOME ATHESREMAXTFETHE® &
TSR, RIE= R 2ZE MR A,

HTHFRETVEHEHERWERE,GM/T 0012—2012¢ A/ {EHE W{EFEEREOMTEIM
FERMMA. R, SET BAEZH 7SS R IEAR AT 888 BT 2 5, B s 0 M 56 7= S il 1T 52 B

FIRENY R EBREMAXAR, ERE XA REM L



GM/T 0013—2012

CHEHE AR D
AR S

1 EH

AFRMELL GM/T 0011—2012( Al HE  AEHBLHFEIBSHEONL) HERM, EXTTH
B RDAEHRA A W 5 R B, I SR A IR Ty S RG4S .

FiEREATUEEEERANFEHNR AR KZ2ERE. THEEBERNZSER
I 75 B 1% TR LA A SR ML TSR AT .

2 MEMSIAXH

THISCHR FASCGH RN FARBAT A, LT B K5 HEE . 0F B RAERTAX
. FLEARE M5 EIE, REHIRA (BEIANBRE ERTAXH.

GB/T 5271.8—2001 fFEHAR WL H8My . K& :

GB/T 16264.8—2005 fFEHEAR FHRAZEE HFX FIWI:AYMBEHIEPESR

GB 17859—1999 HHEMEERE RLMRIPEFELHI 3 HEN

GB/T 18336(FiBE#4) FEEAR ZTLEHEAR FRERZ2VEEEN

GM/T 0002—2012 SM4 /¢ FEBE %

GM/T 0003—2012(Fr A #4r) SM2 MBI & A A EBE L

GM/T 0004—2012 SM3 %Hid 4k & ok

GM/T 0011—2012 H[f5it8® FIEHEBEXETFEINESEOAE

GM/T 0012—2012 WfEiHE F{EHEEREOME

3 REBEMEX

FERERE ERFA.
3.1 .
" AEIEFESE  trusted computing platform
HWEETERSEY  ATZHAETEDREHNXERS.
3.2

A EZMIEB  trusted cryptography medule; TCM

AEHEFENEGESE, A FEITE LA REELEEIR, RAZRIFHVFHESE.
3.3

FELEBEFFERS platform configuration register; PCR

A EBERNBATHAEFETBHERERNFRHETT,
3.4 '

TCM £ %48 TCM endorsement key; EK

AE H SR IEFER .



GM/T 0013—2012

3.5

FHEEE storage master key;SMK

ATFHRPFEEHEFNEFEHNEZ.
3.6

HEFREFRYAESWIFE  hash-based message authentication mode; HMAC

APRER A GM/T 0004—2012 LTEHRHEA SM3 e B B kA RIE B RIES,
3.7

1L  authorization pretocol; AP

RN LRI TR,
3.8

FHHE  byte stream

— N FHREEUFTERN MR, BIETHEATASHER, ANEE XFER., FHHIR
FHEBAEDG A LB THIN ., 21 HI—-DFHRROA.88 040 FW,. RATA#EHNERTR,
00 RARHE—~NFW,08 BREg—1TFY.

R1 FHRRG

T ' . fA

Description #1 00 01 _02 03

04 05

Description #2 : ' ’ © |-06 07 08

EZMT(&B'JE‘?%‘WJ%EF BRAE S \ﬁémhuﬁ‘?ﬁﬂ(owi%h&%ﬂﬂeﬁﬁ BHE R AE R, Oxff
w255 MAE— s,

4 TETEBEREZEOFSENIK

4.1 HEik

FRHE GM/T 0011.GM/T 0012 & X T A {5 AR (TCM) iR+, IS HmERE 044N
REZERMRARRA WA RTEHBERERMERFNLS S GM/T 0011 #— B, B 173X 2 7]
EEBES ™ B E MR T BB A4 R, 51 T X 0064 7 58258 of 034 1 8
TR, RIESBFRHFLNSERR SURMUREEITEREHN -8, 5T HHLNGSURE
HE TS 2B A 2 7 50 300 ey 04 i B R O SR B A S A TR . AR AU TR TS DA B
5GM/T 0011 WM&, ﬁﬁ%)&ﬁwI&rﬂjﬁﬁﬂeﬁf&‘ﬁ{ﬂriﬁﬁ%ﬁﬁ%ﬂém{%?“unB’JHA& ¥
ARBMIEHXF TCM it 5HREERS.

AR R AR ML TCM FF-& M I 320 00 B0 30 3 s A A 6, Hp 3 R A 2 93k B AR #EGM/T 0011,
HTaSRASEMTERENU KX TCM AE M BEYLLEE  #5 m T 5175064 MR, B i A 4R
RN EUAFS%.

ISR TR AR M AE— AU TCM 7= & B84 24 TCM &b Fix AN A, 3 8 TCM
A FWECRAE . WHIRRBSER

a) & TCM Bl P REES T TCM WHEMEERE MR W RERBE X WA,

b) TCM RMASRUEE LI R RRBFAHELN TCM FREEAT R R G,

2



GM/T 0013—2012

o X TCM & TR AR RE, BARMIEREIER TCM & TR &R E .
1) TCM ] D@ ) R E B LG R 2 HEIESR .

2) BHMLEA .
— RN REFEE.
—EE# EK.
4.2 BEME

ARESR TR 1 B A XA 22w R — sl X S EE AR, T UG —ERFEH. A
MFIRERE NG — . THIREMER A TE MR EPRTFLTE TCM a2 6+,

4.2.1 ®4B
JEXTFRESH : TCM K GM/T 0003—2012 #1752 4 i SM2_ EXMHREHBE L, ARBEFEAHUT

4 M4 SM2 EH.
keyA: EEATHALSHMERIE, MEM A MBEHSBRIELU L SM2 B EHRE.
MR AR SM2 EXT R

keyB: &2 %4, FEHHLELZEHE. : TCM_Makeldentity fyd 7= 4,

keyC. HEHH, FER R B MMEEEIE. B TCM AEF= 4,

keyD: EBEH, TEATEBMELMMR., 1 TCM A=A,

Xt FRE4A : TCM SR GM/T 0002-—2012 $LTE 346 SM4 MR BB . AERAT -6
&1y SM4 4.

keyE: I F 34T SM4 Iif@ & #:4E. B TCM =4,

H4h,7E TCM 1, SMK £ —4 SM4 %41, & B B E /54 : 40 00 00 00,

R2~FRAWRT ERFEHWEEEE AERLURI B ANEIME.

®2 EBHER
EHE EHMERRER BRI FLR RN EB B PCR{ER
242 (keyUsage) (authDataUsage) (usageAuth) | (migrationAuth) | (pcrlnfoSize)
keyA |TCM_SM2KEY_BIND TCM_AUTH_ALWAYS |KEYAUTH KEYAUTH 0
keyB |TCM_SM2KEY_IDENTITY |TCM_AUTH_NEVER KEYAUTH KEYAUTH 0
keyC |TCM_SM2KEY_STORAGE |TCM_AUTH_ALWAYS |KEYAUTH KEYAUTH 0
keyD |TCM_SMZKEY_STORAGE |TCM_AUTH_ALWAYS [KEYAUTH KEYAUTH 0
keyE |TCM_SM4KEY_BIND TCM_AUTH_ALWAYS |KEYAUTH KEYAUTH 0
®3 WHAEA
EHRRESA % M
keyA TCM_GetPubKey.TCM_SaveContext , TCM_LoadContext, TCM_FlushSpecific, TCM_EccDecrypt
keyB ’ TCM_GetAuditDigestSigned , TCM_Quote , TCM_Sign, TCM_TickStampBlob
keyC TCM_Seal , TCM_Unseal
keyD TCM_AuthorizeMigrationKey , TCM_CreateMigratedBlob, TCM_ConvertMigratedBlob
keyE TCM_SM4Encrypt. TCM_SM4Decrypt




GM/T 0013—2012

R4 keyARFRHARR

FHRE FHE
04 35 DE E8 1F 15 32 18 F1 A4 96 CD 10 30 FA BF E6 AB 50 D3 E7 B3 C1 DA 3E
keyA 4 3599 BD FF 27 C3 2F 3D 07 2C D1 E3 72 CD 31 85 55 B3 46 E9 FE E9 4E 5C 1F

B8 E1 4F 76 C4 78 1F F9 EA 13 12 26 47 8A 72

4F E0 6B CE 0C A3 A8 AF 92 18 C5 A2 EC0OE BS 1F 6A DD 7B 03 01 D9 F4 13 BC Al

keyA F\4
evA B 02 85 C1 C6 31 9D
4.2.2 #WE
ARIMEXI RAEFH TR — a4, MERR R EEMEA LR G —. RS ARVER.
x5 BRER
RAKB ZIR BIE

OWNERAUTH “TCMAuth”

SMKAUTH “TCMAuth”

TCMPROOF “TCMAuth”

NVAUTH “TCMAuth”

DATAAUTH “TCMAuth”

KEYAUTH “TCMAuth”

PIKAUTH “TCMAuth”

PEKAUTH “TCMAuth”

TEMPAUTH “tempTCMAuth”

E 1 BRREMEFRAGENERTERANFC. HENAFEENOS, XENSCEEIRBESBAREN

B, 4
i 2: TEMPAUTH R s 28 SR AUE % 28 B AR o (9 3 S ARME , 76 038 BAE B4 I0UFT 52 )G » 5 LUK B AR R 1Y 1%
BUE . '

4.3 MK

TCM M =R FE - LR RIEBAELH. 5T HREEIHAL LGS E
R HEABRZHAHX AEFHRETBAECEZANGLS B E2LREFTE w2 FH A ERE RN
4. MFE—RGS  AGRER AR &7 LEEHTIE, FZMNRE 020 AS N
MAAER. B RME =R a4 A a8 R 56 R & 7 I, 445 v R Al i A i O 3K
AR . TCM B At 0 2 58 1 I 3 1y 2 s WU B A i O =R AT 80, T 1 B .

F LB SHER R, TCM L EZU T =/EES .

a) BEWEIEBANIAmE;

b)  BEEE AT S I A A 5

o REBBAMPITREZELS—HAM TCM | B TCM $E.

AR ERTF TCM =i LA EE S, %F TCM =&t 5 GM/T 0011 WA g R E#H TR, MR E
FEH TCM = BT RN B GO E BRI ER AR, R EBH S MU P ER, b aiE T %

4



GM/T 0013—2012

LPFTHPEIEREEFE AL, :

X HTE , TCM A& M 0RE T 5 &K, 7T LB #3284 & $hAT B9 o (8] i A2 R AT T A 5
AHMGRGSR . Rk, A ZER TCM #2810 50 B3 72 X A5 & B 3 5 iR vEfL . 2
TR

=g}

| WRER R A

B #HEMENs%

Xt TCM 7= @ iiF & T H » TCM & il 2 — AN K& HE R WK, RS ia< i m
A RGR R EHFE GM/T 0011, Tk 3 & HAT 80 o 1] BB #E 47 Wi

T TCM I #iF & 0 AR R 88 7, A pn i BOR BUBK B A % B A B 89 7 X%t TCM #4710
R, ¥EFERGW - LEFEENER FXEFEANEREAFE, TUBRSGLWASLTHA
B EEE E TR G —i1T. B8 EBER a2 BT R Tk E 2 f o E g EHR XS T
R RSN R, X EE R T UG — RS R 8, BTG AR BRIE R AT PRI ENA
KRR , W ATAG & 7T LAE X s B R B AR TCM 3 ap A0 BRI 72

4.4 XA E

Al {E BB QS A R a2 IR A E . Hod, B G B IRA T R
WiZ AL ERBMASEE  RIERRTHER TSI mhae i 02 Tl —Aa ST e
RETZE TR PHERIIEE. Bk, R TR B #9007 1« B - B R A 03k 1) & R
SEJ 5 T 2 AE 0 1K 5] SR R 90 3 B A 3R S e

W& TCM M2 H AR RIIFFER S ZRFEE KB X R B KHARLEN XD EN RS
HLFBETHLSZE BB LR, AFERE TCM 44 A% & L B KB B8 7K %< R LK
HLART TCM A REBLRE., XEEREXR IENAmEMNRXHANERRS . BIREZE
MR FR , BT LA (BT SR B i S SIS T KRG BN B S WM ASERE A — oS ik b, U
A FERER LRB TR —w4 . MENER LAKE, NEZBS 25 GM/T 0011 Had i Z
BA I RIS . AKR T DL I B T B S e 36 R LR T SE R B S R — A A A H AR X
FPHERKRBRER.

a) Jhikm &

WA S EREIR R XIS BRIk, I B AT LIS W TCM i &, AR e E X
T—HMREE, REMNRAEBRATE I MGSFENMNAGEL.BHEFEATRMNASHRN. B
BEANKREHTUENGESRAFTE AEEHANG LGS, Wikm 8 —Bd LAy
TCM 7= @ i — A B SR . EX RSB, T e & °] LI d PEAS F 7R A ETF R .

MRAEOBEMREHRGLSSHORR T HEEEWREREH, HRBENITESRE—
B, £ TCM 7= TCM RFE B SR A 1 &, B R X ik m B 7E TCM B a2 #E#F A
B MR BERGLSZEMZER/ME, FERABNKENGSTFENRNI AP 21K, XK
A2 H I R e B AT M BRA T B AR .

by MR A

S FRE WK ENHL, RETE AT R4S, 758 1 I 108 R B L i A 59 77
Ko XM RBAT LU E T AR, Wl T ERE BNFEERF K. TCM Z#Z#tzhE

5



GM/T 0013—2012

PATX LA BIRE S . BT E 2, BT LU R A A 18 58 0t a0 1 B 3R A i 2 5 22 S T 3 o A
RSB AR 45 R B AN XA p 47 9 5L TCM 4y 4 B9 38 43 7R B 3088 , 2Lk 0 B A< 7
ERE ALARMBHERATHETS .

5 HEHKBXE

B A S R BR R R A B AR KM A E AT R ARIE. RAREGSKEXRRRGS
AT BT B AR R A BEARIE R WK 1 BRI AT . SR RARE S REE R ERLAE IR
] B A R A 7 BERIE T A I AT . TR RE S E &, AR MEX TCM 41
5r3 W GM/T 0011.GM/T 0012, 184 TCM BRI HAT A [l 654 Z J5 BT AL RS RIR 46 35 T 48 1 6y
LRUNPE - L EEF. FANBGLZAFERKBRR B S5REZAQHFERBXR AR
BRI X ARFRITA S Z R EBR R EAERFARAXMEKBR HP  HRHS
W THi kBT f &, BT AR .

5.1 BahwdE

A 2 M4 TCM_Init , TCM_Startup, i 4 Z EKBIE R INE 2 B,

‘ TCM_Init '

TCM_Startup

B2 BHGShBmXR
HESFFERBHMES.
5.2 RERGEHLE
R 1444 TCM_SaveState,
5.3 ARGYH
A 34w, A Z K R NE 3 Fix,

‘ TCM_SelfTestFull ) (TCM_ContinueSelfTest)

TCM_GetTestResult

B3 ARaSHRBIXER
HESKE T R g2 S5 TR, il B KB T TCM_Startup 4 M BUINHAT .



GM/T 0013—2012

5.4 TCM IEERBEGLE

#5F 7 A4 . TCM_PhysicalDisable, TCM_PhysicalEnable, TCM_PhysicalSetDeactivated . TCM
_SetOperatorAuth, TCM_SetOwnerlnstall, TCM_SetTempDeactivated, TCM_OwnerSetDisable, iy 2
ZIHEBEAKBRR,

I A H a4 TCM_OwnerSetDisable #K#i T Owner B fETE , L RAK BT Owner FHGA &b
TCM_TakeOwnership fir & B RN AT . FHAl a4 WK F )3 316 & %49 TCM_Startup #r4>,

5.5 Owner BG4S E

#+5F 5 M, K, TCM_ForceClear, TCM_DisableForceClear TRk £ &, TCM_TakeOwner-
ship, TCM_OwnerClear, TCM_DisableOwnerClear 2 [a} (94K % Z A 4 fix.

TCM_TakeOwnership

TCM_OwnerClear CFCM_DisablcOwnerC]eaD

4 Owner BIEGHSKBER
PeAs 4 SARHT 3 4 2 B R DL B TCM 756 % 4 M 7 1.
5.6 BHEEGSE

HFH 2 14 . TCM_GetCapability, TCM_SetCapability, 14 Z M B H KB L R .
a4 EIKEB T B B2 %, TCM_SetCapability fiy & 7 7 £ R 2RI R, K Owner 9FH
REREEKB T Owner EHA L E+ TCM_TakeOwnership 44 BT #47 .

5.7 ARSHIPHTE

34 2 M4 . TCM_FieldUpgrade . ReSetLock Value, £ 4 2 [i] BAEKBLR.
WS EFH TCM_ReSetLockValue #K#i T Owner & iy 4 £ TCM_TakeOwnership 474 i
AT

5.8 BNEEEGTHE

HE P44 : TCM_ChangeAuth, TCM_ChangeAuthOwner, 74 2 B B KB L & .
K4 EHH TCM_ChangeAuthOwner 4K #iF Owner S H L&k TCM_TakeOwnership 454

B EEN 384T . TCM_ChangeAuth EXR X HEHI ML A S EA, FUKB TR STHOSEPHY
TCM_CreateWrapKey #1428 S #47 .

5.9 ESKGEHREEGSE
HFH S msS KB RNE 5 k.



GM/T 0013—2012

TCM NV_Defi neSpace

( TCM_NV_ReadValue ) (TCM_NV_ReadValueAuth) ( TCM_NV_WriteValue) (TCM_NV_Wn'te\’alueAuth )

BS5 BAGHEBGIRBXER

Wér4 &4 F i TCM_NV_DefineSpace, TCM_NV_ReadValue . TCM_NV_WriteValue & £ f #%
R, Hh— K # T Owner & H A4 %+ TCM_TakeOwnership 4 B B AT

5,10 BITHREEEMGTE

H+HFH 3 44 . TCM_SaveContext, TCM_LoadContext, TCM_FlushSIpecific, fir 4 2 18 % A K
%ﬁc
LA A KT Owner & H 4y 4 % & TCM_TakeOwnership 7% E’J}ﬁUJJﬁL YE R FEME
TCM_TakeOwnershlp &4 7= 4 i) TCM_PERMANENT_DATA->> contextKey fiifi % TCM_CON-
TEXT_SENSITIVE,

511 #Hitd®id &

HA 3 454 . TCM_GetAuditDigest, TCM_GetAuditDigestSigned , TCM_SetOrdinal AuditStatus , iy

SZRIEBEIRB LR,
B4 24 R TCM_SetOrdinal AuditStatus A4 K #i T Owner & B iy 449 TCM_TakeOwn-

ership f74 B I FTF. TCM_GetAuditDigestSigned S KB T — M ELMBM B L FH.
5.12 Bi¢hand &

A 2 €54 . TCM_GetTicks, TCM_TickStampBlob, a4 Z R AKX R .
WA %S R H TCM_TickStampBlob i B E M ELZFH . FIUKB THEAERGLEFTH
TCM_CreateWrapKey 4 9 BB AT .

5.13 HHBHELTE
HAE 5 ML, L ZRIMKH X RIE 6 iR,

TCM CreateCountcr

//\\

TCM IncrementCounter TCM ReadCounter ) (TCM Re]easeCounter TCM ReleaseuoumerOwner)

6 HHBHSTHRBXEA
WA E A KHTF Owner S A4 4% TCM_TakeOwnership fiy4 B BRI AT
514 TCM BHEZRAEESSTEH

A 3 AL, S ZRIAMKBIR R WA 7 PR,
8



GM/T 0013—2012

( TCM_CreateEndorsementKeyPair )

(:TCM;nk&mﬁkﬁﬁpj>
(TCM‘ReadPubEK ) ( TCM_OwnerReadInternalPub )

7 TIMEBEREZREEGSTRBXER

W4 EEKE TR ﬁlﬁé%ﬁ@%)ﬁ . [HEHd TCM_OwnerReadInternalPub 4 #i F Owner %
Hifp 4 £ TCM_TakeOwnership 4 8BS 47 .

515 FaaMEfAEEMTE

HFH 4 N4 . TCM_ActivatePEKCert, TCM_ ActivatePEK , TCM_Makeldentity #1 TCM_ Acti-
vateldentity, H.H* TCM_ActivatePEKCert, TCM_ActivatePEK J5#r 4 & #i 3¢ & , TCM_Makeldentity
F1 TCM_Activateldentity Z [A] BK B R N E 8 Fix . '

TCM_Makeldentity

TCM_Activateldentity

{nd

B8 FAENTHEEMGLOKRBXER
A2 EAKHT Owner HEH A4 %+ TCM_TakeOwnership 474 i i T #4047 .
5.16 HIBERIPBESSE

HH 2 4 . TCM_Seal ,TCM_Unseal , 4 Z A 89K B R WA 9 FFix,

' TCM_Seal '

TCM_Unseal

9 HERPEREGISKBXEA

WMLRETE N HEEY BT LUK T %498 B & £ 9 TCM_CreateWrapKey #r 4 19 i
AT

517 ZREEWTE

HH 5 s, S ZRR B R NE 10 Bz,

=

=,



GM/T 0013—2012

( TCM_CreateWrapKey)

—
TCM_GetPubKey TCM_CertifyKey TCM_WrapKey

B10 BHETEGTHRBXE
A4 EAKET Owner BH A4 % h TCM_TakeOwnership 74 # B AT .
5.18 EHAhBGSE
A IS WS ZAMRBX R WA 11 FiR.

( TCM_CreateKeyExchange )

( TCM_GetKeyExchange )

GCM_ReleaseExchanchession)

Bl ZARBRIEBRXER

A A E A KB T Owner FH A4 HEH TCM_TakeOwnership 4 i BRI AT LA K F 1 & Hay
A2 th i) TCM_CreateWrapKey 74 B B 4T .

5.19 FHIBRGETHE
HF 3 S, A Z RN RNAE 12 Fim.

[TCM_AutherizeMigrationKey)

( TCM_CreateMigratedBlob )

(TCM,_ConvertMigratedBlob )

B2 BHEIBGSEBMXE

10
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A B A KT Owner HH M4 £ H TCM_TakeOwnership #4983 AT LA J2 5 40 5 38
S E K TCM_CreateWrapKey 4 B B I AT .

5.20 FWRBFHTH

HE 9 444 . TCM _GetRandom, TCM_ Sign, TCM _SM4Encrypt, TCM _SM2Decrypt, TCM _
SM4Decrypt, TCM_SM3Start, TCM_SM3Update, TCM_SM3Complete, TCM_SM3CompleteExtend,
HAHl 5 M S TRRBER )G 4 NS Z RIMKEE R INE 13 iR,

| TCM_SM3Start '

TCM_SM3Update

TCM_SM3Complete ECM_SMSComp]eteExtcna

CE13 EBRSASKRXE

LSS 55 R# TCM_GetRandom il SM3 i& % # 3 fr 4 /\%ﬁﬁi*ﬁ? B & A/ RS 58
> Hofh iy S AR BT BB HEA S EFH TCM _CreateWrapKey #i4 E{]ﬁjﬁlﬁj}j&{j,

5.21 ff@eEwmeE
EE 3N w2 L ZAMKBRRMAE 14 Fim.

( TCM_EstablishTransport )

( TCM_ExecuteTransport )
( TCM_Releasetransport '

B LHSEGThAXE

WA EERKBTHEHEEMNLEPH TCM_CreateWrapKey fir4 K B I #1417 .
5.22 ﬁ*ﬂmiﬁ(ﬁ@ﬁ
HH2 /\’uA"v A Z B AR B R AN 15 R .

11



GM/T 0013—2012

' TCM_APCreate '

TCM_APTerminate

i

B15 ERMiGSRBXR
WS B S KE T EANLEATEN .
5.23 FLAMEFTEREEGSTHE

A4 4 4 : TCM_Extend, TCM_PCRRead, TCM_Quote, TCM_PCR_Reset, ff & Z Al & & &
HER.,

S EAPH TCM_Quote TFE—MELATH TR TEHE M EP A TCM_Create-
WrapKey fir4 8 BRI $A7 . HAbfSKE T8 shar @ LB RN AT.

6 MBw<

MFSTRLIIXH TCM frd , 76 HAK U fr-& I AT Z S5 » 7T LB R R e & #9 77 =X
STHBTFAENR, HAERA RERWHAHRTSME . T HEE W & it 17 i
K TCM &4, KPR A BREEANE K TCM A ERITEREL LT HSRERERTHE
0 38 0 SR L LA 5 ) R LA T — HE A L AL AR TCME A AR B2 5 (A

6.1 TCM_Startup

HHT
TCM_Init g4 BRI RAT .
WAL
FeE | KE B i} A
1| 2 | #iR 00 Cl1 TCM_TAG_RQU_COMMAND
2 | 4 | BEKRE 00 00 00 0C
3 4 | oE 00 00 80 99 TCM_ORD_Startup
4 | 2 | BEh%H 00 01 WA LA 00 02 E(F 00 03
i 2 3«
Fe5 | KE & & ]
1} 2 | R 00 C4 TCM_TAG_RSP_COMMAND
2 | 4 | BUEKE 00 00 00 0A
31 4 | BREW 00 00 00 00
W&l 00 00 80 99 ‘ TCM_ORD_Startup
#i A Blob:

00 C1 00 00 00 0C 00 00 80 99 00 01
12



ﬁﬂj Blob:
00 C4 00 00 00 OA 00 00 00 00

6.2 TCM_SelfTestFull

T _
TCM_Startup 5 & BRI AT .
A

GM/T 0013—2012

FE KE A W B
1| 2 | iR 00 C1 TCM_TAG_RQU_COMMAND
2 | 4 | BiEKRE 00 00 00 0A
30 4 | ol 00 00 80 50 TCM_ORD_Self TestFull
iy 38
Fs | KE 2 ]
1| 2 | 48R 00 C4 TCM_TAG_RSP_COMMAND
2 | 4 | BREKE 00 00 00 0A
31 4 | RMEG 00 00 00 00
w4 ’ 00 00 80 50 TCM_ORD_SelfTestFull
i A Blob.
00 C1 00 00 00 OA 00 00 80 50
i 4 Blob.

00 C4 00 00 00 0A 00 00 00 00

6.3 TCM_ContinueSelfTest

KT
TCM_Startup 74 B R IIHRAT .
WA .

F5 | KE B B8
1] 2 | &R 00 C1 TCM_TAG_RQU_COMMAND
2 | 4 | BIERE 00 00 00 0A
3 4 | oSG 00 00 80 53 TCM_ORD_ContinueSelf Test
Lgicps
F5|KE &R Wi 8
1|2 |#HR 00 C4 TCM_TAG_RSP_COMMAND
2 | 4 | ¥kE 00 00 00 0A
3| 4 | EEG 00 00 00 00
el 00 00 80 53 TCM_ORD_ContinueSelfTest
5 A Blob.

13
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00 C1 00 00 00 OA 00 00 80 53
%Hj BlOb:
00 C4 00 00 00 0A 00 00 00 00

6.4 TCM_GetTestResult
HHLT
TCM_Startup 7% B BN AT .
BALL
Fe|KE 2K & BEEA
1| 2 | %R 00 Cl1 TCM_TAG_RQU_COMMAND
2 | 4 | BEKRE 00 00 00 0A
31 4 | el 00 00 80 54 TCM_ORD_GetTestResult
w3
Fe | KE E fH BLEA v
1| 2 | fR 00 C4 ' TCM_TAG_RSP_COMMAND
2 | 4 | BUEKE 00 00 00 12 ;;zz%ﬁ&ﬂﬁﬁ&i&%%ﬁ
3| 4 | EEW ‘ 00 00 00 00
4 | 4 | BHBURERKE 00 00 00 04 J R E X WA B FE I
5 | AT | i e 00 00 00 00 I g R
g ] 00 00 80 54 TCM__ORD_GetT.estResult
i A Blob:
00 C1 00 00 00 OA 00 00 80 54
i Blob:
00 C4 00 00 00 12 00 00 00 00 00 00 00 04 00 00 00 00
6.5 TCM_SetOwnerlInstall
AT -
a) TCM_Startup 52 BB I AT .
b) ETFEE.
c) TCM &b FHERRE.
A
FE|KE Z i1 EH
1| 2 | fRiR 00 C1 TCM_TAG_RQU_COMMAND
2 | 4 | BERE 00 00 00 0B
3| 4 | #d 00 00 80 71 TCM_ORD_SetOwnerInstall
4 1| REA 01 48] LR 00
3

14
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Fe KE A {1 BB
1| 2 | K 00 C4 TCM_TAG_RSP_COMMAND
2 | 4 | BIERE 00 00 00 0A
3 4 | iR [BEIRG 00 00 00 00
A 00 00 80 71 TCM_ORD_SetOwnerlInstall
i A Blob:
00 C1 00 00 00 OB 00 00 80 71 01
it} Blob,

00 C4 00 00 00 OA 00 00 00 00

6.6 TCM_OwnerSetDisable

KT
a) TCM_Startup 42 B B I #47 .
b) HFAE B TCM_TakeOwnership 54 BRI #H47 .
A
JFE | KE 7 fi _#H
B TCM_TAG_RQU_AUTHI_
1 2 | FRiR 00 C2 .
: | COMMAND
2 4 | BEKE 00 00 00 2F
3| 4 | wem | 00 00 80 6E TCM_ORD_OwnerSetDisable
41 | REM 01 WA IR 00
5 4 | BREHEEWH 00 00 00 OF
76 9D B3 FF 4C 0C 0B E9 B6 72 48 FF 99
6 | 32 | BAEIEEIER 6D FB 4C 2D AF 66 52 03 72 38 2F E3 6A
E8 DA CF 21 CB FD
iy o 3K
FE KB £ {8 i
. TCM_TAG_RSP_AUTHI_
1 2 | ARIR 00 C5 )
COMMAND
2 | 4 | HIERE 00 00 00 2A
3 4 | REE 00 00 00 00
' 1C AD 05 EF 3A 07 87 EC 6B B6 4E F1 91
4 | 32 | BABIRRIEE 81 B4 4B AF 2B 19 16 96 Bl DB FB DE 87
‘ 93 07 A2 4BE9 20 '
S 00 00 80 6E TCM_ORD_OwnerSetDisable
ﬁﬁ)\ Blob:

00 C2 0000 00 2F 00 00 80 6E 01 00 00 00 OF 76 9D B3 FF 4C 0C 0B E9 B6 72 48 FF 99 6D FB 4C
2D AF 66 52 03 72 38 2F E3 6A E8 DA CF 21 CB FD

15
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i 4 Blob.
00 C5 00 00 00 2A 00 00 00 00 1C AD 05 EF 3A 07 87 EC 6B B6 4E F1 91 81 B4 4B AF 2B 19 16
96 B1 DB FB DE 87 93 07 A2 4B E9 20

v
a) RWABBENHERIESENITETRE
HMAE WA B AR KBRS 185
HASHIN1 | 00 00 80 6E R
HASHIN 2 |01 REN
CB 08 28 13 E1 4E 23 26 6E D9 75 AA D3 33 E6 C1 76 DA A3 8A BE
HASH OUT HMAC IN 1
DF D4 DO B5 E5 19 EC BA DB 66 2E
KEY 70 8B EF 6D E8 9A 80 65 DD 65 91 93 21 9F 6C 04 C5 9F 95 56 DE E7 | Owner )2 AP &iE 1
53 B4 71 45 2A 8F 5C 15 3D C1 .| AERERE
CB 08 28 13 E1 4E 23 26 6E D9 75 AA D3 33 E6 C1 76 DA A3 8A BE
HMAC IN 1 HASH OUT
DF D4 D0 B5 E5 19 EC BA DB 66 2E |
HMAC IN 2 | 13 BA B5 F2 AP LiEMFI S
76 9D B3 FF 4C 0C 0B E9 B6 72 48 FF 99 6D FB 4C 2D AF 66 52 03 72
HMAC OUT i TANS
38 2F E3 6A E8 DA CF 21 CB FD BABBRH BRI

b) S AR AR RS i S AR

REESHAEMMEITE, HERBE5FH 54 HMAC i+8, HMAC % 418 Owner 818
AP 27 1 3L ZERL 5 BUE .

B HAE TCM &P EME, # A P 7E TCM SRS T RES K18 L 558 il
RIEE . FET ARSI RRE T AP RS EAWHWEE T K, BB TEANF AR
IR,

c¢) Owner FZHREHE

Owner & AP &7ER, T Owner BAVHE . AR A OWNERAUTH # &18.

6.7 TCM_PhysicalEnable

1T <
TCM_Startup 454 I BN HAT .
WA
F5 |k Z & 8
1| 2 | 4R 00 C1 TCM_TAG_RQU_COMMAND
2 | 4 | mERE 00 00 00 0A
3| 4 | WAl 00 00 80 6F TCM_ORD_PhysicalEnable
L h
FE{KE & =1 vt 8
1| 2 [ 4R 00 C4 TCM_TAG._RSP_COMMAND
2 | 4 | BERKE 00 00 00 DA
3| 4 | BEB ' 00 00 00 00
weH - 00 00 80 6F TCM_ORD_PhysicalEnable

16



i@ A Blob:
00 C1 00 00 00 OA 00 00 80 6F
i 4 Blob:
00 C4 00 00 00 OA 00 00 00 00

6.8 TCM_PhysicalDisable

KT -
TCM_Startup 4 BB IAT .
A

GM/T 0013—2012

FE|KE £ L8
1| 2 | 4R 00 Cl TCM_TAG_RQU_COMMAND
2 | 4 | BEKRE 00 00 00 0A '
3| 4 | w4E 00 00 80 70 TCM_ORD_PhysicalDisable
0 L 3
FSIKE P30 ]
1 2 | 58 00 C4 TCM_TAG_RSP_COMMAND
2 | 4 | BIERE 00 00 00 0A
3 | 4 | BREM 00 00 00 00
w25 00 00 80 70 TCM_ORD_PhysicalDisable
#i A Blob:
00 C1 00 00 00 OA 00 00 80 70
i Blob:

00 C4 00 00 00 OA 00 00 00 00
6.9 TCM_SetTempDeactivated

K H T -
TCM_Startup 74 B I HAT .
WA

Fe|kE 2K Y B
1| 2 | 4R 00 C1 TCM_TAG_RQU_COMMAND
2 | 4 | BIEKE 00 00 00 0A
3 4 | oG 00 00 80 73 TCM_ORD_SetTempDeactivated
a3
re|kE & 5
1 2 | tRIR 00 C4 TCM_TAG_RSP_COMMAND
2 | 4 | BEKE 00 00 00 0A
3 4 | REEE 00 00 00 00
e ] 00 00 80 73 TCM_ORD_SetTempDeactivated

17
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i A Blob.
00 C1 00 00 00 OA 00 00 80 73
i 4 Blob.
00 C4 00 00 00 0A 00 00 00 00

6. 10 TCM_PhysicalSetDeactivated

T
TCM_Startup i 4 BRI A7 .
5 A8 |
F5|kE Z Y eA
1] 2 | #R 00 C1 TCM_TAG_RQU_COMMAND
2 | 4 | BEEKE 00 00 00 0B
s | ol mom 06 00 80 72 TCM_ ORD .. PhysicalSetDeacti-
vated
4 |1 | REM 00 AT LR 01
a8«
S| KE E 3 L
1] 2 | R 00 C4 TCM_TAG_RSP_COMMAND
2| ¢ | BERE 00 00 00 0A
3| 4 | EEB 00 00 00 00
45 00 00 80 72 TCM_ORD_PhysicalSetDeactivated
5 A Blob.
00 C1 00 00 00 0B 00 00 80 72 00
i 4 Blob.

00 C4 00 00 00 0A 00 00 00 00
6. 11 TCM_TakeOwnership

T , .

a) TCM B BEHMFLE.

b) TCM_Startup fr4 B R Ih 47 .
WAL

8K £ B9

TCM_TAG_RQU_AUTHI_

1 2 | iR 00 C2

_ _ COMMAND

2 | 4 | mERE 00 00 01 79

3 4 | WA 00 00 80 OD TCM_TakeOQwnership

4 | 28 | hiX ID 00 05
EK A% J5 0 T A & S A3

5 | 4 00 00 00 81

F)fﬁ%&ﬁﬁﬁﬁﬁ | 2 10 K i

18
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KE

A

&

i

7

AT AR

B A & BA S

04 10 95 A0 8A OE 9D 0B 1F 92 9F BE B8
54 35 E0 76 DA 2C 3F EA 27 62 CF 5D 3D
ED F9 DD 2A 1D FD 96 BD 7B EA 51 F7 3F
0E D8 C8 7D 4E E4 55 A4 4B 3B 0E 1D A0
33 26 C9 0A 02 FA 2E 31 7F 91 78 EC BA
EF Al 19 76 38 C6 EC C3 CB 2F D2 07 F1
EF FO D0 52 43 1F 24 6A E4 89 EA CD 81
78 OE BB B7 C0 1A E0 29 FA 4E D4 26 A7
D4 B8 DC 5E 73 00 E1 B8 C8 7D D7 42 9C
E0 80 08 99 30 62 9E F3 13 6A 79 6B

EK A1 G 8 i f & B
BE

SMK B RS B

00 00 00 81

EK 2 910 % J5 9 B ALH IR 0
KE

I
K

SMK ## 5

"04 E134 82 CD80CF 14 D2 54 84 8F E0 B4

7F 91 0C 9F OF 0C 46 F2 5C 76 02 4B 86 A5
96 1E C2 97 7C 44 C3 73 96 ED AB D2 58
26 F8 C9 4D FO D3 61 CF OF 8D AB F1 8A
53 B2 E6 EC C6 C6 E8 A3 A3 EE ED C9 3E

2C A7 A5 8B 65 88 BC C0 F9 F8 B6 17 1D+

E5 AD 26 BC 1A B3 76 14 AF Bg 14 36 12
5E BE 84 3C 4F 27 1D 75 B2 7A EC 05 2B
A7 D9 D8 B3 45 07 CB E6 29 59 Al BB DO
D2 37 92 79 D9 81 29 2C 14 E7 '

EK A% 5 f 8RR

SMK £ %4E

00 15 00 00 00 18 00 00 00 00 01 00 00 00
0C 00 08 00 01 00 00 00 1C 00 00 00 80 00
00 00 80 00 00 00 10 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

WH SMKEIEZEMEZEHSHM
TCM_KEY %#y

10

BR AW

00 00 00 03

11

32

BAL B4R 1 UE RS

23 BC 6E 14 06 62 DC F2 E0 3A 6F 42 20

F4 37 5F FC 9F A0 Al 55 A8 96 21 F2 73

79 25 BO 72 E6 F4

B i 3

F5

KE

AR

i 8

iR

00 C5

TCM_TAG_RSP_AUTHI_
COMMAND

BIERE

00 00 00 69

18 [ 15

00 00 00 00
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x (8

F5(KE 2R & v
00 15 00 00 00 18 00 00 00 00 01 00 00 00
0C 00 08 00 01 00 00 00 1C 00 00 00 80 00
4 |AJAR| SMK R4 00 00 80 00 00 00 10 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

1C 66 75 D3 C9 BF 1F 86 EA 48 DD E8 C1
5 | 32 | BINBIEKER 50 5F 87 78 DF E6 A4 01 E8 DD 3D 6F 1C
32 9B FE 60 83 DA

WA E 00 00 80 0D TCM_TakeOwnership

#i A Blob;

00 C2 00 00 01 79 00 00 80 0D 00 05 00 00 00 81 04 10 95 A0 8A OE 9D 0B 1F 92 9F BE B8 54 35
E0 76 DA 2C 3F EA 27 62 CF 5D 3D EDF¢ DD 2A 1D FD 96 BD 7B EA 51 F7 3F OE D8 C8 7D 4E E4
55 A4 4B 3BOE 1D A0 33 26 C9 0A 02 FA 2E 31 7F 91 78 EC BA EF A1 19 76 38 C6 EC C3 CB 2F D2
07 F1 EF Fo D0 52 43 1F 24 6A E4 89 EA CD 81 78 OE BB B7 C0 1A E0°29 FA 4E D4 26 A7 D4 B8
DC 5E 73 00 E1 B8 C8 7D D7 42 9C E0 80 08 99 30 62 9E F3 13 6A 79 6B 00 00 00 81 04 E1 34 82 CD
80 CF 14 D2 54 84 8F E0 B4 7F 91 0C 9F OF 0C 46 F2 5C 76 02 4B 86 A5 96 1E C2 97 7C 44 C3 73 96
ED AB D2 58 26 F8 C9 4D F0 D3 61 CF OF 8D AB F1 8A 53 B2 E6 EC C6:C6 E8 A3 A3 EE ED C9 3E
2C A7 A5 8B 6588 BC C0F9 F8B617 1D E5 AD 26 BC 1A B3 76 14 AF B8 14 36 12 5E BE 84 3C 4F
27 1D 75 B2 7A EC 05 2B A7 D9 D8 B3 45 07 CB E6 29 59 A1 BB D0 D2 37 92 79 D9 81 29 2C 14 E7
00 15 00 00 00 18 00 00 00 00 01 00 00 00 GC 00 08 00 01 00 00 00 1C 00 00 00 80 00 00 00 80 00 00 00
10 00 00 00 00 »OO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OQ 00 00 00 00 00 00 00 03 23
BC 6E 14 06 62 DC F2 E0 3A 6F 42 20 F4 37 5F FC 9F A0 A1l 55 A8 96 }21 F2 73 79 25 B0 72 E6 F4

i ! Blob:

00 C5 00 00 00 69 00 00 00 00 00 15 00 00 00 18 00 00 00 00 01 00 00 00 0OC 00 08 00 01 00 00 00
1C 00 00 00 80 00 00 00 80 00 00 00 10 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 1C 66 75 D3 C9 BF 1F.86 EA 48 DD E8 C1 50 5F 87 78 DF E6 A4 01 E8 DD 3D
6F 1C 32 9B FE 60 83 DA

LR

a) I ABRBAEE KL K R R

A AR ERIED Ui B
HASH IN'1 | 00 00 80 0D RS U
HASH IN 2 | 00 05 #hisL 1D
HASH IN 3 | 00 00 00 81 i AR

04 10 95 A0 8A OE 9D 0B 1F 92 9F BE B8 54 35 E0 76 DA 2C 3F EA 27 62
CF 5D 3D ED F9 DD 2A 1D FD 96 BD 7B EA 51 F7 3F 0E D8 C8 7D 4E E4
55 A4 4B 3B OE 1D A0 33 26 C9 0A 02 FA 2E 31 7F 91 78 EC BA EF Al ~
HASH IN 4 iR B AR

19 76 38 C6 EC C3 CB 2F D2 07 F1 EF Fo D0 52 43 1F 24 6A E4 89 EA CD
81 78 OE BB B7 C0 1A E0 29 FA 4E D4 26 A7 D4 B8 DC 5E 73 00 E1 B8

C8 7D D7 42 9C E0 80 08 99 30 62 9E F3 13 6A 79 6B

20
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F(£)
LN WABENEER D BLed
HASH IN 5 | 00 00 00 81 SMK B #EKE
04 E1 34 82 CD 80 CF 14 D2 54 84 8F E0 B4 7F 91 0C 9F OF 0C 46 F2 5C
76 02 4B 86 A5 96 1E C2 97 7C 44 C3 73 96 ED AB D2 58 26 F8 C9 4D F0
D3 61 CF OF 8D AB F1 8A 53 B2 E6 EC C6 C6 E8 A3 A3 EE ED C9 3E 2C
HASH IN 6 SMK #Z A ¥
A7 A5 8B 65 88 BC C0O F9 F8 B6 17 1D E5 AD 26 BC 1A B3 76 14 AF B8
14 36 12 5E BE 84 3C 4F 27 1D 75 B2 7A EC 05 2B A7 D9 D8 B3 45 07 CB
E6 29 59 A1 BB D0 D2 37 92 79 D9 81 29 2C 14 E7
00 15 00 00 00 18 00 00 00 00 01 00 00 00 0C 00 08 00 01 00 00 00 1C 00 00
HASH IN 7 | 00 80 00 00 00 80 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | SMK %5 ¥ ¥ iE
00 00 00 00 00 00 00 00 00 00 00 00 00
45 48 FO 5F 28 D1 1F F5 73 00 84 C9 2B 10 9D 3C 24 69 14 DF C8 C1 17
HASH OUT , HMAC IN 1
8D 4E 93 52 OE 17 5F 68 2F
OF D8 55 A9 D1 E9 6C EF 0E A7 45 1B ED 1B 29 A9 5F 7A 60 EA 8C FB
KEY Owner B E 7
20 F4 77 46 CE 65 FD iE 69 50
45 48 Fo 5F 28 D1 1F F5 73 00 84 C9 2B 10 9D 3C 24 69 14 DF C8 C1 17
HMAC IN 1 HASH OUT
8D 4E 93 52 OE 17 5F 68 2F
HMACIN 2 | A9 EA 0C E9 AP £ENFIE
HMAC OUT 23 BC 6E 14 06 62 DC F2 E0 3A 6F 42 20 F4 37 5F FC 9F A0 Al 55 A8 96 P —
i vz )
21 F2 73 79 25 B0 72 E6 F4 :

b) R AR R AT R S R
B[S 4525 SMK B IEMEAETE HERB 55558 HMAC 8, HMAC ME4H N
Owner ZHEEE . ’
BT EA S TCM EE i hEl A, 48 B 2 78 TCM A S MRS FRES R E 24 41N
HKNER. R A LIEFEENRRETH AP BRAEAWREEE TR A TEANFEEN

HH R .

¢) Owner B IE
AT A iy 2 B, Owner A H F A 2 OWNERAUTH % B, SMK # W HEH X A M R
SMKAUTH ¥ &1H.

6. 12 TCM_OwnerClear

AT -

a) TCM_Startup 54 B9 R IN AT .
b) HFA &, B TCM_TakeOwnership 4 8 I #H4T .

WA
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Fe | kE &R 18 Wi B

. TCM_TAG_RQU_AUTH1_

1 2 | FRIR 00 C2
COMMAND

2 4 | BERE 00 00 00 2E
3 4 | LB 00 00 80 5B TCM_ORD_OwnerClear
4 4 | BR&EAM 00 00 00 OB

: C7 35 B2 2D 70 1E 4C 29 78 38 5E 8F C4
5 | 32 | BRBERIED BD 9A 0B 2A C1 74 8A 15 9B 7F 4C F6 67

: 65 87 E9 0D 01 29 '

a3,
FSikE &K el ]
- TCM_TAG_RSP_AUTHI_
1 2 | iR 00 C5
‘ COMMAND
2 | 4 | BIBKRE 00 00 00 2A
3 4 | &EE , 00 00 00 00
F1 51 CO F8 1A 94 8E 27 63 F7 60 81 FD
4 | 32 | BEEIERITERE A8 5C 8F B3 AA D8 8E 1D 58 41 48 40 AF
; 84 9F EA 1E A7 0A
i 00 00 80 5B TCM_ORD_OwnerClear

%i A Blob;

00 C2 00 00 00 2E 00 00 80 5B 00 00 00 0B C7 35 B2 2D 70 1E 4C 29 78 38 SE 8F C4 BD 9A 0B
2A C1 74 8A 15 9B 7F 4C F6 67 65 87 E9 0D 01 29 |

i 4 Blob.

00 C5 00 00 00 2A 00 00 00 00 F1 51 CO F8 1A 94 8E 27 63 F7 60 81 FD A8 5C 8F B3 AA D8 8E
1D 58 41 48 40 AF 84 9F EA 1E A7 0A

VLA .

a) B ABBEAEERIERAITESE

WA 51 A SE B AL SR IR RS 158
HASH IN1 {00 00 80 5B ST

CO0 3B 4C BB 93 68 43 E0 1D AA 42 86 A5 A7 D9 CE 76 7B 6A D5 B5 A8
HASH OUT HMACIN 1
B2 76 64 52 B6 E5 13 D5 75 05

B3 59 9C EB 84 F0 4B 5D 76 D1 EF E7 EC 5D 77 EB B8 75 DC 9B 33 33 | Owner @828 AP &5
B7 8E C9 AE 63 52 A6 1D 38 5D = B B

KEY

C0 3B4C BB 93 68 43 E0 1D AA 42 86 A5 A7 D9 CE 76 7B 6A D5 BS A8
HMACIN 1 HASH OUT
B2 76 64 52 B6 E5 13 D5 75 05

HMAC IN 2 |91 7B 87 C5 ' AP £iEHM 52

C7 35 B2 2D 70 1E 4C 29 78 38 5SE 8F C4 BD 9A 0B 2A C1 74 8A 15 9B

HMAC OUT A QAT
7F 4C F6 67 65 87 E9 0D 01 29 . AR
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b) R ERANEURRIES NI E SR

RELSHASBHAETE  HERBES5F 35 M HMAC i85, HMAC % 4 Owner 81 )
AP 2iE M SRR - »

BT ESA Y TCM zE R gy E1E , P 7 TCM MRS T % IRE E S/ 5%
REEE. R FT OSSN RS T AP B & EAMH B EE TR, A B TEANFS AN
R R

¢) Owner FZREE

Owner | AP &i&8, T E Owner U . ArERARZ OWNERAUTH ¥ &1E.

6. 13 TCM_ForceClear

AT
TCM_Startup 5% 8 R IAAT .
A
FE | KE A i1 P EA
1| 2 | iR 00 C1 TCM_TAG_RQU_COMMAND
2 | 4 | BEKE 00 00 00 0A
3 4 | A 00 00 80 5D TCM_ORD_ForceClear
i
FEIKE 2R 18 _ B8
1 2 | iR 00 C4 | TCM_TAG_RSP_COMMAND
2 | 4 | BERE 00 00 00 0A
31 4 | BEWG 00 00 00 00
A 00 00 80 5D TCM_ORD_Force_Clear
i A Blob:

6. 14 TCM_DisableOwnerClear

00 C1 00 00 00 0A 00 00 80 5D

%blj’tﬂ BlOb:

00 C4 00 00 00 OA 00 00 00 00

KT

a) TCM_Startup 54 B BRI IAT .

b) HFAEZE R TCM_TakeOwnership 454 B I FT .

AL
Fe i kE 2 H T
. TCM_TAG_RQU_AUTHI1_
1 2 | iR 00 C2
, COMMAND
2 4 | BEKE 00 00 00 2E
3 4 | o 00 00 80 5C TCM_ORD_DisableOwnerClear
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£ (&
Fe | KE 2 & LA
4 | 4 | BRLERR 00 00 00 0D
42 CA F7 BC 2C 1C 6C 92 D5 E3 C7 BF 4B
5 | 32 | BIUBERIED A8 A6 0D 5B 07 OF 78 99 BF 8D 4C 3E 35
9C E6 F2 DB 9A D5
.
FEIKE B & Wi EA
. TCM_TAG_RSP_AUTH1_
1 2 | R 00 C5 |
COMMAND
2 4 | BERE 00 00 00 2A |
31 4 | BEH 00 00 00 00
6E 60 EC EB FB 49 FC 75 D5 52 61 E5 8A
4 | 32 | BREERITEE 9A EC 28 E5 F5 42 CC 9F 45 36 79 F5 1D
35 F2 F1 71 24 ED
i ] 00 00 80 5C TCM_ORD_DisableOwnerClear
ﬁA B]Ob:

00 C2 00 00 00 2E 00 00 80 5C 00 00 00 0D 42 CA F7 BC2C 1C 6C 92 D5 E3 C7 BF 4B A8 A6 0D
5B 07 OE 78 99 BF 8D 4C 3E 35 9C E6 F2 DB 9A D5

i Blob.

00 C5 00 00 00 2A 00 00 00 00 6E 60 EC EBFB 49 FC 75 D5 52 61 E5 8A 9A EC 28 E5 F5 42 CC
9F 45 36 79 F5 1D 35 F2 F1 71 24 ED

VLB .
a) WABBEBERIEBMNITETR
A WABEREERITD viHA
HASHIN1 | 0000 80 5C Hr4
BD 2F 59 B6 26 B7 39 E2 CE 6B 59 E9 49 D9 90 5E 60 73 A7 D3 A0 12
HASH OUT HMAC IN 1
D3 71 7C FA BA FD 21 CD AA 0C
KEY 4A B2 4D A7 B3 0D 73 5B 1C C3 91 B4 F6 F1 09 53 E9 CE D2 CB D1 60 | Owner G & AP &% i
95 51 04 FC 57 50 8A C6 B0 Al LR B
BD 2F 59 B6 26 B7 39 E2 CE 6B 59 E9 49 D9 90 5E 60 73 A7 D3 A0 12
HMAC IN 1 HASH OUT
D3 71 7C FA BA FD 21 CD AA 0C
HMACIN 2 | 6901 70 F3 AP &iEM 5
HMAC OUT 42 CA F7 BC 2C 1C 6C 92 D5 E3 C7 BF 4B A8 A6 0D 5B 07 OE 78 99 BF -
I ; 105 )
8D 4C 3E 35 9C E6 F2 DB 9A D5 ' H

b) R AR RIS R R R
B EBS BBk EITTE, RERE S F5 5 HMAC 158, HMAC & 85 Owner G1# #
AP AR ERELE.
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BT HA Y TCM Bt P EME, 6 TCM M SRR S T SR EELSH 1N
RER . BB S ENRRAETH AP ZE AW EE TR, A TENF G %N

N:in)

¢) Owner ZREIE

Owner ] AP &iE8t , FE Owner BAEE . &mHERA OWNERAUTH ¥ &1H.,

6. 15 TCM_DisableForceClear

w# T
TCM_Startup 4 # BN HRAT
B
FE|KE B ]
1 2 | xR 00 Cl1 TCM_TAG_RQU_COMMAND
2 | 4 | BEKE 00 00 00 OA
3| 4 | @4HE 00 00 80 5E TCM_ORD_DisableForceClear
0
FeiKE Z R UL
1] 2 | iR 00 C4 TCM_TAG_RSP_COMMAND
2 | 4 | BiEKE 00 00 00 0A
3| 4 | BREB 00 00 00 00
e 00 00 80 5E TCM_ORD_DisableForceClear
%i A Blob:

00 C1 00 00 00 OA 00 00 80 5E

Hi i Blob.

00 C4 00 00 00 0OA 00 00 00 00

6.16 TCM_GetCapability

KT -
TCM_Startup 4 BB AT .
A .
FEKE ZFR L]
1 2 | fRiR 00 C1 TCM_TAG_RQU_COMMAND
2 4 | WIEKE 00 00 00 16
3 4 | BoE 00 00 80 65 TCM_ORD_GetCapability
HAURHME. S2F GM/T
4 4 | BEESE 00 00 00 01 0011 # TCM _ CAPABILITY _
AREA %k
5 4 | FRUESEEKE 00 00 00 04 BRFRESEMKE
00 00 80 65

6 || FRESEK

3
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Fs | KE £ =1 BEEA
1| 2 | %R 00 C4 TCM_TAG_RSP_COMMAND
2 | 4 | BERE 00 00 00 OF
3| ¢4 | EEB 00 00 00 00 .
4| 4 | BHEKE 00 00 00 01 FRIRIR [E] A JR 18 A9 4K B
5 (A R 01
WL 00 00 80 65 TCM_ORD_GetCapability
#i A Blob:
00 C1 00 00 00 16 00 00 80 65 00 00 00 01 00 00 00 04 00 00 80 65
4 Blob.

00 C4 00 00 00 OF 00 00 00 00 00 00 00 01 01
6. 17 TCM_SetCapability

AT -
a) TCM_Startup 72 8 RIh 47 .

b) ZEEE Owner BB I AT, BHE TCM_TakeOwnership fr4 R #iF .

A
F5(KE 2 & 58
1| 2 | 4R 00 Cl TCM_TAG_RQU_COMMAND
2 | 4 | BEKE 00 00 00 1B
3| 4 | fom 00 00 80 3F TCM_ORD_Se(Capability
wA L REKME2F GM/T
4 | 4 | BHEBE 00 00 00 05 0011 #1 TCM _ CAPABILITY _
AREA Fy ik
5 | 4 | FRUHSEERE 00 00 00 04 HRFRESHHKE
8] AR H At GM/T 0011 #3%
o |TE| FRESH 00 00 0004 0 AR T A
7| 4 | BHEEKE 00 00 00 01 HRBHENKE
8 W% EmiHE 00
oy
Fe|KE B & uE B
1 2 | tRR 00 C4 TCM_TAG_RSP_COMMAND
2 | 4 | BEKE 00 00 00 OA
3 4 | REE 00 00 00 00
R 00 00 80 3F TCM_ORD_SetCapability
i A Blob,

00 C1 00 00 00 1B 00 00 80 3F 00 0000 05 00 00 00 04 00 00 00 04 00 00 00 01 00

i i Blob:
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00 C4 00 00 00 OA 00 00 00 00

EA

a) WAL RBREMBERARE, LI E GM/T 0011,.GM/T 0012 k% & .

b)  GM/T 0011.GM/T 0012 %L & #B 4 B E MR B FHE Owner 4L, IB-4 BE M % I — 4%
MR BHAT X, BEESE GM/T 0011,.GM/T 0012 KL,

6. 18 TCM_ResetLockValue

AT -
a) TCM_Startup {52 B R THFT .
b) HiHE %, Bl TCM_TakeOwnership #74 BRI AT .

A v
FE|KE v S /=1 VA
N P 00 C2 TCM_TAG_RQU_AUTHI_
COMMAND

2 | 4 | BERE - | 000000 2E

3| 4 | om® 0000 80 40 ‘ | ' | TCM_ORD_ResetLockValue

¢ | 4 | BESESW 00 00 00 OB
F6 68 D9 B3 F7 1B FD 89 9B 54 6A A0 E1

5 | 32 | BRBERIED .| B2 80 80 BD AE 3C BB CF 2F 42 86 89 9E
76 BF 6A 08 F1 AF

i 42
FE|KE Ex 3 18 - x|
Ll s 00 Cs TCM_TAG_RSP_AUTHI1_
COMMAND

2 | 4 | BiEKE 00 00 00 2A

3 4 | EMEHG 00 00 00 00
99 92 B6 9B CD D2 03 2D 2B 90 63 46 32 BB

4 | 32 | BAUBIBERAETS B6 6D F8 F4 BE F8 1A CE 5E 65 77 94 6B
0E BC 67 CD A9

G 00 00 80 40 ' TCM_ORD_ResetLockValue

i A Blob,

00 C2 00 00 00 2E 00 00 80 40 00 00 00 0B F6 68 D9 B3 F7 1B FD 89 9B 54 6 A A0 E1 B2 80 80 BD
AE 3C BB CF 2F 42 86 89 9E 76 BF 6A 08 F1 AF

i 1 Blob.

00 C5 00 00 00 2A 00 00 00 00 99 92 B6 9B CD D2 03 2D 2B 90 63 46 32 BB B6 6D F8 F4 BE F8
1A CE 5E 65 77 94 6B OE BC 67 CD A9

LA

a)  H AR RIS KR R
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42 86 89 9E 76 BF 6A 08 F1 AF

A iy A SR B AU 4R B8 R RY LA
HASH IN1 | 00 00 80 40 Mo
E3 94 82 E1 OE 05 09 0B 91 2C 13 BB C2 6F 19 6B AE 0B 15 C3 28 96
HASH OUT HMAC IN 1
AF 25 EF 1F F0 19 54 1D Fo0 47
KEY B9 4A 5F F7 A2 7F D4 BF 10 53 89 9B B2 E5 OF D7 AA 47 A9 2C 39 92 | Owner fl| # AP &%
1F 00 24 CD 3B 58 74 9C 7B 23 R E R
E3 94 82 E1 OE 05 09 0B 91 2C 13 BB C2 6F 19 6B AE 0B 15 C3 28 96
HMAC IN 1 HASH OUT
AF 25 EF 1F F0 19 54 1D F0 47
HMACIN 2 |13 AF 54 E4 AP &iEMFF =
F6 68 D9 B3 F7 1B FD 89 9B 54 6A A0 E1 B2 80 80 BD AE 3C BB CF 2F .
HMAC OUT WA BENBERIES

by BB IE R IR IR '
iR E RS 5 A4 B E T, HE R B S F 5 S HMAC i+ 5, HMAC K& 9128 Owner BIE /)
AP SRR ER B .
B R4 H TCM B5 A & EE, M 77 TCM M5 & RS T SR8 E S5 6 1%
RAEE . BB B LR AR RRE T 8 AP SRS E AN R E E Tk, B B TR

KA R

¢)  Owner $#EE
Owner £ AP &5, % E Owner AU . AR A OWNERAUTH % &1,

6.19 TCM_ChangeAuth

KT -

a) TCM_Startup fp4 B M I 4T .
b) FHEA#H B TCM_TakeOwnership fi4 B I $147 .
o) BERAFAMBIEAF B, BT KB T TCM_CreateWrapKey fir 4 B I AAT .

A
Fe|kE & & | P8
TCM_TAG_RQU_AUTH2_
1| 2 | %R 00 C3
COMMAND
2 | 4 | HiEkE 00 00 01 OF
3 4 | mAEHE 00 00 80 0C TCM_ORD_ChangeAuth
4 4 | XEHER 40 00 00 00
5 | 2 | i ID 00 08
F9 F2 4F 58 C1 E6 DA FB 79 51 40 8F 70
6 | 32 | mMEBEWTEMEE | 01 26 55 DF 1C 8D 01 8E 20 30 6B DE E1 | TEMPAUTH
CC 9D CC C8 28 9E
7 2 | LHER 00 05
ERTEREEANET
8 1 4 o 00 00 00 90
B
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Fs

KE

A

BE:

B AR K
(L3 &53

E9 09 DF Al 53 E2 1F 23 D5 A4 3D CE F7
9D E8 1F 1C B1 41 71 8F 58 F1 20 E6 D4 77
E2 1C A1 75 C1 A2 47 3C 61 3C 16 56 CB
D9 DA 89 D6 59 4C 6F 53 95 3A 7F 06 30
E6 A2 40 18 33 63 7A 92 1A B8 34 8E D3
E0 06 1F 36 87 D1 6A C2 8E 44 FB F1 11
CD 4F 5D 50 7D 59 04 0OA 65 B6 AE 50 5F
C2 8D EB 7A EA 09 67 E9 AD 48 06 B0 79
EA 8F 3A 4E B9 41 27 17 33 AC DA 8C A8
66 90 F9 5D 30 1A 2F 61 18 45 B2 CA E7
EA 7A F9 A9 4D DC 23 8E 98 5A F6 73 21

10

KEARRE AW

00 00 00 0C

11

32

KEARNBER
RS

ES 55 28 4F A8 F2 EC 3B 2F 7D 12 D7 32
35 EF 50 86 CD 69 4E B6 73 3E CC B5 BF
1C Do 31 9D 35 01

12

AR B A2 AR

00 00 00 OD

13

32

Ik BAL 5 1 UEBD

BC BA 5C 1C 99 66 DE 6B 23 0A 61 DD CD
9A 50 F7 A5 91 79 A2 1E D5 33 9F 30 52
2F 69 C4 9E 04 8E

i

F5

KE

B

BE

FRiR

00 C6

TCM_TAG_RSP_AUTH2_
COMMAND

B

00 00 00 DE

12 [E 75

00 00 00 00

AR

00 00 00 90

QLS

LRI

Bl 41 71 E8 60 60 44 C8 17 72 3F 73 OE 6A
16 6E DE 00 35 DF 14 B5 98 F5 CC 28 28
Bl B6 OF 3E 80 E7 89 E0 C8 58 FE F1 11
B6 54 19 62 6B AB 63 82 86 4A A0 F7 C8 20
F2 OE C4 92 E516 78 B2 61 9F E3 7D 65 6C
00 26 4B 06 EB 55 E7 FD 03 8B 14 5C 82 1C
EC 29 E7 BB 34 F6 72 47 6D 31 6C 39 72 40
58 BC FB 91 DA D6 3A 1E 37 77 2C A2 8B
AD C9 23 1A 3A 34 A4 C6 B7 98 2F 98 33
6C 77 48 8E A2 4E B7 59 80 C2 60 09 21 87
F2 57 41 1IE4A 7TA DO 15
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x® (&
FeikE 2 & —
REEERKE B 6A 70 29 5C OE B2 3A 58 01 B8 6F 3D 9E
)k T ; i
6 | 32 T 7C 09 67 C4 DF 6C D1 03 17 64 86 D6 8B
!

BA 10 3D 07 2C 3E

7D 6A 48 04 4A 67 40 A6 FF 9D 9B 64 62
7 | 32 | SERBEALBIERERS EB 2F 9C 52 45 E1 6C 82 FB D9 CD 3D 65
' 6C FE 89 El 6F 45

iR ] 00 00 80 0C TCM_ORD_ChangeAuth

i A Blob;

00 C3 00 00 01 OE 00 _OO 80 0C 40 00 00 00 00 08 F9 F2 4F 58 C1 E6 DA FB 79 51 40 8F 70 01 26
55 DF 1C 8D 01 8E 20 30 6B DE E1 CC 9D CC C8 28 9E 00 05 00 00 00 90 E9 09 DF Al 53 E2 1F 23
D5 A4 3D CE F7 9D E8 1F 1C Bl 41 71 8F 58 F1 20 E6 D4 77 E2 1C Al 75 C1 A2 47 3C 61 3C 16 56
CB D9 DA 89 D6 59 4C 6F 53 95 3A 7F 06 30 E6 A2 40 18'33 63 7A 92 1A B8 34 8E D3 E0 06 1F 36
87 D1 6A C2 8E 44 FB F1 11 CD 4F 5D 50 7D 59 04 0A 65 B6 AE 50 5F C2 8D EB 7A EA 09 67 E9
AD 48 06 B0 79 EA 8F 3A 4E B9 41 27 17 33 AC DA 8C A8 66 90 F9 5D 30 1A 2F 61 18 45 B2 CA E7
EA 7A F9 A9 4D DC 23 8E 98 5A F6 73 21 00 00 00.0C E5 55 28 4F A8 F2 EC 3B 2F 7D 12 D7 32 35
EF 50 86 CD 69 4F B6 73 3E CC B5 BF 1C D0 31 9D 35 01 00 00 00 0D BC BA 5C 1C 99 66 DE 6B 23
0A 61 DD CD 9A 50 F7 A5 91 79 A2 1E D5 33 9F 30 52 2F 69 C4 9E 04 8E

i 4! Blob: “

00 C6 00 00 00 DE 00 00 00 00 00 00 00 90 B1 4171 E8 60 6044 C817 72 3F 73 OFE 6A 16 6E DE
00 35 DF 14 B5 98 F5 CC 28 28 Bl B OF 3E 80 E7 89 E0 C8 58 FE F1 11 B6 54 19 62 6B AB 63 82 86
4A A0 F7 C8 20 F2 OE C4 92 E5 16 78 B2 61 9F E3 7D 65 6C 00 26 4B 06 EB 55 E7 FD 03 8B 14 5C 82
1C EC 29 E7 BB 34 F6 72 47 6D 31 6C 39 72 40 58 BC FB 91 DA D6 3A 1E 37 77 2C A2 8B AD C9 23
1A 3A 34 Ad C6 B7 98 2F 98 33 6C 77 48 8E A2 4E B7 59 80 C2 60 09 21 87 F2 57 41 1E 4A 7A DO 15
6A 70 29 5C OE B2 3A 58 01 B8 6F 3D 9E 7C 09 67 C4 DF 6C D1 03 17 64 86 D6 8B BA 10 3D 07 2C
3E 7D 6A 48 04 4A 67 40 A6 FF 9D 9B 64 62 EB 2F 9C 52 45 E1 6C 82 FB D9 CD 3D 65 6C FE 89 E1
6F 45

wiEA

I Y SR B B AUBE % Al KEYAUTH % 818, 3 10 8 R S AUE % A TEMPAUTH % 218,
m MR 5 RUE , BRI E B8 TEMPAUTH ¥ &1E.

6.20 TCM_ChangeAuthOwner

T

a) TCM_Startup fr4 MR IHPAT .

b) HFFA#E, B TCM_TakeOwnership 74 BRI HAT .
B
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FEKE ZR i x|
TCM_TAG_RQU_AUTH1_
1 2 | #RiR 00 C2
COMMAND

2 4 | BUREKE 00 00 00 52
3 4 | ol 00 00 80 10 TCM_ORD_ChangeAuthOwner
4 | 2 | X ID 00 08

3D 10 83 13 AB 7F A8 86 8F 83 74 65 D0 00 _
5 | 32 | #HEEUE 3F 27 61 A0 4A C6 25 BA 02 D5 31 DE 73 | TEMPAUTH

F3 69 CF 22 6F
6 | 2 | EhER 00 04 17 LA 0x0002
7 | 4 | BRLSEAWH 00 00 00 0C

BF 91 08 34 2D 66 5E 24 9F D4 A7 4C 98 9F
8 | 32 | BREERITH 76 B7 B2 AF 28 A3 FD 03 3B E5 B2 1C 44

o OE 91 E1 C2 98
Lk .
FEKE 2 fE A
A TCM_TAG_RSP_AUTH1_
1 2 | iR 00 C5 '
_ | COMMAND

2 | 4 | BEERE 00 00 00 2A
3 4 | ARG 00 00 00 00

0E 71 85 3B 09 D5 E$ 2C 02 F4 8C 7F 3C 18
4 | 32 | BABIERIER 64 52 99 E0 A4 FA 4F 92 66 DA D5 6B B0

AB C1 52 4F 64 .

fir &5 00 00 80 10 TCM_ORD_ChangeAuthOwner
Eﬁ‘lj’}\ BlOb:

00 C2 00 00 00 52 00 00 80 10 00 08 3D 10 83 13 AB 7F A8 86 8F 83 74 65 D0 00 3F 27 61 A0 4A
C6 25 BA 02 D5 31 DE 73 F3 69 CF 22 6F 00 04 00 00 00 0C BF 91 08 34 2D 66 5E 24 9F D4 A7 4C 98

9F 76 B7 B2 AF 28 A3 FD 03 3B E5 B2 1C 44 0E 91 E1 C2 98
Hi i} Blob:
00 C5 00 00 00 2A 00 00 00 00 OE 71 85 3B 09 D5 E9 2C 02 F4 8C 7F 3C 18 64 52 99 E0 A4 FA 4F
92 66 DA D5 6B B0 AB C1 52 4F 64

wiH .

a)  HABEAEIERIER KRS E

WA, A BRAUEE B IER B HA
HASH IN1 |00 00 80 10 ' g
HASH IN 2 | 00 08 #iX 1D
HASH IN 3 3D 10 83 13 AB 7F A8 86 8F 83 74 65 DO 00 3F 27 61 A0 4A C6 25 BA 18 5 0 )

'| 02 D5 31 DE 73 F3 69 CF 22 6F _

HASH IN 4 | 00 04 FlhRR
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x® (8
WA i A B AR RAERS : L
3B F9 60 3C 85 4C 71 8F 49 42 11 9F 47 FD 3B 8E 59 90 B2 A2 62 Al E9
HASH OUT HMAC IN 1

AD B5 E4 31 D4 F2 74 38 CD
4A D2 78 9D A3 69 DC 6A 5A AC 8F 9B 5E B3 36 8F 32 39 1D 4D FB CC | Owner R i) AP &%

KEY

F8 FC B2 B4 A6 B4 C5 3C E8 3A B R SR
3B F9 60 3C 85 4C 71 8F 49 42 11 9F 47 FD 3B 8E 59 90 B2 A2 62 Al E9

HMAC IN 1 HASH OUT
AD B5 E4 31 D4 F2 74 38 CD

HMAC IN 2 |37 1D 69 E7 AP &iEM S5

BF 91 08 34 2D 66 S5E 24 9F D4 A7 4C 98 9F 76 B7 B2 AF 28 A3 FD 03 3B

HMAC OUT b ik
ES5 B2 1C 44 0OE 91 E1 C2 98 A A B Y

b) i AR AR B B B AR

REESmAERMETE , HERBEFH 54 HMAC 18, HMAC 894 % Owner £ 8
AP &iE M IL R B B4R .

B4 TCM 28 a8 [aE, P 7E TCM B‘Jﬁﬁ“ﬁfﬂﬂiﬁﬁﬁ&?ﬁﬁfgﬁ@%gﬁ%ﬁw
ROELR. e @I LLEFAHIRRESTH AP BN &IEAWGEE TR, B TEANHS RN
KR,

c) Owner ¥R E

Owner |2 AP &iE8T , 75 E Owner AU . ArHRA “TCMAuth”EH. #HH SMK
FAVER A “tempTCMAuth”, [ 8 W58 SR , BRI R A “TCMAuth” E 8.,

6.21 TCM_NV_DefineSpace

KHTF -
a) TCM_Startup 452 B RINIAIT .
b) FHAHE, B TCM_TakeOwnership #54 BB AT .

N
200 ’3 1 ! 3.9
. TCM_TAG_RQU_AUTHI_
1 2 | iR 00 C2 )
COMMAND
2 4 | BEKE 00 00 00 F9
3 4 | LG 00 00 80 CC TCM_ORD_NV_DefineSpace

00 18 00 00 00 01 00 06 01 01 00 02 01 00 00
02 01 00 41 54 89 09 21 CE 19 OF 1E FC 8E
AF 60 0D A0 19 7A 88 20 C1 67 80 79 BF
99 51 D1 1C DO 78 9E AF 41 54 89 09 21 CE
19 OF 1E FC 8E AF 60 0D A0 19 7A 88 20
C1 67 80 79 BF 99 51 D1 1C D0 78 9E AF
4 |A[Z | NVZEEHAFER 00 06 01 01 00 02 01 00 00 02 01 00 41 54 89
09 21 CE 19 OF 1E FC 8E AF 60 0D A0 19
7A 88 20 C1 67 80 79 BF 99 51 D1 1C D0 78
9E AF 41 54 89 09 21 CE 19 OF 1E FC 8E
AF 60 0D A0 19 7A 88 20 C1 67 80 79 BF
99 51 D1 1C DO 78 9E AF 00 17 00 00 00 00
00 00 00 00 00 00 28

TCM_NV_DATA_PUBLIC #
R L)
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® (8D

K5 KE AR (=1 W

99 B7 05 D8 97 C4 8A 14 7C 6F 10 CF 9A
5 32 | IME R BEE 0D 91 B6 8D 17 74 09 5F 78 E5 CO E3 C6 | NVAUTH
BC 22 3C 16 21 36

6 | 4 | BRSEAH 00 00 00 OB

C4 3F 47 1B ED 80 38 D3 F8 CD D3 74 OE
7 | 32 | BAUVBIERILD 9C 41 DO 4E 63 B8 F3 0A 39 B3 49 FD FF
45 C3 10 A5 Do D7

Lk
FE KE 2% # 1.8
. TCM_TAG_RSP_AUTH1_
1 2 | iR 00 C5
: COMMAND
2 | 4 | BERKE 00 00 00 2A
3 4 | REG 00 00 00 00
CC AF 6F 1C 86 17 55 69 84 3C B9 61 E7
4 |32 | AU RIER 0B 0B 3F 39 CB 79 DA Bl 4E 57 84 C8 C0
33 C4 EF 97 41 7C
WA 00 00 80 CC TCM_ORD_NV_DefineSpace

i A Blob: ,

00 C2 00 00 00 F9 00 00 80 CC 00 18 00 00 00 01 00 06 01 01 00 02 01 00 00 02 01 00 41 54 89 09
21 CE 19 OF 1E FC 8E AF 60 0D A0 19 7A 88 20 C1 67 80 79 BF 99 51 D1 1C D0 78 9E AF 41 54 89
09 21 CE 19 OF 1E FC 8E AF 60 0D A0 19 7A 88 20 C1 67 80 79 BF 99 51 D1 1C D0 78 9E AF 00 06
01 01 00 02 01 00 00 02 01 00 41 54 89 09 21 CE 19 OF 1E FC 8E AF 60 0D A0 19 7A 88 20 C1 67 80
79 BF 99 51 D1 1C D0 78 9E AF 41 54 89 09 21 CE 19 OF 1E FC 8E AF 60 0D A0 19 7A 88 20 C1 67
80 79 BF 99 51 D1 1C DO 78 9E AF 00 17 00 00 00 00 00 00 00 00 00 00 28 99 B7 05 D8 97 C4 8A 14
7C 6F 10 CF9A 0D 91 B6 8D 17 74 09 5F 78 E5 C0 E3 C6 BC 22 3C 16 21 36 00 00 00 0B C4 3F 47 1B
ED 80 38 D3 F8 CD D3 74 OE 9C 41 DO 4E 63 B8 F3 0A 39 B3 49 FD FF 45 C3 10 A5 D0 D7

i 1 Blob: '

00 C5 00 00 00 2A 00 00 00 00 CC AF 6F 1C 86 17 55 69 84 3C B9 61 E7 0B 0B 3F 39 CB 79 DA
Bl 4E 57 84 C8 C0 33 C4 EF 97 41 7C ‘

Wi B -

a) WABBRNEERIERNITELE

33



GM/T 0013—2012

B3 49 FD FF 45 C3 10 A5 Do D7

A WABBERERIED x|
HASHIN1 | 0000 80 CC e
| 00 18 00 00 00 01 00 06 01 01 00 02 01 00 00 02 01 00 41 54 89 09 21 CE
19 OF 1E FC 8E AF 60 0D A0 19 7A 88 20 C1 67 80 79 BF 99 51 D1 1C
DO 78 9E AF 41 54 89 09 21 CE 19 OF 1E FC 8E AF 60 0D A0 19 7A 88
20 C1 67 80 79 BF 99 51 D1 1C D0 78 9E AF 00 06 01 01 00 02 01 00 00 _ .
HASH IN 2 NV =R ATFEE
02 01 00 41 54 89 09 21 CE 19 OF 1E FC 8E AF 60 0D A0 19 7A 88 20
C1 67 80 79 BF 99 51 D1 1C D0 78 9E AF 41 54 89 09 21 CE 19 0OF 1E
FC 8E AF 60 0D A0 19 7A 88 20 C1 67 80 79 BF 99 51 D1 1C Do 78 9E
AF 00 17 00 00 00 00 00 00 00 00 00 00 28
HASH IN 3 99 B7 05 D8 97 C4 8A 14 7C 6F 10 CF 9A 0D 91 B6 8D 17 74 09 5F 78 S BRI )
E5 Co E3 C6 BC 22 3C 16 21 36 .
27 B3 08 48 60 43 5F 1B B4 6A 5E 3D 58 25 20 FF 9D A0 19 94 77 14 4D A
HASH OUT HMAC IN 1
D9 4F 1D 1B 4F B4 DB 1D 9C
KEY 29 56 74 ED 8B 08 C4 EF E3 8C 46 E2 54 8B B3 D6 8F 54 5A B4 04 AF | Owner |2 #) AP 23158
75 8B F7 61 46 88 BB 85 81 15 o 2 B
27 B3 08 48 60 43 5F 1B B4 6A 5E 3D 58 25 20 FF 9D A0 19 94 77 14 4D
HMAC IN 1 HASH OUT
D9 4F 1D 1B 4F B4 DB 1D 9C
HMAC IN 2 | 41 26 A8 FD AP £iEH R 5
C4 3F 47 1B ED 80 38 D3 F8 CD D3 74 OE 9C 41 D0 4E 63 B8 F3 0A 39
HMAC OUT HA B R EIES

b) i R NBIERIEB IR E

B 685 5 6y S B AR T A R

AP TR ERELEE.
BT R4 TCM BB ot o B E, (P TCM M SRS T RS HBEL T AN

AHER. RSB RO A RS

KR

c) Owner ZHREIE
Owner B8 AP &8, T2 Owner BAVEYE . AR RA OWNERAUTH EE. HH NV =
B] s I R AUE R ] NVAUTH,

6.22 TCM_NV_WriteValue

BT

a) TCM_Startup 54 B I AT .
b) % TCM_NV_DefineSpace f4 R IN AT .

WAL

34

5 512 i HMAC 3%, HMAC #8435 Owner 822 £

TH AP SRS E AWML E E TR, H B TEANFE N
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6.23 TCM_NV_ReadValue

00 C4 00 00 00 OA 00 00 00 00

KT -
a) TCM_Startup 454 BRI AT .
b) FE TCM_NV__DefineSpace A 1 BT .

FE|KE PE H WA
1| 2 | 4FiR 00 C1 TCM_TAG._RQU_COMMAND
2 | 4 | BEEKE 00 00 00 20
3| 4 | ol 00 00 80 CD TCM_ORD_NV_WriteValue
4 | 4 | NV%3 00 00 00 01 gfnﬁi i&iﬁﬁé&ﬁ &% GM/T
51 4 | RBE 00 00 00 00
6 | 4 | BEANBERKE 00 00 00 0A ESEANEERE
7 | W% BEEANKE 01 01 01 01 01 01 01 01 01 01 Al PR A (E
i 3
FE|KE &R 11 L8
1| 2 [ 4R 00 C4 TCM_TAG_RSP_COMMAND
2 | 4 | BEKE 00 00 00 0A
3| 4 | REH 00 00 00 00
g 00 00 80 CD TCM_ORD_NV_WriteValue
%i A Blob:
00 C1 00 00 00 20 00 00 80 CD 00 00 00 01 00 00 00 00 00 00 00 0A 01 01 01 01 01 01 01010101
i Blob: -

LN
FE|KE 2% & e
1| 2 | s 00 C1 TCM_TAG_RQU_COMMAND
2 | 4 | BEKE 00 00 00 16
3 4 wAiE 00 00 80 CF TCM_ORD_NV_ReadValue
, %
4 | 4 | NVE3 00 00 00 01 wARXRAME ZH CM/T
0011 H My HlA

5 4 | RBE 00 00 00 00
6 | 4 | BRRABELN 00 00 00 05 ERROKEKE

3.
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F5(KE & ey

1 2 | iR 00 C4 TCM_TAG_RSP_COMMAND
2 | 4 | BEKE 00 00 00 13

3 4 | BB 00 00 00 00

4 1 4 | EBUEBIE KD 00 00 00 05

5 | WA | EEABE 01 01 01 01 01

R 00 00 80 CF TCM_ORD_NV_ReadValue
i A Blob:

00 C1 00 00 00 16 00 00 80. CF 00 00 00 01 00 00 00 00 00 00 00 05

f_fﬁ‘ﬂj Blob:

00 C4 00 00 00 13 00 00 00 00 00 00 00 05 01 01 01 01 01

6.24 TCM_FlushSpecific

KRBT
a) TCM_Startup fr4 B RIHIAT .
b) HETE % B} TCM_TakeOwnership 14 B I H47 .
o) KeyA WTEEE.
A
FsikE A 1569
1| 2 | %R 00 C1 TCM_TAG_RQU_COMMAND
2 | 4 | BERE 00 00 00 12
3| 4 | AW 00 00 80 BA TCM_ORD_FlushSpecific
, KeyA 5/ #8, 1 AT LA & 3 %%
4 | 4 | WEAW 05 00 00 07 -
TCM_RT_KEY, 8] LA & TCM_
5 | 4 | WHEERHY 00 00 00 01 RT_ CONTEXT, TCM _ RT _
AUTH,®# TCM_RT_TRANS
iy M3
Fe|KE &R BEH
1| 2 | 4R 00 C4 TCM_TAG_RSP_COMMAND
2 | 4 | BERE 00 00 00 0A
3| 4 | BEH 00 00 00 00
e ] 00 00 80 BA TCM_ORD_FiushSpecific
i A Blob:

00 C1 00 00 00 12 00 00 80 BA 05 00 00 07 00 00 00 01

mﬂj BlOb:
00 C4 00 00 00 OA 00 00 00 00
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6.25 TCM_GetAuditDigest

GM/T 0013—2012

T -
TCM_Startup 454 # B II$AT .
A
FE | KE &R & WL EA
1 2 | #RiR 00 C1 TCM_TAG_RQU_COMMAND
2 4 | BEKE 00 00 00 OE
3 4 | Hem 00 00 80 85 TCM_ORD_GetAuditDigest
4 | 4 | FBERFIS 00 00 80 65 REFBEHTHGE
Lol ep
s KE 2 & UiBA
1 2 | #RiR 00 C4 TCM_TAG_RSP_COMMAND
2 4 | BEKE 00 00 00 C9
3 4 | RMEEG 00 00 00 00
4 | 10 | FiAEH e 00 OE 00 00 00 00 00 00 00 38
B7 BD 0C A3 AF AD 8F OF 97 D0 5D 16 82
5 | 32 | HHRBE DB 41 AD 44 DC DF CB 33 96 8E 59 DA 3A
17 4B AF B0 6A A3
6 1 | BREL2TRE/MIRC 00
7 4 | REMESFIRKE 00 00 00 90
00 00 80 6F 00 00 80 6F 00 00 80 72 00 00
80 6F 00 00 80 6F 00 00 80 7C 00 00 80 72
00 00 80 6F 00 00 80 7C 00 00 80 6F 00 00
80 6F 00 00 80 7C 00 00 80 6F 00 00 80 6F
00 00 80 7C 00 00 80 6F 00 00 80 6F 00 00
8 A REMMm4SFIER 80 7C 00 00 80 6F 00 00 80 6F 00 00 80 7C
00 00 80 6F 00 00 80 6F 00 00 80 7C 00 00
80 6F 00 00 80 6F 00 00 80 7C 00 00 80 6F
00 00 80 6F 00 00 80 7C 00 00 80 6F 00 00
80 6F 00 00 80 7C 00 00 80 6F 00 00 80 6F
00 00 80 7C
HoH 00 00 80 85 TCM_ORD_GetAuditDigest
ﬁ)lj/\ BlOb:
00 C1 00 00 00 OE 00 00 80 85 00 00 80 65
ﬁﬁﬂj BlOb:

00 C4 00 00 00 C9 00 00 00 00 00 OE 00 00 00 00 00 00 00 38 B7 BD 0C A3 AF AD 8F OF 97 D0
5D 16 82 DB 41 AD 44 DC DF CB 33 96 8E 59 DA 3A 17 4B AF B0 6A A3 00 00 00 00 90 00 00 80 6F
00 00 80 6F 00 00 80 72 00 00 80 6F 00 00 80 6F 00 00 80 7C 00 00 80 72 00 00 80 6F 00 00 80 7C 00 00
80 6F 00 00 80 6F 00 00 80 7C 00 00 80 6F 00 00 80 6F 00 00 80 7C 00 00 80 6F 00 00 80 6F 00 00 80
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7C 00 00 80 6F 00 00 80 6F 00 00 80 7C 00 00 80 6F 00 00 80 6F 00 00 80 7C 00 00 80 6F 00 00 80 6F
00 00 80 7C 00 00 80 6F 00 00 80 6F 00 00 &0 7C 00 00 80 6F 00 00 80 6F 00 00 80 7C 00 00 80 6F 00
00 80 6F 00 00 80 7C

6.26 TCM_GetAuditDigestSigned

T

a) TCM_Startup fiy4 BRI AT

b) BHFAE, B TCM_TakeOwnership fiy 4 8 M I 47 .

o HHEEZMBNEL T, TCM _LoadKey BB Ih AT .

A
FE(KE £ 2 L
_ TCM_TAG_RQU_AUTH1_
1 2 | iR 00 C2
COMMAND
2 4 | BERE 00 00 00 53
TCM _ ORD _ GetAuditDigest-
3 4 | HAE 00 00 80 86 )
Signed
4 | 4 | EREROW 05 00 00 06 keyB
5 1 | #FHHHESRRID 01
01 010101 01 01 01 01 01 01 01 01010101
6 | 32 | HEHSHK 01 010101 01010101010101 01010101
01 01
7| 4 | BRAEEW | 00 00 00 4D
1E 11 EF E9 CC 9E D5 A3 E8 A2 69 56 5B
8 | 32 | BB ERIEHE 9E BB 97 F1 0D 56 89 FF OE 72 4F 00 A9
93 4E 8F 95 DD 27
3
Fe|KE & H wiHA
_ TCM_TAG_RSP_AUTHI1_
1 2| iR 00 C5
, COMMAND
2 | 4 | BEKE 00 00 00 B8
3 4 | R[EG 00 00 00 00
4 | 10 | EHiFEE 00 OE 00 00 00 00 00 00 00 3C
91 1E 4B 21 97 63 7F 80 DD D1 10 43 4A E2
5 | 32 | FitBHRE FA BD DE 10 BE 99 49 5B 61 9C 56 86 FA
BF 46 36 84 63
73 3F 04 5& 03 3A 45 59 35 8D 10 16 68 OE
6 | 32 | HitGORBE 27 Al 24 24 28 35 0A 7E 8C 52 15 F4 81 OE
6E C5 00 5A
7 4 | BEABERE 00 00 00 40
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Fs

AR &

YL

E41E

47 6B 9D 47 B6 8E DD 64 1C 6E 10 89 5E
8F B5 20 4A 90 7A A9 DE 53 99 D3 BF 06
9E CC 1D 45 BC 96 04 69 9A AF 4A D3 0B
C2 0C B8 36 12 F5 E6 71 86 80 3C EF 35 5F
95 C8 04 F1 65 48 D8 Al OE 22 5E

BERBE R IE S

BB 70 2C 3E 9A 55 74 03 29 D8 08 D7 87 5D
F2 18 4A D6 9F 4F 0D B4 2D 9A 6B 15 Bl
D5 DC 39 20 73

LR 2

00 00 80 86
Signed

TCM _

ORD _ GetAuditDigest-

5 A Blob: .

00 C2 00 00 00 53 00 00 80 86 05 00 00 06 01 01 01 01 01 01 01 01 01 01 01 01-01 01 01 01 0101
01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 00 00 00 4D 1E 11 EF.E9 CC 9E D5 A3 E8 A2 69 56 5B
9E BB 97 F1 0D 56 89 FF OE 72 4F 00 A9 93 4E 8F 95 DD 27

#i it Blob. '

00 C5 00 00 00 B8 00 00 00 00 00 OE 00 00 00 00 00 00 00 3C 91 1E 4B 21 97 63 7F 80 DD D1 10
43 4A E2 FA BD DE 10 BE 99 49 5B 61 9C 56 86 FA BF 46 36 84 63 73 3F 04 58 03 3A 45 59 35 8D 10
16 68 OF 27 Al 24 24 28 35 0A 7E 8C 52 15 F4 81 OE 6E C5 00 5A 00 00 00 40 47 6B 9D 47 B6 8E DD
64 1C 6E 10 89 SE 8F B5 20 4A 90 7A A9 DE 53 99 D3 BF 06 9E'CC 1D 45 BC 96 04 69 9A AF 4A D3
0B C2 0C B8 36 12 F5 E6 71 86 80 3C EF 35 5F 95 C8 04 F1 65 48 D8 Al OE 22 5E BB 70 2C 3E 9A 55
74 03 29 DS 08 D7 87 5D F2 18 4A D6 9F 4F 0D B4 2D 9A 6B 15 B1 D5 DC 39 2073

EEEE:
a) AR RIS TR SR
A A BB AU 1S W
HASHIN 1 |00 00 80 86 Ho T
HASHIN2 |o01 IR E S RIFE
HASH IN 3 01 01 01 01 01 01 01 01 01 0101010101 01010101 010101010101 ﬁiﬁté&
01 01 01 01 01 01 01 01
HASH OUT 4E 2D 8D 1F A2 59 A4 CA 04 97 84 90 81 CB 22 C1 A3 CE 22 A3 AB HMAC IN 1
BD 30 95 6E 9B 18 31 35 C6 76 DD
KEY DD 06 D5 64 FE D9 72 0B A3 29 AD 1E 50 39 4F 54 F4 CB 2E EF B4 99 R NE—
04 Al 9E A8 D1 5C 41 9C AF E7
HMAC IN 1 4E 2D 8D 1F A2 59 A4 CA 04 97 84 90 81 CB 22 C1 A3 CE 22 A3 AB HASH OUT
BD 30 95 6E 9B 18 31 35 C6 76 DD
HMAC IN 2 | E3 DD BD DC AP EWT 5
HMAC OUT 1E 11 EF E9 CC 9E D5 A3 E8 A2 69 56 5B 9E BB 97 F1 0D 56 89 FF O O ——
72 4F 00 A9 93 4E 8F 95 DD 27
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R,
ARSI

b)

B B EABR BB A T R

BEWE B IR RS FHEARE RO RE SARERENSE L EME T
BOHERBESFIS M HMAC i+, HMAC BE 418 AP &iF It =R MR .

BW A TCM ZE AR PR, 66 78 TCM A S MR T RE 1578 8 275 4 1
BEES . RS R LA & HERRRE T 8 AP SRS AMGEE T Xk, &8 FEAE A

c)

UREREYN AP 2EN  FELELEYIRIEE ., &7 ERFA KEYAUTH 4.

6.27 TCM_SetOrdinalAuditStatus

KT
a) TCM_Startup 54 BRI AT,
b)  BHAE,B TCM_TakeOwnership £74 % R I A7,
WA
FE KE AW & 1t B
TCM_TAG_RQU_AUTHIL_ .
1 2 | iR 00 C2
COMMAND
2 4 | BEKE 00 00 00 33
TCM_ORD_SetOrdinal AuditSta-
3 4 | AT 00 00 80 8D ;
tus
4 4 | FHHAHE 00 00 80 EF
5 1 | #HitdrEM 01 Hal AR 00
6 4 | BilEBRLIENHE 00 00 00 2E
39 F6 B3 DI B3 9B 6D C1 BF 70 E3 83 56
FEEEREER
7 1 32 T F4 A5 D8 B5 07 AE B6 63 4C 04 B9 A6 30
T
B2 36 D4 46 3F 56 :
kb
Be(KE B TiH B
TCM_TAG_RSP_AUTHI1_
1 2 | iR 00 C5
COMMAND
2 4 | BIEKE 00 00 00 2A
3 4 | ERER 00 00 00 00
: CF 5C 28 3A 62 96 27 4D D6 50 AA 25 OB
FEHBREER _
4 | 32 22 33 1D B5 70 33 F3 44 C1 2E D8 13 FO 5A
HE
13 7A 05 57 5B
WG 00 00 80 8D TCM_ORD_SetOrdinal AuditStatus
%/\ Blob :.

00 C2 00 00 00 33 00 00 80 8D 00 00 80 EF 01 00 00 00 2E 39 F6 B3 D1 B3 9B 6D C1 BF 70 E3 83
40



"~ 56 F4 A5 D8 B6 07 AE B6 63 4C 04 B9 A6 30 B2 36 D4 46 3F 56

4 Blob

GM/T 0013—2012

00 C5 00 00 00 2A 00 00 00 00 CF 5C 28 3A 62 96 27 4D D6 50 AA 25 0B 22 33 1D B5 70 33 F3 44
Cl1 2E D8 13 FO 5A 13 7A 05 57 5B

e H .
a) B ABBABE RIS i AT R
NG SRR 1R ]
HASH IN 1 00 00 80 8D e
HASH IN 2 | 00 00 80 EF Hitfp 4w
HASHIN3 |01 FITRE
D3 48 76 7B F8 25 4A D5 58 D0 51 E8 00 43 FD 1E B4 D2 2A 63 B9 7F
HASH OUT HMAC IN 1
6C 3D C3 13 55 98 77 63 26 89
KEY C2 CE 4F 5C 25 CD 58 59 8B C2 32 1A C2 48 10 E1 DA 7A 91 E6 57 BB | Owner 8|2 #) AP &5/
65 CA 77 CB 66 47 46 D5 FB 1D FEERE R
D3 48 76 7B F8 25 4A D5 58 D0 51 E8 00 43 FD 1E B4 D2 2A 63 B9 7F
HMAC IN 1 HASH OUT
6C 3D C3 13 55 98 77 63 26 89
HMAC IN 2 | E1 B6 OE E1 AP &iEHIF IS
39 F6 B3 D1 B3 9B 6D C1 BF 70 E3 83 56 F4 A5 D8 B6 07 AE B6 63 4C .
HMAC OUT i A B A B AR B RS
04 B9 A6 30 B2 36 D4 46 3F 56
b) AR SR AT B S R

iR RS 5 4 AR T, HE R B 57515 HMAC #+8, HMAC % 4328 Owner €1 K
AP 21 ) L AL 54
B RS TCM S8 A b E{E, # A E TCM RS HHR S TRERBES /AN
HKEL. R WA LCEFEENRRE T AP B S EDHEEE TR, A TEANFSEN

KB .
c)

Owne

r ALK IR

Owner 17 AP &i&8, % E Owner HRHHE . HEARETRANEE OWNERAUTH ¥ £1H.

6.28 TCM_GetTicks

KT -
TCM_Startup fir4 B I AT .
A
FE | KE L4 18 1t 8
1 2 | iR 00 C1 TCM_TAG_RQU_COMMAND
2 4 | BiREKE 00 00 00 0A
3 4 | Mo 00 00 80 F1 TCM_ORD_GetTicks
L g
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FE|kE &R & i
1 2 | #if 00 C4 ' TCM_TAG_RSP_COMMAND
2 | 4 | BEKE 00 00 00 36
3| 4 | BEB 00 00 00 00
00 14 00 00 00 00 00 00 OF B6 00 01 OB 6A
: 72 88 29 44 53 29 CA DA 5A ED 76 F2 7C
4 | 44 | BB
7B 9E 6A 11 08 DC 48 69 EB 09 D5 3C 46
4C F4 E9 DO
4G 00 00 80 F1 TCM_ORD_GetTicks
i A Blob.
00 C1 00 00 00 0A 00 00 80 F1
5 4 Blob.

00 C4 00 00 00 36 00 00 00 00 00 14 00 00 00 00 00 00 OF B6 00 01 OB 6A 72 88 29 44 53 29 CA
DA SAED 76 F2 7C 7B 9E 6A 11 08 DC 48 69 EB 09 D5 3C 46 4C F4 E9 DO

6.29 TCM_TickStampBlob

KT
a) TCM_Startup #74 H R Th AT .

b) ARG E, B TCM_TakeOwnership f4 8 B #4T .

) HBECEmMBHLELFEY, B TCM_LoadKey B I #47 .

A .
e KE A 5 X
- TCM_TAG_RQU_AUTH_
1 2 | iR 00 C1
COMMAND
2 4 | BiEKE 00 00 00 4E
3| 4 | oM 00 00 80 F2 TCM_ORD_TickStampBlob
4 4 | B EHEGWH 05 00 00 06 keyB
01 01 01 01 01 01 01 01 0101 01 01 01 01 01
5 | 32 | LEBIEEHEE 01 010101 0101010101010101010101
01 01
70 98 2D 05 13 1E 5E AE 64 40 00 D1 3A
6 | 32 | HHE DE 39 BF 68 15 46 7E 75 A0 85 OF 40 6C | 5% ¥l $4.47 A 1) 2% 0 5 42
CD 9A 65 BC E0 7A
.
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FE(KE ZFR 5 e
TCM_TAG_RSP_AUTH_
1| 2 | 4738 .00 C4
COMMAND
2 | 4 | BmiERE 00 00 00 9A
3 4 | REG 00 00 00 00
00 14 00 00 00 00 00 02 BE 0E 00 01 CF 44
‘ 78 AF EB 86 00 F8 4E 3E CF 1B 1B 3D 7C
4 | 44 | BFEIER
BD 98 83 C0 DO 46 90 98 E5 20 B0 D7 2B C8
67 DC DE
5 1 4 | BREE 00 00 00 40
4E A4 24 4A DE FD Bo 2D 89 17 E6 1A 53
7D F3 79 83 37 A7 03 9C 85 C2 30 2F 78 CA
82 41 5A CC 75 93 A3 C1 88 4F 9D CC 40
o |as| mame 00 OE 31 16 13 E8 AE D0 5A 2A E7 DA B7
Hl Az 17 =, n
h F1 6A D5 9B A2 64 01 95 4D 7C 41 6F 76
A3 AC 75 45 A1 D5 AC 22 03 3D SE A9 66
38 30 B1 8C D2 DA 1B 4C EE 1D 2A 22 B2
82 1A CB EA
R 00 00 80 F2 TCM_ORD_TickStampBlob
# A Blob;

00 C1 00 00 00 4E 00 00 80 F2 05 00 00 06 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01
01 01 0101010101 0101010101010170982D 0513 1E5E AE 64 40 00 D1 3A DE 39 BF 68 15 46
7E 75 A0 85 OF 40 6C CD 9A 65 BC E0 7A
i 44 Blob, ' '
00 C4 00 00 00 9A 00 00 00 00 00 14 00 00 00 00 00 02 BE OE 00 01 CF 44 78 AF EB 86 00 F8 4E
3E CF 1B 1B 3D 7C BD 98 83 C0 D0 46 90 98 E5 20 B0 D7 2B C8 67 DC DE 00 00 00 40 4E A4 24 4A
DE FD B0 2D 89 17 E6 1A 53 7D F3 79 83 37 A7 03 9C 85 C2 30 2F 78 CA 82 41 5A CC 75 93 A3 C1
88 4F 9D CC 40 00 OE 31 16 13 E8 AE D0 5A 2A E7 DA B7 F1 6A D5 9B A2 64 01 95 4D 7C 41 6F 76
A3 AC 75 45 A1 D5 AC 22 03 3D 5E A9 66 38 30 B1 8C D2 DA 1B 4C EE 1D 2A 22 B2 82 1A CB EA

6. 30 TCM_ReadPubEK

T -
TCM_Startup 74 B B T UAT .
A .
FEIKE & & 18
1 2 | FRiR 00 C1 TCM_TAG_RQU_COMMAND
2 | 4 | BIEKE 00 00 00 2A
3 4 | LB 00 00 80 7C TCM_ORD_ReadPubEK
FC 21 Co D7 CA DE 82 92 27 34 D4 65 CA
4 | 32 | MERSH DD D2 55 65 A6 1A D6 D4 A2 DF E4 3B A3
E2 33 96 9D D9 EA
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a3
FS KE 2% =] 1B
1 2 | B3R 00 C4 TCM_TAG_RSP_COMMAND
2 4 | BEKRE 00 00 00 7F
3 4 | BEH 00 00 00 00
00 00 00 OB 00 06 00 01 00 00 00 04 00 00
01 00 00 00 00 41 04 E2 A8 7A BD 18 6A 58
F6 F9 59 F1 27 F8 39 6F D8 46 5B 05 37 FC
4 T35 | EK 204 2C A7 57 68 BF B9 72 89 61 1C 1D 5F 11 06
0D B6 D5 BD 64 56 Bl 2E C0 C3 2F D8 90
4F B9 E8 F4 19 58 2C C7 26 3C Al E4 11
B5 3F CD
B6 E9 75 42 56 26 BA 8E 69 D4 B3 1E E4
5 | 32 | REH 50 66 B7 23 B7 3E 12 77 F1 5A 3E 4F A9 {
E0 58 4C 00 92 8F
e E 00 00 80 7C TCM_ORD_ReadPubEK
f—ﬁﬁj/\ Blob:

00 C1 00 00 00 2A 00 00 80 7C FC 21 C0 D7 CA DE 82 92 27 34 D4 65 CA DD D2 55 65 A6 1A D6
D4 A2 DF E4 3B A3 E2 33 96 9D D9 EA
#i i Blob.
00 C4 00 00 00 7F 00 00 00 00 00 00 00 0B 00 06 00 01 00 00 00 04 00 00 01 0000 00 00 41 04 E2
A8 7TA BD 18 6A 58 F6 F9 59 F1 27 F8 39 6F D8 46 5B 05 37 FC 2C A7 57 68 BF B9 72 89 61 1C 1D
5F 11 06 0D B6 D5 BD 64 56 B1 2E C0 C3 2F D8 90 4F B9 E8 F4 19 58 2C C7 26 3C Al E4 11 B5 3F
CD B6 E9 75 42 56 26 BA 8E 69 D4 B3 1E E4 50 66 B7 23 B7 3E 12 77 F1 5A 3E 4F A9 E0 58 4C 00

92 8F

6.31 TCM_OwnerReadInternalPub

HHT
a) TCM_Startup 452 BRI AT .

b) FHAH B TCM_TakeOwnership 54 8 I AT .
B
FE|KE #R & 1583
TCM_TAG_RQU_AUTHI_
1 2 | iR 00 C2
COMMAND
2 4 | BEEKE 00 00 00 32
TCM_ORD_OwnerReadInternal-
3 4 | 4o1E 00 00 80 81
Pub
4 4 | EK HHAWH 40 00 00 06
5 4 | BRSERAR 00 00 00 28
27 77 3D 7B 3A 6A 4C 81 B3 73 92 BD 47 67
6 | 32 | BABIERIESE 18 89 A6 2B 38 92 A6 83 81 FD F3 F0 29 B7
69 4C 26 14
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A s 5
FE|KE & 1581
TCM_TAG_RSP_AUTHI1_
1 2 | FRiR 00 C5
COMMAND
2 4 | BEEKE 00 00 00 7F
3 4 | REIG 00 00 00 00

4 |AIZE| EK A4

00 00 00 0B 00 06 00 01 00 00 00 04 00 00
01 00 00 00 00 41 04 E2 A8 7A BD 18 6A 58
F6 F9 59 F1 27 F8 39 6F D8 46 5B 05 37 FC
2C A7 57 68 BF B9 72 89 61 1C 1D 5F 11 06
0D B6 D5 BD 64 56 Bl 2E Co C3 2F D8 90
4F B9 E8 F4 19 58 2C C7 26 3C Al E4 11
B5 3F CD

66 C8 41 50 5A AB 8F F6 6E EB 62 30 9D

5 32 | BRBERKEE 4F BC C0 2D BA D7 37 E3 BE D6 3E 51 83
91 88 66 37 EE 1B
TCM_ORD_OwnerReadInternal-
R 00 00 80 81
Pub
Eﬁ'/\ BlOb:

00 C2 00 00 00 32 00 00 80 81 40 00 00 06 00 00 00 28 27 77 3D 7B 3A 6A 4C 81 B3 73 92 BD 47
67 18 89 A6 2B 38 92 A6 83 81 FD F3 F0 29 B7 69 4C 26 14

%Hj BlOb:

00 C5 00 00 00 7F 00 00 00 00 00 00 00 0B 00 06 00 01 00 00 00 04 00 00 01 00 00 00 00 41 04 E2
A8 7A BD 18 6A 58 F6 F9 59 F1 27 F8 39 6F D8 46 5B 05 37 FC 2C A7 57 68 BF B9 72 89 61 1C 1D
5F 11 06 0D B6 D5 BD 64 56 Bl 2E C0 C3 2F D8 90 4F B9 E8 F4 19 58 2C C7 26 3C Al E4 11 B5 3F
CD 66 C8 41 50 5A AB 8F F6 6E EB 62 30 9D 4F BC C0 2D BA D7 37 E3 BE D6 3E 51 83 91 88 66 37

EE 1B
ULEA .
a) WAEBABERIESYITE IR
A WABBEABIE RIS 18
HASHIN1 |00 00 80 81 w4
HASH IN 2 | 40 00 00 06 EK 4 a1
95 64 12 EC 48 44 B6 9F 90 C7 E0 A4 10 88 E8 08 F9 32 25 1E 55 AD 6C
HASH OUT HMAC IN 1
08 Al B7 83 11 E3 39 37 12
KEY 8E 51 7E C5 46 0B Al CD 4D 83 68 8D 60 B7 79 8D 0B 75 62 96 21 CF | Owner AiZ 9 AP &35 1Y
93 DO CF 1A 06 5F 17 1E 32 7B LR R
95 64 12 EC 48 44 B6 9F 90 C7 E0 A4 10 88 E8 08 F9 32 25 1E 55 AD 6C
HMAC IN 1 HASH OUT
08 Al B7 83 11 E3 39 37 12
HMAC IN 2 | F3 99 99 D4 AP SRR S
HMAC OUT 27 77 3D 7B 3A 6A 4C 81 B3 73 92 BD 47 67 18 89 A6 2B 38 92 A6 83 81 P -
i
FD F3 F0 29 B7 69 4C 26 14 ' .
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b) i B ASIE RIS A RS R

BREE AN EK AHBAETRE, HERBS5F5 S HMAC 3+ &, HMAC WEH N
Owner B ) AP & B IL R BB .

B HA L TCM s Bt iaE, AP E TCM MAF SRS TREBREES/HF AN
REEE. FEE LSS RRAE T AP # &S EE TR . A TEANAFAHN
KR,

¢)  Owner A&

Owner 8| AP &1E0T, FE Owner AU . &45#K A OWNERAUTH ¥ &1§.

6.32 TCM_Makeldentity

KET
a) TCM_Startup #4 BRI FT .
b) HFA% B TCM_TakeOwnership #5447 .

A
FE|KE 2 & 158
. TCM_TAG_RQU_AUTH2_
1 2 | iR 00 C3
_ COMMAND
2 4 | BERE 00 00 00 B9
3| 4 | om 00 00 80 79 TCM_ORD_Makeldentity

FE D8 FE CB 19 3F C7 54 08 03 6C 1D 72 ‘
4 | 32 | fEEmg PIK #AUBUE | 3C 5B F0 2D A0 28 08 71 71 10 FF 5B 90 68 | PIKAUTH
64 CO BS 30 26

. N 12 34 56 78 12 34 56 78 12 34 56 78 12 34 56
SMRRMAEF LD

5 32 78 123456 781234 56 78 12 34 56 78 12 34
e o 75
bl

00 15 00 0C 00 12 00 00 00 00 00 00 00 00
6 |HA| PIK #4 &% 0B 00 04 00 05 00 00 00 04 00 00 01 00 00
00 00 00 00 00 00 00 00 00 00 00

7 4 | SMK #® £ 00 00 00 4B

B9 8F DC 12 06 AE 1F 49 3B 5B CC FC 81
8 | 32 | SMK #MEWIFFS | 23 0A 11 90 DA F3 8D A4 AD 40 9E F4 E5
63 61 BA FE D2 98

9 4 | Owner B £&iERIW 00 00 00 4A

o BN E R C8 BA F4 82 D3 B7 50 00 44 27 33 48 DB 08
10 | 32 ﬁger " | 6C 25 7B 7D 4B EA D3 9C 01 0A 01 E8 8A
13 64 60 12 85

i o 3
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8| KE

AR

W

R

00 C6

TCM_TAG_RSP_AUTH2_
COMMAND

BHERE

00 00 01 86

18 [0 75

00 00 00 00

PIK

00 15 00 00 00 12 00 00 00 00 00 00 00 00
0B 00 04 00 05 00 00 00 04 00 00 01 00 00
00 00 00 00 00 00 41 04 4B 41 F0 OF CD 66

'FE B1 F1 3C F9 9C 23 32 CE F8 55 04 2D

93 F8 9B E5.47 30 3B 71 71 08 9F BE 49 E9
88 45 CC 84 73 E6 E4 87 DE 2E EB AA 0D
A8 EC 81 32 42 D6 57 9E 2B 9D EB 26 16
CE 12 2E 16 63 00 00 00 90 3B F4 DF EE
AC 66 25 D9 D8 9F 12 89 7D 29 22 00 24 F2

0121 E0C4 F4 A1 0DCDC1 EDE2 6D 91

7A 82 FE 62 35 13 E8 49 29 E6 5B C9 04 2C

9D DD 58 A1 73 7B 3C 84 6F 2C 32 7TEBC | . .

76 DO 2A 39 44 3E AA 9D F7 85 29 01 C8
FE 6C CB 2B 58 5C F2 16 E0 9C 83 6F 76

A3 AC 75 45 A1 D5 AC 22 03 3D 5E A9 66

38 30 Bl 8C D2 DA 1B 4C EE 1D 2A 22 B2

82 1A CB EA DD 34 24 45 3E 27 76 76 6B,
35 DA AB 23 4E E7 54 4D DC FO0 9F 9D 83-

C3 AA 2B AD D0 78 9C AB

keyB

B F 7 A AE R
BEEKAN '

00 00 00 40

AFEEEBERDY
Z8 ‘

EC 95 C5 22 7E BE 7B 31 4B 8E 74 98 CD
5B 8D DF 9C 3B 62 E8 34 35 6F 7D 25 60 16
D6 1B F8 F8 61 3C 15 0A D4 6B A0 20 52
CA 64 36 BC CB4A 58 BD 75 B3 C0 D5 5A
82 D9 DE 4D CC 63 B8 8E 18 15 54

SMK $Z# & i Wik

03 A9 OF 55 D4 20 EC 8A A8 2E 3D .42 0B
EO0 44 83 96 08 7D D4 96 8F 99 FF DA 0D
99 C5 AD 01 A9 8D

Owner # N £ & B
B

25 F5 52 7D EB AC 9D 36 C1 30 78 38 DA
3F 5D 74 2F 61 94 80 61 81 27 CB 73 3BDE
CD AE 9A 58 FC

e

00 00 80 79

TCM_ORD_Makeldentity

%i A Blob.
00 C3 00 00 00 B9 00 00 80 79 FE D8 FE CB 19 3F C7 54 08 03 6C 1D 72 3C 5B FO 2D A0 28 08

71 71 10 FF 5B 90 68 64 CO BS 30 26

1.

12 34 56 78 12 34 56 78 12 34 56 78 12 34 56 78 12 34 56 78 12 34
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56 78 12 34 56 78 12 34 56 78 00 15 00 00 00 12 00 00 00 00 00 00 00 00 OB 00 04 00 05 00 00 00 04 00
00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 4B B9 8F DC 12 06 AE 1F 49 3B 5B CC FC 81 23
0A 11 90 DA F3 8D A4 AD 40 9E F4 E5 63 61 BA FE D2 98 00 00 00 4A C8 BA F4 82 D3 B7 50 00 44
27 3348 DB 08 6C 25 7B 7D 4B EA D3 9C 01 0A 01 E8 8A 13 64 60 12 85

%i tH Blob.

00 C6 00 00 01 86 00 00 00 00 00 15 00 00 00 12 00 00 00 00 00 00 00 00 OB 00 04 00 05 00 00 00
04 00 00 01 00 00 00 00 00 00 00 00 41 04 4B 41 FO OF CD 66 FE B1 F1 3C F9 9C 23 32 CE F8 55 04
2D 93 F8 9B E5 47 30 3B 71 71 08 9F BE 49 E9 88 45 CC 84 73 E6 E4 87 DE 2E EB AA 0D A8 EC 81
32 42 D6 57 9E 2B 9D EB 26 16 CE 12 2E 16 63 00 00 00 90 3B F4 DF EE AC 66 25 D9 D8 9F 12 89
7D 29220024 F20121 E0C4F4A10DCDC1EDE26D917A 82FE 62 3513 E& 49 29 E6 5B C9
04 2C 9D DD 58 A1 73 7B 3C 84 6F 2C 32 7TE BC 76 D0 2A 39 44 3E AA 9D F7 85 29 01 C8 FE 6C CB
2B 58 5C F2 16 E0 9C 83 6F 76 A3 AC 75 45 A1 D5 AC 22 03 3D 5E A9 66 38 30 B1 8C D2 DA 1B 4C
EE 1D 2A 22 B2 82 1A CB EA DD 34 24 45 3E 27 76 76 6B 35 DA AB 23 4E E7 54 4D DC F0 9F 9D 83
C3 AA 2BAD DO 78 9C AB 00 00 00 40 EC 95 C5 22 7E BE 7B 31 4B 8E 74 98 CD 5B 8D DF 9C 3B 62
E8 34 35 6F 7D 25 60 16 D6 1B F8 F8 61 3C 15 0A D4 6B A0 20 52 CA 64 36 BC CB 4A 58 BD 75 B3
Co D5 5A 82 D9 DE 4D CC 63 B8 8E 18 15 54 03 A9 OF 55 D4 20 EC 8A A8 2E 3D 42 0B EO0 44 83 96
08 7D D4 96 8F 99 FF DA 0D 99 C5 AD 01 A9 8D 25 F5 52 7D EB AC 9D 36 C1 30 78 38 DA 3F 5D 74
2F 61 94 80 61 81 27 CB 73 3B DE CD AE 9A 58 FC

VLB .
a) HiAE SMK 8RR IERS AT E T #E
AL, WA NBERIER 15 B4
HASHIN1 |00 0080 79 A
FE D8 FE CB 19 3F €7 54 08 03 6C 1D 72 3C 5B F0 2D A0 28 08 71 71
HASH IN 2 : Jing 9 PIK $AVE R
10 FF 5B 90 68 64 CO B5 30 26
12 34 56 78 12 34 56 78 12 34 56 78 12 34 56 78 12 34 56 78 12 34 56 78 | ¥ FRRMATEHF A Y
HASH IN 3 y

12 34 56 78 12 34 56 78 HE

00 15 00 00 00 12 00 00 00 00 00 00 00 00 OB 00 04 00 05 00 00 00 04 00
HASH IN 4 PIK H4AS %K
00 01 00 00 00 00 00 00 00 00 00 00 00 00 00

E9 C4 58 49 16 EC 5D 9D A7 22 C7 51 D3 12 8F F9 31 85 F5 3B 77 FA
HASH OUT HMAC IN 1
D2 1E BB Bl D2 4A EE EE 06 4

62 CE A9 7F 92 94 81 B2 75 37 76 EA D4 59 54 2A 87 3E 90 6A 23 4A | fi# i) SMK AP &%
84 33 45 3C 6D 44 C1 2E DC 23 HEMERE

KEY

E9 C4 58 49 16 EC 5D 9D A7 22 C7 51 D3 12 8F F9 31 85 F5 3B 77 FA
HMACIN 1 HASH OUT
D2 1E BB Bl D2 4A EE EE 06 E4

HMAC IN 2 |63 49 21 C5 AP &5 0 758

B9 8F DC 12 06 AE 1F 49 3B 5B CC FC 81 23 0A 11 90 DA F3 8D A4 i
HMAC OUT AR A B B E RS
AD 40 9E F4 E5 63 61 BA FE D2 98
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b) A Owner BAVEHE K IER 1T B 2

GM/T 0013—2012

A 5 A BB A 58 IR RS 158
HASH IN1 | 0000 80 79 wAB
FE D8 FE CB 19 3F C7 54 08 03 6C 1D 72 3C 5B F0 2D A0 28 08 71 71
HASH IN 2 K PIK AU #H
10 FF 5B 90 68 64 C0 B5 30 26
HASH IN 3 12 34 56 78 1234 56 78 12 34 56 78 12 34 56 78 12 34 56 78 12 34 56 78 | B {3 #riRFMalfE HF AW
12 34 56 78 12 34 56 78 WE
00 15 00 00 00 12 00 00 00 00 00 00 00 00 OB 00 04 00 05 00 00 00 04 00
HASH IN 4 PIK 45
00 01 00 00 00 00 00 00 00 00 00 00 00 00 00
E9 C4 58 49 16 EC 5D 9D A7 22 C7 51 D3 12 8F F9 31 85 F5 3B 77 FA
HASH OUT HMAC IN 1
D2 1E BB Bl D2 4A EE EE 06 E4
KEY EA 32 C1 76 7C 16 3A 9D B6 45 82 93 08 1B 88 57 F9 7A 59 6C 07 8D | €& & Owner AP &i& )
E7 EA 94 1F C2 5E A3 01 4A 96 HEEHIE
E9 C4 58 49 16 EC 5D 9D A7 22 C7 51 D3 12 8F F9 31 85 F5 3B 77 FA
HMAC IN 1 HASH OUT
D2 1E BB Bl D2 4A EE EE 06 E4
HMACIN 2 | F5 BD D2 C8 AP SEMRFS
C8 BA F4 82 D3 B7 50 00 44 27 33 48 DB 08 6C 25 TB7TD4BEA D3 9C | .
HMAC OUT MABERBIERIED

01 0CA 01 E8 8A 13 64 60 12 85

o i S EAUSERIER TR

%% GM/T 0011.GM/T 0012 H#iR ,

d)  BAHHE

B Owner AP &18 0}, TE Owner S . ARk OWNERAUTH ¥ £1H. 62 SMK
AP &5, T B SMK S5, A2 SMKAUTH ¥ 218,

6.33 TCM_ActivatePEKCert

BT

a) TCM_Startup f5 2R II#HAT.
b) HFEH, B TCM_TakeOwnership g4 # B P47 .

L NG
Fe|kE & & Vi.BA
v TCM_TAG_RQU_AUTH1_
1 2 | R 00 C2
COMMAND
2 4 | BEKE 00 00 00 AB
3 4 | s 40 00 80 DA TCM_ORD_ActivatePEKCert
" {5 77 3R [ & hn % 15
4 | 4 ik & e 00 00 00 79 PIKAUTH
B RN
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GM/T 0013—2012

*z (8
|k s i ]
04 B6 9E 45 6E 48 27 22 46 D9 97 4D 16 F5
FA 56 FA 08 72 11 BD BE 19 74 1E El 2B
19 52 7B 42 D8 10 48 7A 9F B0 EE 2C 7D
5B 72 OE 17 44 0D 6A 8E 24 EA 8A 27 59
5 | A fZ # iR B B % | A5 7C 30 50 3C 10 79 5D 10 AF 19 95 39
BB AD 78 BE 6C 6F 70 CC 37 06 EE F4 1D 51
DF 83 28 FC 79 0B FD Bl 5A F1 E5 BE FE
63 ED A6 9F 58 9B D4 7D 05 E9 72 56 A9
0D 79 59 Al 54 1A D1 9B CD 6B 7D F1 71
D4 88 AF
6 4 | Owner #M&iE AR 00 00 00 25
' 08 70 OE'F5 A9 D8 CE E2 34 7D C8 23 1A
7 | 32 ‘Ownergﬂﬁ%%‘ 66 4A 85 0C EF FC 7C 02 FC F7 60 40 A7
£ 47 C3 62 63 7E 32 o
a3,
P KE 2R & i
1] 2 | #iR 00 C5 TCM_TAG_RSP_AUTH2_
"} COMMAND
2 | 4 | BIEKE 00 00 00 42
3 4 | REW 00 00 00 00
i | o Xi%%’fﬁb 00 00 00 0B 00 08 00 10 12 34 56 7812 34. |
56 78 12 34 56 78 12 34 56 78 -
C8 26 D4 8C 93 D0 35 AC 49 4A 10 DD 16
5 | 32 ?Wnerﬁﬂ%ﬁﬁ F8§ 5A EA 7B FA 1B B6 9B 23 34 48 5A 74 |
IER 2B 4E DD 6B 5B 54
A 40 00 80 DA TCM_ORD_ActivatePEKCert
5 A Blob:

00 C2 00 00 00 AB 40 00 80 DA 00 00 00 79 04 B6 9E 45 6E 48 27 22 46 D9 97 4D 16 F5 FA 56
FA 087211 BDBE 19 74 1EE1 2B 19 52 7B 42 D8 10 48 7A 9F B0 EE 2C 7D 5B 72 OE 17 44 0D 6A
8E 24 EA 8A 27 59 A5 7C 30 50 3C 10 79 5D 10 AF 19 95 39 AD 78 BE 6C 6F 70 CC 37 06 EE F4 1D
51 DF 83 28 FC 79 0B FD B1 5A F1 E5 BE FE 63 ED A6 9F 58 9B D4 7D 05 E9 72 56 A9 0D 79 59 Al
54 1A D1 9BCD 6B 7D F1 71 D4 88 AF 00 00 00 25 08 70 OE F5 A9 D8 CE E2 34 7D C8 23 1A 66 4A

85 0C EF FC 7C 02 FC F7 60 40 A7 47 C3 62 63 7E 32
ﬁﬁ[‘_ﬂ BlOb:

00 C5 00 00 00 42 00 00 00 00 00 00 00 OB 00 08 00 10 12 34 56 78 12 34 56 78 12 34 56 78 12 34
56 78 C8 26 D4 8C 93 D0 35 AC 49 4A 10 DD 16 F8 5A EA 7B FA 1B B6 9B 23 34 48 5A 74 2B 4E DD

6B 5B 54
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6.34 TCM_ActivatePEK

HHT
a) TCM_Startup 54 BB INAT . _

b) FHAE, B TCM_TakeOwnership 454 #8147 .
A

GM/T 0013—2012

F5

kKE

A

1H

B

FRiR

00 C3

TCM_TAG_RQU_AUTHZ_
COMMAND

BEKE

00 00 01 AA

weH

40 00 80 D9

TCM_ORD_ActivatePEK

32

0 B R UE S

1C D1 19 2B BC FF F1 2A B8 39 EF 59-DF
24 70 2C A7 E5 B9 0B A7 46 78 6A 26 42
CB 2E C3 85 A9 5C

PEKAUTH

BE:

PEK #H5 8

00 15 00 00 00 10 00 00 00 00 01 00 00 00
0B 00 04 00 05 00 00 00 04 00 00 01 00 00
00 00 00 00 00 00 00 00 00 00 00

% i PEK K/

00 00 00 90

i % iy PEK

7B 87 21 44 86 C5 5D 99 51 6C 78 E7 71 CF
B6 9C 45 D2 3D FB 9A 0A 65 7E 0D EE B3
32 DD CD 97 BB 62 21 31 DA CA 74 E6 3F
2B 71 E9 OE 87 02 D3 BA 12 92 E2 8E 6A
C7 85 18 01 3B 64 63 F6 8A 22 82 99 33 34
F1 E3 53 A5 54 CA F4 D6 B5 80 0D B8 38
B3 16 5D B1 D2 D5 A3 5B FB 5C CC DD B5
81 F4 D2 59 5F 45 1B 07 E2 7C 24 07 BF A4
AD C3 C4 5F 30 5E CA AE 9E B4 31 B3 50
1A AE B0 31 C9 F1 F4 BC 3F 06 5D CC BC
50 96 06 3A BF 2C 0B 19 EC D5 0A

g B 3 BR AR N

00 00 00 79

QS

pukd:apog el

04 06 C9 77 10 4E C6 92 5F 05 04 F7 5E FF
EB 1E E8 Al 28 8E 50 CC 1B F4 EB 04 90
1E 80 93 B5 74 85 A2 BC 23 E3 A6 B6 02
5C 06 12 EC 27 Bl 57 19 76 A0 78 D1 6F 26
F5 4C DO 7D 64 8C 03 60 D7 15 6E 9A BC
C1 12 50 68 88 5E B8 FB EE 83 6B 84 12 9F
F3 5A F5 07 3F ED CE 2D A3 06 9C B6 55
77 88 B2 CE 0C 73 1B 01 38 9B 88 2C 24 A8
6F DE B4 BC 4B 00 02 04 5A 69 6C A5 45

10

SMK £ a1

00 00 00 3C
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GM/T 0013—2012

® (8

KE

A

i

]

11

32

SMK A &1 1k

El DB B4 84 F1 31 2F 97 4A F6 28 70 64 88
0B OF Bl 64 B4 72 0D AF D2 58 32 6F 10
B8 E7 0C A9 1C

12

Owner L A1H4

00 00 00 3D

13

32

Owner # L ¥ # 1
e

9A 3D 98 EF F2 1F 37 EA 63 8E 87 48 35
76 F2 46 73 09 A8 E9 39 08 98 80 3D B0 67
27 2271 8D C8

e

F5

K&

AT

wH

R

00 C6

TCM_TAG_RSP_AUTH2_
COMMAND

BHFERE

00 00 01 01

i[5 #5

00 00 00 00

PEK

00 15 00 00 00 10 00 00 00 00 01 00 00 00
0B 00 04 00 05 00 00 00 04 00 00 01 00 00
00 00 00 00 00 00 00 00 00 00 90 60 A6 D9
57 52 0C Bl 70 B2 FB 21 60 08 48 96 C2 C6
70 B7 6C C9 CE F9 B0 FC 68 DB 1B 1A 49
F1 08 46 60 27 FC FF 8E D3 37 DE E1 19
49 2D 77 5F AD 1A 73 8E A3 38 BD A8 00
51 D6 OE 23 61 D2 24 04 A5 C4 5C 2C 2B
4E 78 F8 BC 3B B9 E3 D4 53 94 76 9B A7
62 99 04 60 E9 AA 74 F7 EE 53 6F F4 2E
80 FF 4A 58 2F 46 ES 67 7A 0B OE 17 03
8D C2 C4 C9 80 D5 DC F4 6A 18 CC E8 FE
B3 72 40 00 34 33 53 93 47 2D BD B9 84 A3
OF D7 C4 EB 4A 98 58 BD 26

32

SMK A& 1E Wik

2A 6A 5A 40 D9 38 A2 AB6A A4 7572 5C
86 4D D6 AC 51 EB FA 7E 25 30 41 4B 39
CC FD 1B &1 75 40

32

Owner # W & W B
e

4B A4 AA 20 CF 5E D6 1E DA 63 1D 5E B0
68 E2 3A 28 42 6C CC BC Al 47 39 67 21
9A AA DA 84 B1 DD

W

40 00 80 D9

TCM_ORD_ActivatePEK

?]%JA BlOb:
00 C3 00 00 01 AA 4000 80 D9 1C D1 19 2B BC FF F1 2A B8 39 EF 59 DF 24 70 2C A7 E5 B9 0B
A7 46 78 6A 26 42 CB 2E C3 85 A9 5C 00 15 00 00 00 10 00 00 00 00 01 00 00 00 0B 00 04 00 05 00 00
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00 04 00 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 90 7B 87 21 44 86 C5 5D 99 51 6C 78 E7
71 CF B6 9C 45 D2 3D FB 9A 0A 65 7E 0D EE B3 32 DD CD 97 BB 62 21 31 DA CA 74 E6 3F 2B 71
E9 OE 87 02 D3 BA 12 92 E2 8E 6A C7 85 18 01 3B 64 63 F6 8A 22 82 99 33 34 F1 E3 53 A5 54 CA F4
D6 B5 80 0D B8 38 B3 16 5D B1 D2 D5 A3 5B FB 5C CC DD B5 81 F4 D2 59 5F 45 1B 07 E2 7C 24 07
BF A4 AD C3 C4 5F 30 5E CA AE 9E B4 31 B3 50 1A AE B0 31 C9 F1 F4 BC 3F 06 5D CC BC 50 96
06 3A BF 2C 0B 19 EC D5 0A 00 00 00 79 04 06 C9 77 10 4E C6 92 5F 05 04 F7 5E FF EB 1E E8 Al
28 8E 50 CC 1B F4 EB 04 90 1E 80 93 B5 74 85 A2 BC 23 E3 A6 B6 02 5C 06 12 EC 27 B1 57 19 76 A0
78 D1 6F 26 F5 4C D0 7D 64 8C 03 60 D7 15 6E 9A BC C1 12 50 68 88 5E B8 FB EE 83 6B 84 12 9F F3
5A F5 07 3F ED CE 2D A3 06 9C B6 55 77 88 B2 CE 0C 73 1B 01 38 9B 88 2C 24 A8 6F DE B4 BC 4B
00 02 04 5A 69 6C A5 45 00 00 00 3C E1 DB B4 84 F1 31 2F 97 4A F6 28 70 64 88 OB OF Bl 64 B4 72
0D AF D2 58 32 6F 10 B8 E7 0C A9 1C 00 00 00 3D 9A 3D 98 EF F2 1F 37 EA 63 8E 87 48 35 76 F2
46 73 09 A8 E9 39 08 98 80 3D B0 67 27 22 71 8D C8

%i i Blob:

00 C6 00 00 01 01 00 00 00 00 00 15 00 00 00 10 00 00 00 00 01 00 00 00 0B 00 04 00 05 00 00 00
04 00 00 01 00 00 00 00 00 00 00 00 00 00 00 00 90 60 A6 D9 57 52 0C B1 70 B2 FB 21 60 08 48 96 C2
C6 70 B7 6C C9 CE F9 B0 FC 68 DB 1B 1A 49 F1 08 46 60 27 FC FF 8E D3 37 DE E1 19 49 2D 77 5F
AD 1A 73 8E A3 38 BD A8 0051 D6 0E 23 61 D2 24 04 A5 C4 5C 2C 2B 4E 78 F8 BC 3B B9 E3 D4 53
94 76 9B A7 62 99 04 60 ES AA 74 F7 EE 53 6F F4 2E 80 FF 4A 58 2F 46 E5 67 7A 0B 0E 17 03 8D
C2 C4 C9 80 D5 DC F4 6A 18 CC E8 FE B3 72 40 00 34 33 53 93 47 2D BD B9 84 A3 OF D7 C4 EB 4A
98 58 BD 26 2A 6A 5A 40 D9 38 A2 AB 6A A4 7572 5C 86 4D D6 AC 51 EB FA 7E 25 30 41 4B 39
CC FD 1B 81 75 40 4B A4 AA 20 CF 5E D6 1E DA 63 1D 5E B0 68 E2 3A 28 42 6C CC BC Al 47 39
67 21 9A AA DA 84 B1 DD

6.35 TCM_Seal

m%?:

a) TCM_Startup 54 KB IIHAT .

b) HFA#H Bl TCM_TakeOwnership g4 ) M IHAT .
o) FFIEEHZBREFEA.

WA
FS|KE 2 {1 1B
_ TCM_TAG_RQU_AUTHI1_
1 2 | iR 00 C2
COMMAND

2 4 | BEKE 00 00 00 6A
3 4 | mehE 00 00 80 17 TCM_ORD_Seal
4 | 4 | HEREEHOR 05 00 00 02 KeyC

0A C4 6B F4 E2 E7 09 B8 AA 52 E5 19 2D
5 | 32 | mE BRI D4 5E OE 7C 85 BA 8D 58 A3 2B 79 82 54 | DATAAUTH

3A B7 84 84 9A E9
6 4 | PCRIEBKE 00 00 00 00
7 |8[%&| PCREER Al LU PCR
8 | 4 | HEBEKE 00 00 00 10
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(&)

Fs|KE 22 . & B
' 12 34 56 78 12 34 56 78 12 34 56 78 12 34

9 |FIZE| FrabE R 56 o1 AT AR At 4F R

10 4 | BRLIEAR 00 00 00 2A

51 16 B2 AF 7D B9 FD 22 14 65 DI 8A 17
11 | 32 | BEERIED A2 DB 98 D8 80 0C 62 8D 60 6B 49 B3 C1
A2 51 51 57 F9 0D

T
e |KE B 1 LHA

TCM_TAG_RSP_AUTHI1_
COMMAND

1 2 | iR 00 C5

2 4 | BEKE 00 00 01 0C
3 4 | BREE. 00 00 00 00

00 16 00 00 00 00 00 00 00 00 00 D6 04 69
EF 29 4A 63 57 0D DC B4 69 62 1D 87 ED
D9 3E A6 D6 CE 98 81 34 F1 E4 CE 71 FB
B8 E0 0C 6D 47 CF EF 6C 19 30 61 5E DD
79 51 03 A8 28 DC 40 DA 8E 83 B6 72 E3
32 5C 15 38 CF 3B E8 99 96 EA 02 BA 61
3B C1 96 E4 96 Bl 27 3E 64 74 84 A4 89 D8
32 26 38 43 84 90 5F 47 95 5A D7.7B 16 A9
13 C9 E7 8E E5 F5 6D 04 0B E9 44 D2 71
7B 2D 79 32 A9 EB8 99 4F FE E3 87 CF 49
D0 20 80 B9 18 D7 CD FC 92 3D 69 5F C7
60 AB 5B 36 79 80 5D 96 F9 F3 15 F8 85 D3
81 86 CB Bl 48 06 14 6A EF E7 85 6B ED
27 9E-D4 5A C1 49 71 BD AC BF CF 2D 82
47 AF BB CC 41 FC 7F 9D 6E 20 24 E2 BB
73 DC FO F8 7A D5 6E 53 0C D7 6A 61 DF
F2 27 22 C6 4A CE S5F B0 B7 00 C3 8C
43 CC

4 |TWIAE| HEREHR

FE 58 06 FA 3A 20 49 2C 31 BS A4 9E B2
5 1 32 | BB RIES FF FF 5E A4 F4 EF 26 D0 31 8E 80 55 51
B2 6A AD 61 D9 C6

e 00 00 80 17 ‘ TCM_ORD_Seal

f-fﬁ/\ BlOb: . '
00 C2 00 00 00 6A 00 00 80 17 05 00 00 02 0A C4 6B F4 E2 E7 09 B8 AA 52 E5 19 2D D4 5E OE
7C 85 BA 8D 58 A3 2B 79 82 54 3A B7 84 84 9A E9 00 00 00 00 00 00 00 10 12 34 56 78 12 34 56 78 12

34 56 78 12 34 56 01 00 00 00 2A 51 16 BZ AF 7D B9 FD 22 14 65 D1 8A 17 A2 DB 98 D8 80 0C 62 8D
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GM/T 0013—2012

60 6B 49 B3 C1 A2 51 51 57 F9 0D

i H Blob.

00 C5 00 00 01 0C 00 00 00 00 00 16 00 00 00 00 00 00 00 00 00 D6 04 69 EF 29 4A 63 57 0D DC
B4 69 62 1D 87 ED D9 3E A6 D6 CE 98 81 34 F1 E4 CE 71 FB B8 E0 0C 6D 47 CF EF 6C 19 30 61 5E
DD 79 51 03 A8 28 DC 40 DA 8E 83 B6 72 E3 32 5C 15 38 CF 3B E8 99 96 EA 02 BA 61 3B C1 96 E4
96 Bl 27 3E 64 74 84 A4 89 D8 32 26 38 43 84 90 5F 47 95 5A D7 7B 16 A9 13 C9 E7 8E E5 F5 6D 04
0B E9 44 D2 71 7B 2D 79 32 A9 E8 99 4F FE E3 87 CF 49 D0 20 80 B9 18 D7 CD FC 92 3D 69 5F C7
60 AB 5B 36 79 80 5D 96 F9 F3 15 F8 85 D3 81 86 CB B1 48 06 14 6A EF E7 85 6B ED 27 9E D4 5A
C1 49 71 BD AC BF CF 2D 82 47 AF BB CC 41 FC 7F 9D 6E 20 24 E2 BB 73 DC F0 F8 7A D5 6E 53
0C D7 6A 61 DF F2 27 22 C6 4A CE 5F B0 B7 00 C3 8C 43 CC FE 58 06 FA 3A 20 49 2C 31 B8 A4 9E
B2 FF FF 5E A4 F4 EF 26 D0 31 8E 80 55 51 B2 6A AD 61 D9 C6

VLA .

a) WIABRNEERIESEN TR SR

N A B IE R IES 58
HASH IN1 |00 0080 17 : Wi

0A C4 6B F4 E2 E7 09 B8 AA 52 E5 19 2D D4 5E OE 7C 85 BA 8D 58 A3

HASH IN 2 N & AR
2B 79 82 54 3A B7 84 84 9A E9

HASH IN 3 | 00 00 00 00 PCREEKE

HASH IN 4 PCREB
HASH IN 5 | 00 00 00 10 HEERERE
HASH IN 6 | 12 34 56 78 12 34 56 78 12 34 56 78 12 34 56 01 _ e
34 6D 13 36 0C 96 06 9C DC 62 95 6A 7C F5 08 58 FA A8.41.26 A0 D5
HASH OUT , HMAC IN 1
C1 92 E8 67 AD 37 11 C3 B1 D6
KEY OF 34 72 9A 84 19 02 DC 61 68 7A 86 15 AC 56 8E 49 B7 0A 32 EB CC | #1318/ %48 AP 215/

1B DE 38 C4 4E 8D AF E0 AE 68 HERELHIE

34 6D 13 36 0C 96 06 9C DC 62 95 6A 7C F5 08 58 FA A8 41 26 A0 D5
HMAC IN 1 HASH OUT
C1 92 E8 67 AD 37 11 C3 Bl D6

HMAC IN 2 | El1 2F ED C9 AP &iEHI 5

51 16 B2 AF 7D B9 FD 22 14 65 D1 8A 17 A2 DB 98 D8 80 0C 62 8D 60

HMAC OUT A B AR BAES
6B 49.B3 C1 A2 51 51 57 F9 0D

b) SRR IR AT R S R

IR ERD AR M R RURE MR E TR HER B 5555 HMAC 1 E , HMAC ME A N EA
HEREFEH AP XEFE WL EZRHEHE.

W R4 d TCM iz AT 9 o (48, A P £ TCM 758 HERHRRE T R R B ES /8
RMELE. BB LOERFEHNERE TR AP BR&EAWEEE TR, EBTFEANFESHEN
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COMMAND

2 4 |  BEKE 00 00 01 38 |

3| 4 | 4o8g 00 00 80 18 TCM_ORD_Unseal

4 4 | BEBEERHAHE 05 00 00 02 KeyC

; 00 16 00 00 00 00 00 00 00 00 00 D6 04 69
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57 0D DC B4 69 62 1D 87 ED D9 3E A6 D6 CE 98 81 34 F1 E4 CE 71 FB B8 E0 0C 6D 47 CF EF 6C 19
30 61 5E DD 79 51 03 A8 28 DC 40 DA 8E 83 B6 72 E3 32 5C 15 38 CF 3B E8 99 96 EA 02 BA 61 3B
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62 1D 87 ED D9 3E A6 D6 CE 98 81 34 F1 E4 CE 71 FB B8 E0 0C 6D 47
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KEY 38 30 56 9A AA EF 01 09 19 84 10 09 FE DE 19 85 06 CC 02 09 30 68 1B | £f 3 #:{E %4 AP &iE W
AC B0 18 5E 20 31 34 12 B7 I B
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i 4 Blob:

00 C6 00 00 01 D5 00 00 00 00 00 OOVOO F3 04 AD A5 8F 4C 04 C6 4A 90 52 CE BC9A 57 BD 1C
FA E5 AE 14 EE 12 CC 63 A4 CA C5 E6 E0 4E 69 02 9A 64 FF 06 35 AA 63 EC 9F B7 A8 78 EE FC
00 49 CA 7A DE A5 38 EA5C DA A1 626830 1D5B53 97 A9 6E 29 AD 34 8D 08 AD F1 B4 3D ED
B6 BE DA F2 EE 2B 9C 9B 70 6F 4C 44 6F 1'6 44 7B4B EE 11 DF 94 7B 07 98 5D D8 32 5A 65 E2 16
2C8F 43126C75292A79C3895268D79A0FFE6925F5E69C27 ECB2958E 3975 A244 74
FD 02 E9 6F CE 61 CF 70 48 49 0D 7D A3 DE 70 B8 01 F2 5F 0B 0D F8 10 95 DF 47 F7 24 1F 70 24
AE 12 E3 E4 53 B3 21 A2 EF 98 EC D0 11 2D B2 3F 83 8D D9 3E Al AE A3 82 1F BCEA 1IF 17 ED
87 11 A2 SBE8 27 2F F4 7D FC 12 86 D6 02 6E 65 15 E6 CB 38 7A 1D 52 BC 2A 96 D5 37 0D D4 20
- 7C 7D F9 69 45 3F 25 73 29 58 0C C4 00 00 00 90 4E D6 57 6C 08 EF 2A 9C 54 8F OF 90 4D 52 3E CA
59 D3 5E C1 7F 9D DA E0 C3 E2 42 3B 90 BED 9D 19 58 C9 73 1F 97 40 4D E2 6C 9B E2 48 FA B6 58
39 FE 49 4C 04 C3 06 08 27 23 2E 66 2D 6 A B9 7D 0C 13 00 B6 D9 66 C8 5A 72 B9 CB FA 3E F7 11
BA 79 46 D9 3E 14 26 AF 72 D6 31 2B EA D5 DA 47 CF 65 4D 09 F1 69 95 13 E0 87 34 22 B7 C9 3D
7D 56 3D BA 8D 04 20 67 A7 B9 98 0C 6A 37 E1 86 58 10 CD AA 28 34 87 EF 7C 98 41 9B 8F 66 53
99 7A 81 31 4E E3 61 AA A1106C 3D 79 BE ABCE E1 0A A7 BD 1F 8C 54 89 56 CF 9C 92 0C EB
3F 37 91 8D 3A 9B 16 45 E4 29 9B CE 84 BE 2A C4 B5 12 65 B9 2C 3C DA E2 49 76 46 BA 05 87 BO
2C 2C 72 F2 6F 0B 13

6.44 TCM_ConvertMigratedBlob

T -
a) TCM_Startup fir4 BB INHAT .
b) HFAH#E Bl TCM_TakeOwnership 74 BB HAT .
¢) TCM_AuthorizeMigrationKey 4 ) B, S 47 .
d) TCM_CreateMigratedBlob #r4 B S #47 .
BB
74
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Fe

KE

&R

A

iR

00 C3

TCM_TAG_RQU_AUTH2_
COMMAND

BAE R B

00 00 01 E5

Wl

00 00 80 C2

TCM_ORD_ConvertMigrationBlob

B EAGR

05 00 00 03

T% B iR L EF AR

05 00 00 04

R T 7R B 91 w fF
TR HI KA

00 00 00 F3

A

FAXT 7R 2 91
T B EH

04 AD A5 8F 4C 04 C6 4A 90 52 CE BC 9A
57 BD1ICFAES AE14 EE12 CC 63 A4 CA
C5 E6 E0 4E 69 02 9A 64 FF 06 35 AA 63
EC 9F B7 A8 78 EE FC 00 49 CA 7A DE A5
38 EA 5C DA Al 62 68 30 1D 5B 53 97 A9
6E 29 AD 34 8D 08 AD F1 B4 3D EiD B6 BE
DA F2 EE 2B 9C 9B 70 6F 4C 44 6F 16 44
7B 4B EE 11 DF 94 7B 07 98 5D D8 32 5A
65 E2 16 2C 8F 4312 6C 75 29 2A 79 C3 89
52 68 D7 9A OF FE 69 25 F5 E6 9C 27 EC
B2 95 8E 39 75 A2 44 74 FD 02 E9 6F CE 61
CF 70 48 49 0D 7D A3 DE 70 B8 01 F2 5F
0B 0D F8 10 95 DF 47 F7 24 1F 70 24 AE 12
E3 E4 53 B3 21 A2 EF 98 EC Do 11 2D B2
3F 838D D9 3E Al AE A3 82 1F BCEA 1F
17 ED 87 11 A2 5B E8 27 2F F4 7D FC 12
86 D6 02 6E 65 15 E6 CB 38 7A 1D 52 BC
2A 96 D5 37 0D D4 20 7C 7D F9 69 45 3F 25
73 29 58 0C C4

RIE %~ 51 B3
FERAD

00 00 00 90

RE® a8 meEr
iR

4E D6 57 6C 08 EF 2A 9C 54 8F OF 90 4D
52 3E CA 59 D3 5E C1 7F 9D DA E0 C3 E2
42 3B 90 BD 9D 19 58 C9 73 1F 97 40 4D E2
6C 9B E2 48 FA B6 58 39 FE 49 4C 04 C3
06 08 27 23 2E 66 2D 6A B9 7D 0C 13 00 B6
D9 66 C8 5A 72 B9 CB FA 3E F7 11 BA 79
46 D9 3E 14 26 AF 72 D6 31 2B EA D5 DA
47 CF 65 4D 09 F1 69 95 13 E0 87 34 22 B?
C9 3D 7D 56 3D BA 8D 04 20 67 A7 B9 98
0C 6A 37 E1 86 58 10 CD AA 28 34 87 EF
7C 98 41 9B 8F 66 53 99 7A 81 31

10

AHEABENSIE
A

00 00 00 80

75
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xr &
Fe KE 2 & 15LEA
64 88 8E 75 15 94 6E 26 66 96 7D A6 1B 77
IBEHENESER
11 | 32 B 3C 7B A7 0A 96 C8 90 FB FE Bl 6A 1B E6
B3 3F FA 8A B4
EBERXEHBEM
12 | 4 X 00 00 00 81
LA
~ 2D BE 12 FF EF 3C 62 C7 D7 93 51 66 B3
IBERXEHAEN
13 | 32 o 71 43 99 17 11 C2 6B F7 B2 50 A5 2C 8F 68
SERIEB
D5 64 47 A7 A2
iy
FE|KE B H 1584
~ TCM_TAG_RSP_AUTHZ_
1| 2 | R 00 C6
COMMAND
2 | 4 | BiERE 00 00 01 34
3| 4 | EEB 00 00 00 00
MEMNRBH RS RE
4 | 4 00 00 00 E6
i N
04 2D 3C 23 9D E6 86 OF Bl 49 3F B4 05 27
7D 28 5B 6A A6 87 9F 21 79 B4 DE 64 08
D2 4A 1E A0 D9 50 6A 93 Bl ‘A6 7F.07 B4
E0 12 05 E2 E5 9C 12 A0 DC 22 B2 A8 02
E0 E6 05 FC 9D DF 95 2A 5B 7E D9 AB 22
BE 0C 3F F1 02 73 08 26 B7 41 AD 87 70 B7
2B 69 6C FD 4D F9 32 D0 55 B6 BD E2 DE
4E 55 50 AC 3A 4B E6 37 3F D2 5D 7C F4
5 |ma Jn s m FA 43 3K % Fk | 8D 1A 8F 9D 79 60 D7 9F 96 01 23 D4 DB
4 BE A0 5C 98 11 22 24 23 06 EF 98 C3 67 7E
7C C2 D9 84 33 F5 30 A2 74 04 45 1F E5 C3
5F Al 70 F4 E7 D5 08 D1 BB A5 02 49 7F
69 D1 EF E6 95 02 8F 7C 25 BF F1 E6 DI
OE 7F C4 18 B8 BC 01 42 9A 10 3F 65 B3
0A 4C DO EE E0 F6 71 3C 15 22 22 39 F4
AE 3A 56 4A A7 FB EF E0 92 25 51 E0 A2
3B EE E3 15 AE EF 0D 3C 0C Al 40 7C E9
09 2D 0D 91 EE
9D 1D 1E CA AB 9D 74 8F A6 57 CB 2A 1C
. 3 A
6 | 32 ﬁzg%gﬂ"ﬁgﬁ 8B E2 6A E6 FD F3 FD 85 91 43 41 D9 C4
12 4B 33 DE 31 09
o DB 10 54 BC B3 4B 06 4E AC 4A FA 0A 95
7 | 32 ii;gﬁ:%%ﬂ&ﬁ F6 77 37 1C A4 CA 79 95 EE 38 D8 58 22
= CC 50 66 2A 77 B2
gt 00 00 80 C2 TCM_ORD_ConvertMigrationBlob
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#i A Blob: :

00 C3 00 00 01 E5 00 00 80 C2 05 00 00 03 05 00 00 04 00 00 00 F3 04 AD A5 8F 4C 04 C6 4A 90
52 CE BC 9A 57 BD 1C FA'E5 AE 14 EE 12 CC 63 A4 CA C5 E6 E0 4E 69 02 9A 64 FF 06 35 AA 63
EC 9F B7 A8 78 EE FC 00 49 CA 7A DE A5 38 EA 5C DA A1 62 68 30 1D 5B 53 97 A9 6E 29 AD 34
8D 08 AD F1 B4 3D ED B6 BE DA F2 EE 2B 9C 9B 70 6F 4C 44 6F 16 44 7B 4B EE 11 DF 94 7B 07 98
5D D8 32 5A 65 E2 16 2C 8F 43 12 6C 75 29 2A 79 C3 89 52 68 D7 9A OF FE 69 25 F5 E6 9C 27 EC B2
95 8E 39 75 A2 44 74 FD 02 E9 6F CE 61 CF 70 48 49 0D 7D A3 DE 70 B8 01 F2 5F 0B 0D F8 10 95
DF 47 F7 24 1F 70 24 AE 12 E3 E4 53 B3 21 A2 EF 98 EC D0 11 2D B2 3F 83 8D D9 3E Al AE A3 82
1F BC EA 1F 17 ED 87 11 A2 5B E8 27 2F F4 7D FC 12 86 D6 02 6E 65 15 E6 CB 38 7A 1D 52 BC 2A
96 D5 37 0D D4 20 7C 7D F9 69 45 3F 25 73 29 58 0C C4 00 00 00 90 4E D6 57 6C 08 EF 2A 9C 54 8F
OF 90 4D 52 3E CA 59 D3 5E C1 7F 9D DA E0 C3 E2 42 3B 90 BD 9D 19 58 C9 73 1F 97 40 4D E2 6C
9B E2 48 FA B6 58 39 FE 49 4C 04 C3 06 08 27 23 2E 66 2D 6A B9 7D 0C 13 00 B6 D9 66 C8 5A 72 B9
CB FA 3E F7 11 BA 79 46 D9 3E 14 26 AF 72 D6 31 2B EA D5 DA 47 CF 65 4D 09 F1 69 95 13 E0 87
34 22 B7 C9 3D 7D 56 3D BA 8D 04 20 67 A7 B9 98 0C 6A 37 E1 86 58 10 CD AA 28 34 87 EF 7C 98
41 9B 8F 66 53 99 7A 81 31 00 00 00 80 64 88 8E 75 15 94 6E 26 66 96 7D A6 1B 77 3C 7B A7 0A 96
C8 90 FB FE Bl 6A 1B E6 B3 3F FA 8A B4 00 00 00 81 2D BE 12 FF EF 3C 62 C7 D7 93 51 66 B3 71
4399 17 11 C2 6B F7 B2 50 A5 2C 8F 68 D5 64 47 A7 A2

44 Blob, R

00 C6 00 00 01 34 00 00 00 00 00 00 00 E6 04 2D 3C 23 9D E6 86 OE B1 49 3F B4 05 27 7D 28 5B
6A A6 87 9F 21 79 B4 DE 64 08 D2 4A 1E A0 D9 50 6A 93 Bl A6 7F 07 B4 E0 12 05 E2 E5 9C 12 A0
DC 22 B2 A8 02 E0 E6 05 FC 9D DF 95 2A 5B 7E D9' AB 22 BE 0C 3F F1 02 73 08 26 B7 41 AD 87 70
B7 2B 69 6C FD 4D F9 32 D0 55'B6 BD E2 DE 4E 55 50 AC 3A 4B E6 37 3F D2 5D 7C F4 8D 1A 8F
9D 79 60 D7 9F 96 01 23 D4 DB BE A0 5C 98 11 22 24 23 06 EF 98 C3 67 7E 7C C2 D9 84 33 F5 30 A2
74 04 45 1F E5 C3 5F Al 70 F4 E7 D5 08 D1 BB A5 02 49 7F 69 D1 EF E6 95 02 8F 7C 25 BF F1 E6
D1 OE 7F C4 18 B8 BC 01 42 9A 10 3F 65 B3 0A 4C D0 EE E0 F6 71 3C 15 22 22 39 F4 AE 3A 56 4A
A7 FB EF E0 92 25 51 E0 A2 3B EE E3 15 AE EF 0D 3C 0C Al 40 7C E9 09 2D 0D 91 EE 9D 1D 1E
CA AB 9D 74 8F A6 57 CB 2A 1C 8B E2 6A E6 FD F3 FD 85 91 43 41 D9 C4 12 4B 33 DE 31 09 DB 10
54 BC B3 4B 06 4E AC 4A FA 0A 95 F6 77 37 1C A4 CA 79 95 EE 38 D8 58.22 CC 50 66 2A 77 B2

6.45 TCM_SM3Start

WHT
TCM_Startup 474 # B AT
AL
Fe | KE &R : {8 BLHA
1| 2 | 4R A 00 C1 "TCM_TAG_RQU_COMMAND
2 | 4 | BEKE 00 00 00 0A
3. 4 | meH 00 00 80 EA . TCM_ORD_SM3Start
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00 C1 00 00 00 OA 00 00 80 EA

?ﬂbﬂﬂj BlOb:

00 C4 00 00 00 OE 00 00 00 00 00 00 0Z 00

6.46 TCM_SM3Update

RRLT -

a) TCM_Startup g4 BB IIRAT .
b) TCM_SM3Start #r4 B BRI HAT .

it 3«
Fe|KE B BLER
1] 2 |#FR 00 C4 TCM_TAG_RSP_COMMAND
2 | 4 (BEB/RE 00 00 00 OE
3| 4 [EEB 00 00 00 00
4 | 4 AR 5 TCM. 00 00 02 00
SM3Update R K H 3L
w4 m 00 00 80 EA TCM_ORD_SM3Start
i A Blob;

A
FE|RE 2 ‘ W6 B
1| 2 | iR 00 C1 TCM_TAG_RQU_COMMAND
2 | 4 BiRKE 00 00 00 2F ‘
3 4 | AW 00 00 80 EB TCM_ORD_SM3Update
4 | 4 | BUEHAKAD 00 00 00 21 ‘
61 62 63 64 62 63 64 65 63 64 65 66 64 65 66
5 |AIA| BiEk 67 65 66 67 68 66 67 68 69 67 68 69 6A 68
69 6A 6B 69
3
FSIRE &5 8
1| 2 | 4R 00 C4 TCM_TAG_RSP_COMMAND
2 | 4 | BURKE 00 00 00 0A
31 4 | BE 00 00 00 00
fir & 00 00 80 EB TCM_ORD_SM3Update
#i A Blob.

00 C1 00 00 00 2F 00 00 80 EB 00 00 00 21 61 62 63 64 62 63 64 65 63 64 65 66 64 65 66 67 65 66
67 68 66 67 68 69 67 68 69 6A 68 69 6A 6B 69

%i 4 Blob:

00 C4 00 00 00 0A 00 00 00 00
78
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BEA .
i SM3 35 8 B ¥ 1 % B [FIPS-180-1](B% SCARL7D) MM B s BB B MBI T

6.47 TCM_SM3Complete

T

a) TCM_Startup 4 BRI AT .

b) TCM_SM3Start 452 0 BIh 47 .
¢) TCM_SM3Update 4 BB IIIAT .

TN
FEKE &% =1 L8
1] 2 | R 00 C1 TCM_TAG_RQU_COMMAND
2 | 4 | BIEKE 00 00 00 25
3| 4 | mom 00 00 80 EC TCM_ORD_SM3Complete
4 | 4 | BEHRKAD 00 00 00 17 '
s || moms 6A 6B 6C 6A 6B 6C 6D 6B 6C 6D 6E 6C 6D
6E 6F 6D 6E 6F 70 6E 6F 70 71
g
FE|KE & & BB
1| 2 | #R 00 C4 TCM_TAG_RSP_COMMAND
2 | 4 | BEKE 00 00 00 2A
3 4 | R[EIRS 00 00 00 00
63 9B 6C C5 E6 4D 9E 37 A3 90 Bl 92 DF
4 | 32 | ZHEHR 4F A1 EA 07 20 AB 74 7F F6 92 B9 F3 8C
4E 66 AD 7B 8C 05
GRS 00 00 80 EC TCM_ORD_SM3Complete
# A Blob:

00 C1 00 00 00 25 00 00 80 EC 00 00 00 17 6A 6B 6C 6A 6B 6C 6D 6B 6C 6D 6E 6C 6D 6E 6F 6D
6E 6F 70 6E 6F 70 71

5 1 Blob;

00 C4 00 00 00 2A 00 00 00 00 63 9B 6C C5 E6 4D 9E 37 A3 90 Bl 92 DF 4F A1 EA 07 20 AB 74
7F F6 92 B9 F3 8C 4E 66 AD 7B 8C 05

e .

i SM3 iz & W B 45 % B [FIPS-180-1]# M5k B h Bz H B+ .

6.48 TCM_SM3CompleteExtend

KT
TCM_Startup 174 MBI AT .
TCM_SM3Start 454§ B Zh 4T
79
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TCM_SM3Update 454 B BRI AT .

A
FE | kE BT & LA
1| 2 | %R 00 C1 TCM_TAG_RQU_COMMAND
2 4 | BEKE 00 00 00 29
3 4 WA 00 00 80 ED TCM_ORD_SM3CompleteExtend
4 | 4 | f2Em PCR 00 00 00 0C
5 | 4 | BEHEAND 00 00 00 17
6A 6B 6C 6A 6B 6C 6D 6B 6C 6D 6E 6C 6D
6 |WIAF| BEEH
6E 6F 6D 6E 6F 70 6E 6F 70 71
a3
FE|KE 2R B 156 BH
1| 2 | &R 0Ct TCM_TAG_RSP_COMMAND
2 | 4 | BERKE 00 00 00 4A
3 | 4 | BREH 00 00 00 00
63 9B 6C C5 E6 4D 9E 37 A3 90 Bl 92 DF
4 | 32 | REBER 4F A1 EA 07 20 AB 74 7F F6 92 B9 F3 8C
4E 66 AD 7B 8C 05
9C E8 92 FF E9 C2 E7 F0 00 9A SE E4 05
5 | 32 | PCR&® 65 B5 91 54 29 BD B9 D1 7B 0A 00 36 19 48
26 C5 8C 8E El
WA 00 00 80 ED TCM_ORD_SM3CompleteExtend
& A Blob.

.00 C1 00 00 00 29 00 00 80 ED 00 00 00 0C 00 00 00 17 6A 6B 6C 6A 6B 6C 6D 6B 6C 6D 6E 6C

6D 6E 6F 6D 6E 6F 70 6E 6F 70 71
!{ﬁ'& BlOb:
.00 C4 00 00 00 4A 00 00 00 00 63 9B 6C C5 E6 4D 9E 37 A3 90 Bl 92 DF 4F Al EA 07 20 AB 74

7F F6 92 B9 F3 8C 4E 66 AD 7B 8C 05 9C E8 92 FF E9 C2 E7 F0 00 9A 5E E4 05 65 B5 91 54 29 BD

B9 D1 7B 0A 00 36 19 48 26 C5 8C 8E E1

LR -

fit SM3 iz K %% B [FIPS-180-1 JRIM % B kBB EHHI 7.

6.49 TCM_Sign

BT -
a) TCM_Startup fir & K BRI AT
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b) FHFrEZE, Bl TCM_TakeOwnership 74 #9 B 4T .

o FHEEMBNZELEH, B TCM_LoadKey B IIRAT .

A, - ‘

Fe | KE #FR i1 L]
e | 00 C2 TCM_TAG_RQU_AUTHI1_
COMMAND
2 | 4 | BERE 00 00 00 56
3| 4 | moH 00 00 80 3C TCM_ORD_Sign
4| 4 | BeEgam 05 00 00 06 KeyB '
5| 4 | HEAWMERIEKE | 00000020
90 90 90 90 90 90 90 90 90 87 78 89 89 78 76 |

6 | 32 | BELBERE 78 90 90 90 90 90 90 90 90 90 87 78 89 89 78

76 78

ELEEHRNEE

7 4 00 00 00 4E
GIE : .
. F7 D8 A2 78 B8 A0 56 65 CB 68 22 4F B7
EXRFHERBEER | - :
8 | 32 .. 0C DC 7F 53 C1 61 5B 58 8D 00 F5 03 4B
i , Y
0A C5 OF 56 E2 A9
Lifak
FS | KE B 1 v 508
' Co | TCM_TAG_RSP_AUTH1_
1 AR i 00 C5
COMMAND
2 4 | BIEKE 00 00 00 6E -
3 4 | RMEE 00 00 00 00
4 4 | BEBEKE 00 00 00 40
AD B5 72 Fo C1 2B E7 00 59 D6 C4 F6 E7
2F F7 EF 97 81 A4 9D 00 B9 99 09 8B 25 80
5 |AIEE | B2 AA E9 C6 68 BF Al 43 80 92 BF 3F 99 33
89 1C D3 70 73 C4 10 2D'92 F5 5F BB 4F B5
C6 80 FC 8B 36 14 05 BE 70 27
0A 46 39 F0 24 8F FB 64 8F EC 5A 5D 6C
ELFHENAEER
6 | 32 - 0B 84 41 88 F5 42 13 33 3A BF DF A0 F2
il
DC 27 BE C1 F3 D6
iR 00 00 80 3C TCM_ORD_Sign
# A Blob.

00 CZ 00 00 00 56 00 00 80 3C 05 00 00 06 00 00 00 20 90 90 90 90 90 90 90 90 90 87 78 89 89 78
76 78 90 90 90 90 90 90 90 90 90 87 78 89 89 78 76 78 00 00 00 4E F7 D8 A2 78 B8 A0 56 65 CB 68 22
4F B7 0C DC 7F 53 C1 61 5B 58 8D 00 F5 03 4B 0A C5 OF 56 E2 A9
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% i Blob.
00 C5 00 00 00 6E 00 00 00 00 00 00 00 40 AD B5 72 F0 C1 2B E7 00 59 D6 C4 F6 E7 2F F7 EF 97
81 A4 9D 00 B9 99 09 8B 25 80 AA E9 C6 68 BF Al 43 80 92 BF 3F 99 33 89 1C D3 70 73 C4 10 2D 92
F5 5F BB 4F B5 C6 80 FC 8B 36 14 05 BE 70 27 0A 46 39 F0 24 8F FB 64 8F EC 5A 5D 6C 0B 84 41
88 F5 42 13 33 3A BF DF A0 F2 DC 27 BE C1 F3 D6

168 .
a) WABBENEELIESNITTETE
WAL MABENEIERIES g
HASH IN 1 |00 00 80 3C Gom
HASH IN 2 | 00 00 00 20 BELZWMERERKE
90 90 90 90 90 90 90 90 90 87 78 89 89 78 76 78 90 90 90 90 90 90 90 90 | _
HASH IN 3 || FEAHERE
90 87 78 89 89 78 76 78
BB 4C 64 EE 1C 92 D0 D8 EB 92 5F AF 42 3F F3 78 80 6C 07 F2 92 41%
HASH OUT HMAC IN 1
FC OE A4 ABC1 7D FF 39 1A 1D
KEY D4 B2 83 2A 52 E2 4E A2 C2 63 A2 04 B7 95 4F 95 04 F6 36 EE C6 41 | £ 4 %41 AP &yt =
2A 06 FO FB 86 07 97 35 OE 07 b % B4R
BB 4C 64 EE 1C 92 D0 D8 EB 92 5F AF 42 3F F3 78 80 6C 07 F2 92 4E ‘
HMAC IN 1 HASH OUT
FC OE A4 AB C1 7D FF 39 1A 1D ‘
HMAC IN 2 | 09 4D 9C DF AP &iEHIF 55
F7 D8 A2 78 B8 A0 56 65 CB 68 22 4F B7 0C DC 7F 53 C1 61 5B 58 8D .
HMAC OUT B A SR B A SO B8RS

00 F5 03 4B 0A C5 OF 56 E2 A9

b) i EBENEERIEG RS E
B AN EAREREMELAMREITE, HERE S5 K55 HMAC 8, HMAC i
FHAERELZER AP BT AN ERELUE. _
HUT Rt TCM Z B R B b B8, 8 P 78 TCM B2 MRS T AR 38 8 S 752 1l
WEEE . RS R LU SRS T H AP ﬁﬁ%iﬁ’ﬂﬁﬂ%@féﬁﬂhﬁﬂb?%ﬁ‘ﬁ%ﬁﬁw

HH .

o) BAEE

BRER T AP K10, T R E BB % 1 00 A SR AU

O BHEEY
5 2 BRI R keyB.

6.50 TCM_SM4Encrypt

RHT

a) TCM_Startup fid BRI #AT .
b) HFFAEE, B TCM_TakeOwnership 74 ¥ I AAT .
) BEBAT—AMXHmMEEL, B TCM_LoadKey AT,

A

82
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Fs|KE 2 & 1B
TCM_TAG_RQU_AUTHI_
1 2 | iR 00 C2
COMMAND
2 4 | BEKE 00 00 00 50
3 4 WA 00 00 80 C5 TCM_ORD_SM4Encrypt
4 | 4 | BHEFE 05 00 00 01 keyE
00 00 00 00 00 00 00 00 00 00 00 00 00 00
5 | 16 | CBCERFERA IV
: 00 00
6 4 | FMERERE 00 00 00 0A
7 |AAE| BmERE 0101 01 01 01 01 01 01 01 01 AT LR A B
MEFEHABENSE
8 4 00 00 00 38
Kk
3F B7 17 36 B1 0D 6C OF EC ED 08 AA 96
MEZEHABERNEER
9 | 32 F7 75 92 80 91 A6 89 E0 57 1A 3D 56 38 16
na
42 FF C1 B4 27
B
Fe|KE AW & T8
TCM_TAG_RSP_AUTH1_
1 2 | iR 00 C5
COMMAND
2 4 | BEKE 00 00 00 3E
3 4 | R [ERS 00 00 00 00
4 | 4 | OMERERE 00 00 00 10
B7 18 11 5E 69 29 00 93 B0 5E BE 14 F8 6F
5| EmERE
8C 09
) F6 53 D7 E3 4B 12 19 75 35 B3 2B 81 FF 9A
MEFABRNEER
6 | 32 B BE 4B 3C D0 6F 30 E7 E3 B6 D1 3D 6A 5F
N 00 20 6D 73 6C
A 00 00 80 C5 TCM_ORD_SM4Encrypt
i A Blob;

00 C2 00 00 00 50 00 00 80 C5 05 00 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 0A 01 01 01 01 0101010101 01000000 38 3F B717 36 B10D6COF ECEDO08 AA 96 F7 75 92
80 91 A6 89 E0 57 1A 3D 56 38 16 42 FF C1 B4 27
i 1 Blob;
00 C5 00 00 00 3E 00 00 00 00 00 00 00 10 B7 18 11 5E 69 29 00 93 B0 5E BE 14 F8 6F 8C 09 F6
53 D7 E3 4B 12 19 75 35 B3 2B 81 FF 9A BE 4B 3C D0 6F 30 E7 E3 B6 D1 3D 6A 5F 00 20 6D 73 6C

YL«

a) A SEAEE WIS A it B i
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1A 3D 56 38 16 42 FF C1 B4 27

A AR IR RS 1883
HASHIN1 |00 0080 C5 W
HASH IN 2 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 CBC X HK IV
HASH IN 3 | 00 00 00 0A 50 25 P B B
HASH IN 4 01 01 01 01 01 01 01 01 01 01 5 % BiE
BF 4B 02 0A 76 86 40 F9 9F 26 B6 FF 6D 26 E0 48 00 49 14 42 A7 C1 1E
HASH OUT HMAC IN 1
1F AE 7A 3E E2 D3 67 3D 8B
KEY 8F F2 CC CA 4E 50 BD 17 76 47 90 07 0D BA AA 1E 28 90 A8 BF B8 6F | ME & Y] AP &35 L=
- 29 43 E7 CD C9 E9 59 3B 64 74 B R
BF 4B 02 0A 76 86 40 F9 9F 26 B6 FF 6D 26 E0 48 00 49 14 42 A7 C1 1E
HMAC IN 1 ' HASH OUT
] 1F AE 7A 3E E2 D3 67 3D 8B
HMAC IN 2 | 7F 18 9D E7 AP &EHIFF S
3F B7 17 36 B1 0D 6C OF EC ED 08 AA 96 F7 75 92 80 91 A6 89 E0 57 .
HMAC OUT AR BRI RS

b) B SRR RIEB TR
SEAEE TN S TN IR %4 & iR - TR 5 6140 6

HMAC BB 8 0 A mEF AR H AP &G~ E R L Z M EHE.

BU R4 TCM z 868 8 5 A, {7 72 TCM BF & RS T 58 5 3R

BitE, HERE 5755 HMAC 5,

RSN

KHE R . BB R LU A RS T 8 AP RS 75 )0t B E T 3%, A B T BT S 1

R

o BAEE
AUEE AN B AP &E R, TN B 40 06 T AUE IR . A4RiER A KEYAUTH % &14.

6.51 TCM_SM4Decrypt
KHF .
a) TCM_Startup A4 RN $HAT .
b) FHEH, B TCM_TakeOwnership 474 BRI # 47 .
o) BEBAT—IXHREFEEH, N TCM_LoadKey BT .
A '
FE K T fi ik
TCM_TAG-RQU_AUTH1_
1| 2 | s 00 C2
COMMAND
2 4 | BEKRE 00 00 00 56
3| 4 | Aom 00 00 80 C6 TCM_ORD_SM4Decrypt
4 | 4 | mEAHE 05 00 00 01 keyE
00 00 00 00 00 00 00 00 00 00 00 00 00 00
5 | 16 | CBC #{fFIfY IV :
00 00
6 | 4 | HEBEREKE 00 00 00 10
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Fe KE Z2

LB

IR 25 €

B7 18 11 5E 69 29 00 93 BO 5E BE 14 F8 6F
8C 09

3k 3 TCM_SM4Encrypt i 4 3,

THER

MEFHARNRIE

8 | 4 00 00 00 39
G
B EF 54 FD C4 95 9B 81 1D 1F 9F 23 9E 76
BEFHENRNEER
9 | 32| OB 8A 7F 23 E6 44 B6 2D 54 E2 19 78 E7 65
EH
5E CB 76 63 41
a3,
FEKE &R (=1 R
TCM_TAG_RSP_AUTHI1_
1 2 | iR 00 C5
COMMAND
2 4 | BERE 00 00 00 38
3 4 | RERG 00 00 00 00
4 4 | MEBERE 00 00 00 0A

5 AT MRS B

0101010101010101 Oi 01

59 8A 3A 6A A0 A0 DC 88 67 B8 3C 3C A2

MEFHRENBER |
6 | 32 - 47 8A 2A F2 78 8D B9 A6 41 17 E5 25 6E
25 7C 16 58 62 FO
R 00 00 80 C6 TCM_ORD_SM4Decrypt
%}\ BlOb:

00 C2 00 00 00 56 00 00 80 C6 05 00 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 10 B7 18 11 5E 69 29 00 93 B0 SE BE 14 F8 6F 8C 09 00 00 00 39 EF 54 FD C4 95 9B 81 1D 1F 9F

23 9E 76 OB 8A 7F 23 E6 44 B6 2D 54 E2 19 78 E7 65 5E CB 76 63 41

i i Blob.

00 C5 00 00 00 38 00 00 00 00 00 00 00 0A 01 01 01 01 01 01 01 01 01 01 59 8A 3A 6A A0 A0 DC
88 67 B8 3C 3C AZ 47 8A 2A F2 78 8D B9 A6 41 17 E5 25 6E 25 7C 16 58 62 FO

i

a) R ASEAEE RN Wi E R

WAL AR SURIERIEE Wi
HASH IN 1 {0000 80 C6 W
HASH IN 2 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 CBC R {8 Ry IV
HASH IN 3 | 00 00 00 10 FRERERE
HASH IN 4 | B7 18 11 5E 69 29 00 93 B0 5E BE 14 F8 6F 8C 09 T il 2% 4R
HASH OUT 1A 59 6E 43 A3 35 31 AE 78 63 4A 49 32 8F BE 4B B4 E4 B0 88 24 32 HMAC IN 1

EB 1C 65 7E 1D 07 FD 92 27 33
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£ (&)
BAB MABENBERIED 1 ER
KEY 5D 1D 5E 9B D9 CE 10 B0 37 6C 35 49 62 4C 76 DF 7D BC 17 F1 47 E2 C1 | f@ 5 %40 AP &iF 3t
BD C4 DA 33 70 3E AD EA 86 BERERE
1A 59 6E 43 A3 35 31 AE 78 63 4A 49 32 8F BE 4B B4 E4 B0 88 24 32 EB
HMAC IN 1 HASH OUT
‘ 1C 65 7E 1D 07 FD 92 27 33
HMACIN 2 | D3C033C5 AP £ENFHIE
EF 54 FD C4 95 9B 81 1D 1F 9F 23 9E 76 0B 8A 7F 23 E6 44 B6 2D 54 E2 L .
HMAC OUT IR B IR RS
19 78 E7 65 5E CB 76 63 41

b) iy EEBRANEIE A T B R

B A SRR ENKENRE SR ERAETE  RERE 55558 HMAC it &,
HMAC B R E BT ERUEN AP SE LWL EMELE, |

B RAE TCM 2 BEt Ay EME , € TCM 5 &R S T e RS E 244
REEE. FET BT LSRN ERET 8 AP BRE&E ARt EE TR, A B T840
AR,

¢) B HE

RIEMEEY AP 215  FEMREFHANFEARASE. SR A KEYAUTH ¥ &14.

6.52 TCM_SM2Decrypt

RHT -

a) TCM_Startup 454 8 A7 .

b) BHAEE, B TCM_TakeOwnership &y 8 I 1T,

) BEERBAT—AIEXFRAEE P, B TCM_LoadKey MI#47 .

BB .
5 KE 2R & L]
TCM_TAG_RQU_AUTHI_
1| 2 | 4R 00 C2
COMMAND
2 | 4 | BEKRE 00 00 00 9B
3 4 | wAE 00 00 80 EE TCM_ORD_SM2Decrypt
4 | 4 | BHEAW 05 00 00 08 keyA
5 | 4 | FREREKE 00 00 00 65
04 77 8E 09 8B 01 11 36 51 5D E5 9B 9F 6C
FD 53 75 92 83 6F 40 22 1F 62 1C F2 27 52
A2 83 74 9D F7 5D 47 0C 74 0D EC 71 CD
) A6 6E C3 7F 96 0D B5 62 C4 D5 0B DB 10 | 3k B 435 A keyA S4IME B
6 || FRELE F6 32 BA 8B 14 BF 10 4E A4 20 15 DF C4 | #58
0A 54 96 2A 07 4D BD DF 13 9A B5 83 39
55 A0 66 68 E6 5E 17 76 D9 80 F8 39 BD 27
A7 1B 9E EF FC EF 07
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x (&)
FEiKE AR 1B VA
BMEFZHABRESE
7 4 00 00 00 3B
G
60 B2 DB 5E DA 46 5D 6F 44 F9 39 C2 7E
BETHABENEER .
8 | 32 C8 69 3A 6C 5E A4 DB 65 17 05 8B E2 80
W
12 6A 4A F9 12 6E
Lk
FEKE A & LA
TCM_TAG_RSP_AUTHI1_
1 2 | iR 00 C5
COMMAND
2 4 | BHmKE 00 00 00 32
3 4 | REH 00 00 00 00
4 4 | mEERERE 00 00 00 04
5 |A[3F | MRS iR 19 90 90 90 7
76 BD 57 C5 A2 4D C9 51 F6 16 A9 95 D3
BEFEHBRNEER
6 | 32 _-— FE 40 AA 8E DB 9F 02 68 8E 4B 6D E9 F3
U
98 C7 03 89 07 OD
R 00 00 80 EE TCM_ORD_SM2Decrypt
f.{?ﬁjA Blob:

00 C2 00 00 00 9B 00 00 80 EE 05 00 00 08 00 00 00 65 04 77 8E 09 8B 01 11 36 51 5D E5 9B 9F
6C FD 53 75 92 83 6F 40 22 1F 62 1C F2 27 52 A2 83 74 9D F7 5D 47 0C 74 0D EC 71 CD A6 6E C3
7F 96 0D B5 62 C4 D5 0B DB 10 F6 32 BA 8B 14 BF 10 4E A4 20 15 DF C4 0A 54 96 2A 07 4D BD DF
13 9A B5 83 39 55 A0 66 68 E6 5E 17 76 D9 80 F8 39 BD 27 A7 1B 9E EF FC EF 07 00 00 00 3B 60 B2
DB 5E DA 46 5D 6F 44 F9 39 C2 7E C8 69 3A 6C 5E A4 DB 65 17 05 8B E2 80 12 6A 4A F9 12 6E

%i i Blob:

00 C5 00 00 00 32 00 00 00 00 00 00 00 04 19 90 90 90 76 BD 57 C5 A2 4D C9 51 F6 16 A9 95 D3
FE 40 AA 8E DB 9F 02 68 8E 4B 6D E9 F3 98 C7 03 89 07 0D

BiHA ‘

a) W ABBRABHERIER 81 R

WA 9 A\ BB B 30 6D ]
HASH IN'1 |00 00 80 EE WA
HASH IN 2 | 00 00 00 65 FRERERE

04 77 8E 09 8B 01 11 36 51 5D E5 9B 9F 6C FD 53 75 92 83 6F 40 22 1F
62 1C F2 27 52 A2 83 74 9D F7 5D 47 0C 74 0D EC 71 CD A6 6E C3 7F
HASH IN 3 96 0D B5 62 C4 D5 0B DB 10 F6 32 BA 8B 14 BF 10 4E A4 20 15 DF C4 | fFf# & 5E
0A 54 96 2A 07 4D BD DF 13 9A BS5 83 39 55 A0 66 68 E6 5E 17 76 D9
80 F8 39 BD 27 A7 1B 9E EF FC EF 07
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F (80)
PN WABENBERIED LA
‘ 68 33 B0 15 3E 63 EB 06 CC CD 98 EF 0E AC 79 FB BC 3B 81 F1 87 43 12
HASH OUT » HMAC IN 1
DF EB 9F D$ F2 DF 7E 18 67
KEY 4C C012 72 C4 BB 69 DE 52 74 51 BB A5 37 67 7C 22 14 19 6F EC 61 EA | MR B 48 AP &yt
6B 14 DE 37 75 CA C0 33 CC EWERE
68 33 B0 15 3E 63 EB 06 CC CD 98 EF OE AC 79 FB BC 3B 81 F1 87 43 12
HMAC IN 1 HASH OUT
DF EB 9F D9 F2 DF 7E 18 67
HMAC IN 2 | 45 05 86 E3 AP SIEMFF S
60 B2 DB 5E DA 46 5D 6F 44 F9 39 C2 7E C8 69 3A 6C 5E A4 DB 65 17 05 o
HMAC OUT : WA B BB RIERS
8B E2 80 12 6A 4A F9 12 6E

b) i R AU AR B e RS ) T
BEW . S BEERENRENREERESRETE KRB 5K 54 HMAC i+,
HMAC M EH N E AR EE AR AP 2E-E N EMERRE.
YRS  TCM 32 S i o (6 (B . 48/ P 8 TCM (45 & pE 0 0R S T BB 3R18 B 45 4 el
AKER . RS BT SHENERES TR AP RS E AR WEE T R, & B FENES N

WA R

o) WA
R B FEFH AP LEN . FEMEFTHNFEHZREE. SRR A KEYAUTH ¥ 8.

6.53 TCM_GetRandom

R T
TCM_Startup iy & # LI AT
MR
Fe|KE B0 & | Hh A
1 2 | R 00 C1 TCM_TAG_RQU_COMMAND
2 | 4 | BEKE 00 00 00 OE |
3 4 | o 00 00 80 46 TCM_ORD_GetRandom
4 | 4 | FEVEERE 00 00 00 10
35,
FaE|KE B Vi
1| 2 | 48 00 C4 TCM_TAG_RSP_COMMAND
2 | 4 | BEKE 00 00 00 1E
3] 4 | EREB 00 00 00 00
4 | 4 | BENBUERE 00 00 00 10
. —— 2F 7E 88 F6 C9 90 SE A8 48 9A C3 39 DA
96 2A D5
A 00 00 80 46 TCM_ORD_GetRandom
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i A Blob:
00 C1 00 00 00 OE 00 00 80 46 00 00 00 10
i H Blob:
00 C4 00 00 00 1E 00 00 00 00 00 00 00 10 2F 7E 88 F6 C9 90 5E A8 48 9A C3 39 DA 96 2A D5

6.54 TCM_APCreate

KT
a) TCM_Startup i B I 4T .

GM/T 0013—2012

b) AEMEEEEE TCM_ET_NONE,
AR
Fe | KE H (=1 1
~ TCM_TAG_RQU_AUTHI_
1 2 | iR 00 C2
COMMAND
2 | 4 | BEKE 00 00 00 50
3 4 | fo 00 00 80 BF TCM_ORD_APCreate
e REME AR, BF
4 2 | E{RER 00 12 GM/T 0011 FRIE BN N &
#% TCM_APCreate @14 ##iA
5 4 | ;ikfE 00 00 00 00 ELiR{E ,5%F GM/T 0011 HHk .
C4 D3 C1 E9 6B F4 4C B4 5C Al 3F 62 26
6 | 32 | A& nonce 0E 6D 77 23 A5 D1 1D BB 2B 9D 6D B3 0E
01 C5 2C 32 5B 4E
50 7E FE 12 31 32 E5 81 96 6D 10 CF D5
7 | 32 | BEBERIED A6 41 E1 5D 67 A9 55 44 FO E4 C3 BB 41
59 FF DB D9 18 AC
g R
Fe KB B & 1581
_ TCM_TAG_RSP_AUTHI_
1 2 | iR 00 C5
COMMAND
2 4 | BEKE 00 00 00 52
3 4 | REG 00 00 00 00
4 4 | BR&SETW 00 00 00 42
91 BC 4E FE E4 5C 29 59 74 A6 BC 36 63
5 | 32 | TCM nonce 37 4B 0A 7E 40 3A FF 3A E5 42 56 15 AD
3C 56 99 1A BB D4
6 4 | BHIS 55 91 FD CF
B1 84 15 02 2B 8E BB BE 08 EC B2 AC C0
7 | 32 | THEREERRD 05 9A 65 66 A4 A2 D5 CF DO 48 EC 62 41
B6 1B DF 00 05 EB
i 00 00 80 BF TCM_ORD_APCreate
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i A Blob.

00 C2 00 00 00 50 00 00 80 BF 00 12 00 00 00 00 C4 D3 C1 E9 6B F4 4C B4 5C A1l 3F 62 26 OE 6D
77 23 A5 D1 1D BB 2B 9D 6D B3 OE 01 C5 2C 32 5B 4E 50 7E FE 12 31 32 E5 81 96 6D 10 CF D5 A6

41 E1 5D 67 A9 55 44 FO E4 C3 BB 41 59 FF DB D9 18 AC
i 4 Blob.

00 C5 00 00 00 52 00 00 00 00 00 00 00 42 91 BC 4E FE E4 5C 29 59 74 A6 BC 36 63 37 4B 0A 7E
40 3A FF 3A E5 42 56 15 AD 3C 56 99 1A BB D4 55 91 FD CF B1 84 15 02 2B 8E BB BE 08 EC B2 AC

CO0 05 9A 65 66 A4 A2 D5 CF D0 48 EC 62 41 B6 1B DF 00 05 EB

LB .
a) AR RIES NI R
B BB ERIEE L]
HASHIN1 |00 00 80 BF HAE
HASHIN 2 | 0012 SRR
95 64 12 34 48 44 B6 9F 90 C7 E0 A4 10 08 E8 08 F9 32 25 1E 55 AD 6C
HASH OUT HMAC IN 1
08 Al 99 83 11 E3 39 37 12
8E 51 7E C5 46 0B Al CD 4D 83 68 8D 60 B7 79 8D 0B 75 62 96 21 CF |
KEY - LEBEDEE
93 DO CF 1A 06 5F 17 1E 32 7B
95 64 12 34 48 44 B6 9F 90 C7 E0 A4 10 08 E8 08 F9 32 25 1E 55 AD 6C
HMAC IN 1 HASH OUT
08 Al 99 83 11 E3 39 37 12
C4 D3 C1 E9 6B F4 4C B4 5C Al 3F 62 26 0E 6D 77 23 A5 D1 ID BB 2B | _
HMAC IN 2 R # nonce
9D 6D B3 0E 01 C5 2C 32 5B 4E
50 7E FE 12 31 32 E5 81:96 6D 10 CF D5 A6 41 E1 5D 67 A9 55 44 F0 : )
HMAC OUT 8 A B AR B8 RS

E4 C3 BB 41 59 FF DB D9 18 AC

b) i SRR B IE RS T S R

S8 [E1 55 . 64 F5 A TCM nonce fif %% ¥ i+, H 45 B 755 % 51 5 ik HMAC #8, HMAC M % 41 %

AP LRI A ERE .

BT R4 d TCMEH et i B{E, P £ TCM A HINAR S TREREES/F 51N
RER. BT B LA SRS TR AP B AEMMRGE E Tk, & B TR &N

HE R

6.55 TCM_APTerminate

KHT -

a) TCM_Startup 454 B BRI MAT.
b) AENEEHEE TCM_ET_NONE,
¢) TCM_APCreate 2 W BRI 4T .

BN
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FS | KE Ly 18
R R 00 Ca TCM_TAG_RQU_AUTHI_
e COMMAND
2 | 4 | BIEKE 00 00 00 2E
3 4 | WA 00 00 80 CO TCM_ORD_APTerminate
4 4 | LAERSIETR 00 00 00 43
F3 4E 59 C6 72 08 AD 17 A8 D7 2A C1 0D
5 | 32 | BABERIEN B6 DB Bl 9B 3E 56 DB 3F 71 C8 Al 0A 65
F2 9B 50 16 E4 1A
far o 3
FE (KE ZFR Bi8e
' : TCM_TAG_RSP_AUTH_
1| 2 | fRR 00 C4
COMMAND
2 | 4 | mEkpE 00 00 00 0A
3| 4 | BER 00 00 00 00
o 00 00 80 CO’ TCM_ORD_APTerminate
%HA Blob:

00 C2 00 00 00 2E 00 00 80 CO 00 00 00 43 F3 4E 59 C6 72 08 AD 17 A8 D7 2A C1 0D B6 DB Bl
9B 3E 56 DB 3F 71 C8 Al 0A 65 F2 9B 50 16 E4 1A '

i 44 Blob:

00 C4 00 00 00 0A 00 00 00 00

i .
BABENBERIEBEMITEIRE.
A WA BB RIES 1580
HASH IN1 |00 00 80 CO ]
32 64 12 34 48 44 B6 80 90 C7 E0 A4 10 08 ES 08 F9 32 25 1IE55 AD6C |~
HASH OUT HMAC IN 1
08 54 66 83 11 E3 39 37 69 _
KEY 86 51 7F C9 46 0B A5 CD 4D 83 68 8D 60 B7 79 8D 0B 75 62 96 21-CF 93 | TCM_APCreate 51 4 i,
D9 CF 15 06 5F 17 1E 32 7B HERERE
32 64 12 34 48 44 B6 80 90 C7 E0 A4 10 08 E8 08 F9 32 25 1E 55 AD 6C '
HMAC IN 1 » : HASH OUT
08 54 66 83 11 E3 39 37 69 -
HMAC IN 2 | E5 83 AD BF P35
HMAC OUT F3 4E 59 C6 72 08 AD 17 A8 D7 2A C1 0D B6 DB B1 9B 3E 56 DB 3F 71 %Aiﬁt&ﬁ&ﬁﬁﬁm
C8 Al 0A 65 F2 9B 50 16 E4 1A !

6.56 TCM_Extend

T

TCM_Startup 74 BRI AT ,
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LT
Fe|KE Z R 11 LA
1| 2 | 4R 00 C1 TCM_TAG_RQU_COMMAND
2 | 4 | BURKE 00 00 00 2E
3| 4 | @A 00 00 80 14 TCM_ORD_Extend
4 | 4 | PCR %3 00 00 00 01 WA LR R M PCR, Rk H

GM/T 0011 H gy

5 | 32 | AREM

O0F D8 55 A9 D1 E9 6C EF OE A7 45 1B ED
1B 29 A9 5F 7A 60 EA 8C FB 20 F4 77 46
CE 65 FD 1E 69 50

a0
FE | KE £ i1 W
1| 2 | iR 00 C4 TCM_TAG_RSP_COMMAND
2 | 4 | BERE 0000 00 2A
3| 4 | BEE 00 00 00 00

4 | 32 | HrERME

40 95 8C 70 72 02 0B 6F 92 48 7F 0A 27 84
69 8B 84 EA 55 43 EB B7 24 E2 FB 31 84 66
3B EB F9 F8

e

00 00 80 14

TCM_ORD_Extend

5 A Blob,

00 C1 00 00 00 2E 00 00 80 14 00 00 00 01 OF D8 55 A9 D1 E9 6C EF OE A7 45 1B ED 1B 29 A9
5F 7A 60 EA 8C FB 20 F4 77 46 CE 65 FD 1E 69 50

4 Blob.

00 C4 00 00 00 2A 00 00 00 00 40 95 8C 70 72 02 OB 6F 92 48 7F 0OA 27 84 69 8B 84 EA 55 43 EB
B7 24 E2 FB 31 84 66 3B EB F9 F8

6.57 TCM_PCRRead

T
TCM_Startup 52 BRI HAT.
A
FS KE 2N 1 A
1| 2 | R 00 C1 TCM_TAG_RQU_COMMAND
2 | 4 | BEKE 00 00 00 OE
3| 4 | o 00 00 80 15 TCM_ORD_PCRRead
s | 4 | PcrR %3] W A2 H M PCR, Rk S F

00 00 00 01

GM/T 0011 $HHidk

i
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FS | KE B (1 A
1| 2 | iR 00 C4 TCM_TAG_RSP_COMMAND
2 | 4 | BIEKRE 00 00 00 2A
3| 4 | BEH 00 00 00 00
40 95 8C 70 72 02 OB 6F 92 48 7F 0A 27 84
4 | 32 | PCR{& 69 8B 84 EA 55 43 EB B7 24 E2 FB 31 84 66
3B EB F9 F8
LR T 00 00 80 15 TCM_ORD_PCRRead
i A Blob:
00 C1 00 00 00 OE 00 00 80 15 00 00 00 01
i 1 Blob:

00 C4 00 00 00 2A 00 00 00 00 40 95 8C 70 72 02 0B 6F 92 48 7F 0A 27 84 69 8B 84 EA 55 43 EB

B7 24 E2 FB 31 84 66 3B EB F9 F8

6.58 TCM_Quote

LT -

a) TCM_Startup #r4 8 R HAT,

b) A%, B TCM_TakeOwnership #54 BB H1T .
¢ HFECMEBNZELFES,H TCM_LoadKey B R IIAT.

B A
FE|KE AR {i:] ]
B TCM_TAG_RQU_AUTHI1_
1 2 | iR 00 C2
COMMAND
2 4 | BERE 00 00 00 56
3 4 | A 00 00 80 16 TCM_ORD_Quote
4 4 | TR 05 00 00 06 KeyB
02 02 02 02 02 02 02 02 02 02 02 02 02 02 02
5 | 32 | BHE M HE 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02
02 02
6 |®r2s| H#¥r PCR 00 02 00 11
7 | 4 | BEEERW 00 00 00 4F
7B 21 1A 5F B6 73 06 22 DC 26 9F 29 EE 31
8 | 32 | BB HEKIEE 66 DC 4B 80 32 Al EC 45 DA AC 51 23 AD
21 C7 0A 33 7C

i o 3
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FE|KE & & B
. TCM_TAG_RSP_AUTHI_
1 2 | iR 00 C5
COMMAND
2 | 4 | BIBERE 00 00 00 B6
3| 4 | RMEE 00 00 00 00
00 02 00 11 00 00 00 40 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 9C E8 92 FF
4 |®I3E| PCR ¥
E9 C2 E7 F0 00 9A 5E E4 05 65 B5 91 54 29
BD B9 D1 7B 0A 00 36 19 48 26 C5 8C
8E E1
5| 4 | BARERE 100 00 00 40
BF FA B5 A2 76 0B CD CB 2B B8 32 Bl B6
B9 C5 B4 C8 C5 5E 60 B7 F9 62 FC B6 68
6 AR ZARE CE C2 58 BB 94 7A 86 3D DD OE Al 34 76
E0 49 86 A0 1F 78 34 9A 22 7D 99 DF 1F 19
Al E3 53 D4 30 9A DB A0 0D 4B Bl
R E R 90 31 CO 71 6F 3A BF 54 1D CE E3 8B B5
7 | 32 ‘Eﬂ% FF 89 57 89 75 Al 20 93 AD 5F 59 A9 14
) B
B2 DE 76 F4 5F 2F
A E 00 00 80 16 : TCM_ORD_Quote
# A Blob;

00 C2 00 00 00 56 00 00 80 16 05 00 00 06 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02
02 02 02 02 02 02 02 02 02 02 02 02 02 02 00 02 00 11 00 00 00 4F 7B 21 1A 5F B6 73 06 22 DC 26 9F
29 EE 31 66 DC 4B 80 32 A1 EC 45 DA AC 51 23 AD 21 C7 0A 33 7C

i i Blob.

00 C5 00 00 00 B6 00 00 00 00 00 02 00 11 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 60 00 00 00 00 00 00 00 00 00 00 00 00 00 9C E8 92 FF E9 C2 E7 F0 00 9A 5E E4 05 65 B5
91 54 29 BD B9 D1 7B 0A 00 36 19 48 26 C5 8C 8E E1 00 00 00 40 BF FA B5 A2 76 0B CD CB 2B B8
32 B1 B6 B9 C5 B4 C8 C5 5E 60 B7 F9 62 FC B6 68 CE C2 58 BB 94 7A 86 3D DD OE A1l 34 76 E0 49
86 A0 1F 78 34 9A 22 7D 99 DF 1F 19 A1 E3 53 D4 30 9A DB A0 0D 4B B1 90 31 C0 71 6F 3A BF 54
1D CE E3 8B B5 FF 89 57 89 75 Al 20 93 AD 5F 59 A9 14 B2 DE 76 F4 5F 2F

Y

a) MASSBERIEBRITETE

WAL, AR RIS Y
HASH IN'1 |00 00 80 16 _ AT

02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02

HASH IN 2 \
02 02 02 02 02 02 02 02 B B R

HASH IN 3 | 00 02 00 11 E#% PCR
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AC 5123 AD 21 C7 0A 33 7C

F (80
WAL, A B AR RS |
F7 28 2D 46 84 EC CA 44 42 99 B0 95 22 B8 E1 FA 4F 92 BE C9 26 58 76
HASH OUT HMAC IN 1
67 3D 11 AE 15 05 8A 65 3E
KEY A0 10 56 78 F7 DC CC A0 76 F2 33 F6 A6 C6 F1 1C 85 F0 04 1B 1E BE 70 gL EE AP S5t
FB BA 27 03 5D D9 2D 25 29 ERERE
. F7 28 2D 46 84 EC CA 44 42 99 B0 95 22 B8 E1 FA 4F 92 BE C9 26 58 76
HMAC IN 1 . HASH OUT
67.3D 11 AE 15 05 8A 65 3E
HMAC IN 2 | 3D 8B 64 EF AP &HEHFIS
7B 21 1A 5F B6 73 06 22 DC 26 9F 29 EE 31 66 DC 4B 80 32 Al EC 45 DA
HMAC OUT

AR RIS

b) i BEASE RIS KT RS
BB 45 PCR BIEANLZ 2 BEBREITE . HER B 55755 HMAC it , HMAC iy
FHRNFERAELFYH AP LB ERELRE.
BT HA S TCM B E A EME, /A& TCM WA HIRRRE TRRB KRB ELZFSHEN
REE, RN BT EFSERRE TN AP NS EORBREE TR, A TBENEE N

KRR

o) BHEE
BB ZEY AP &iGn , TEHEREFEHNME RS . AHRA KEYAUTH ¥ &14.
d ELEY '

B2 EHAR AR keyB,

6.59 TCM_PCR_Reset

T
TCM_Startup fir 2 8 I AT .
%u/\i‘ﬁ : )
FE|KE &R & i 8
1| 2 | %R 00 C1 TCM_TAG_RQU_COMMAND
2 | 4 | BEEKE 00 00 00 OF
3| 4 | 44B 00 00 80 C8 TCM_ORD_PCR_Reset
4 |W3| H#R PCR 00 03 00 00 80 f@?iﬁfﬂ:;; ARSR
3
FE KE 2T 11 W8
1| 2 | 4R 00 C4 TCM_TAG_RSP_COMMAND
2 | 4 | BEERE 00 00 00 0A
3.1 4 | BEG 00 00 00 00
4 00 00 80 C8 TCM_ORD_PCR_Reset
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1'-fﬁsﬂ./\ Blob:

00 C1 00 00 00 OF 00 00 80 C8 00 03 00 00 80

mtﬂ BlOb:
00 C4 00 00 00 0A 00 00 00 00

7 MEREE

X TR BRT— DS FIA BRI 652, T BRI K2 i 00K 1) 82t 4 A 3 B A R i
TREHEMK, X F 5] LM XNwS . U HET RN AR AT /AN, &
A AT TCM 44 10T FR «

7.1 TCM_SaveState

KT -
TCM_Startup 14 B B AT .
WAL
Fs kE B LA
1 2 | iR 00 C1 TCM_TAG_RQU_COMMAND
2 4 | BERE 00 00 00 0A
3 4 | A 00 00 80 98 TCM_ORD_SaveState
LR p
FEikE £ 1t B3
1 2 | iR 00 C4 TCM_TAG_RSP_COMMAND
2 4 | BERE 00 00 00 0A
3 4 | EEH 00 00 00 00
Ll T 00 00 80 98 TCM_ORD_SaveState
ﬁﬁ/\ BlOb:
00 C1 00 00 00 OA 00 00 80 98
i 44 Blob;

00 C4 00 00 00 OA 00 00 00 00

7.2 TCM_SaveContext

T -

a)
b)
c)

A .

96

TCM_Startup 454 #) BN IAT
BB E, B TCM_TakeOwnership 454 8 R #H4T .
KeyA WHI7FTE.
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F5

KE
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RIR W

05 00 00 06

KeyA # Handle, #5 7] LA 2 H1th
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A3 g

00 00 00 01

TCM_RT_KEY,#8] LA & TCM_
RT_AUTH g #& TCM_RT_
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00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 01
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F5

KE

AR
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FRiR

00 C4

TCM_TAG_RSP_COMMAND

PR E

00 00 02 CA

iR [E1 75

00 00 00 00

W ERE R
KE

00 00 02 BC

7

A%

i AR T R

00 01 00 00 00 01 05 00 00 06 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 01 00 00 00 00
2177 75 DC EC 12 54 73 9E B8 82 5B 29 3D
F4 32 D9 78 AA 7C EE 4B E6 10 A9 7A 8E
71 28 02 C2 C0O 00 00 00 36 00 38 00 00 00
10 55 DA F1 E6 AB E9 B4 97 36 3E 89 BF
CF F5 C2 CF 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 02 40 34 1F 3F
5E 86 D6 30 D5 C4 EE 59 AA 20 Do 9C E2
03 16 C4 16 3C ED 1B 31 51 83 A6 C3 B7
0C 36 81 5B CF 1B E3 4B 2F 85 54 25 42 F5
El1 E6 6A B7 5C 8F 82 B8 D0 D4 5B 06 B3
22 3E 46 EE 7B 8B 06 F2 B3 3B B4 34 5F
6A D7 4E 76 2C 88 00 E5 56 4A 5C CE Do
FB DF 6D A9 65 56 73 FA EB 96 7B B7 42
0C 6C C1 ED AD Co 32 F5 FC 35 6B 6D F7
12 43 E3 98 FF 48 9C DC E7 3E 49 0C FC
47 B1 CC 94 57 B0 33 B2 OE CD 9D BA Bl
1D 8D A4 06 Bl 91 25 9A AE 16 D4 9C 06
DE 57 D4 9D 0C C4 BF B4 2F 59 8D 2A F1
D7 1A 44 7B 0D A0 4E 76 CC 3D 95 OE DD
44 A2 67 BA 93 C3 C8 7B 9F 18 4F ED F1
53 D8 DE 41 D8 5F 39 35 48 09 49 B9 03 84
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53 65 AE A7 FC 29 59 3C 7B 76 3F 1C A6
32 B5 9E C1 5B F6 1F B3 CE B5 C2 91 27
09 CC 0A 46 CF 98 59 AB 31 6B CD 21 5A
3D 15 BE 7A EC 72 D5 35 D1 9F 8F 37 AE
97 69 08 76 3E 7F CF 14 Bl 93 4A 9E 3D F8
5D B8 19 F3 56 AE 36 7F B2 D2 D3 0C 22
OF 05 76 A9 D9 6A ED 25 96 18 80 9B A6
40 42 C7 16 3A 34 17 2F C3 AA DE 19 CD
7F E7 CF 3E A6 A7 55 94 5F CB B7 BB 9A
CE C7 2F FD C9 7A 63 EC 6D 24 F8 FC AA
6E OE F9 DC D2 B2 F7 3F 82 F6 83 80 0A
B7 A7 30 09 A7 F2 15 3B 9E C7 7F 90 93
6E 39 80 12 1& F3 79 51 AA BE 55 34 75 F3
96 EB 43 F6 13 91 EF 1E 8D F6 97 45 B4 5C
55 EF BB BD 03 BB B8 B3 14 8F BF EA 82
E3 39 04 F6 6D D7 69 54 38 DE EE D7 A7
77 95 17 A8 65 23 C6 D2 99 A5 32 56 E6 D2
B9 9B 91 F4 EC F3 B3 60 A7 18 C4 C6 1B
B0 02 E1 00 70 1B 87 39 E6 BC 13 BB 7B 98
71 35 30 E6 F3 F1 D0 F1 44 DB ED 4E 08
34 CB 97 D3 11 EB 42 98 12 E9 72 47 57 B2
55 18 0B E7 FB 27 8E 9C 19 D5 CD F5 F7
B3 Bl AE 5F E3 46 51 F7 BC 02 EB 35 0B
3C F7 69 91 A8 D4 A3 4E 2A 2F 8E D6 EA

"E2 FF 48 3F A0 03 31 B0 B3 E3 13 D2 E1

44 4A 35 18 50 50 2E C7 D9 C2 40 04 51 79
01 12 CC 5E B6 A9 03 41 42 4A 1B FA 66
B3 2A 20 FF FA E2 37 41 73 72 3A A8 58
E8 F9 12 C4 0D
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00 00 80 B8
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00 01

%Hj BlOb:
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315183 A6 C3B70C36815BCF1BE34B2F 8554 2542 F5 E1 E6 6A B7 5C 8F 82 B8 D0 D4 5B 06
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3E 49 0C FC 47 B1 CC 94 57 B0 33 B2 0E CD 9D BA B1 1D 8D A4 06 B1 91 25 9A AE 16 D4 9C 06 DE
57 D4 9D 0C C4 BF B4 2F 59 8D 2A F1 D7 1A 44 7B 0D A0 4E 76 CC 3D 95 OE DD 44 A2 67 BA 93
C3 C8 7B 9F 18 4F ED F1 53 D8 DE 41 D8 5F 39 35 48 09 49 B9 03 84 53 65 AE A7 FC 29 59 3C 7B 76
3F 1C A6 32 B5 9E C1 5B F6 1F B3 CE B5 C2 91 27 09 CC 0A 46 CF 98 59 AB 31 6B CD 21 5A 3D 15
BE 7A EC 72 D5 35 D1 9F 8F 37 AE 97 69 08 76 3E 7F CF 14 B1 93 4A 9E 3D F8 5D B8 19 F3 56 AE
36 7F B2 D2 D3 0C 22 OF 05 76 A9 D9 6A ED 25 96 18 80 9B A6 40 42 C7 16 3A 34 17 2F C3 AA DE
19 CD 7F E7 CF 3E A6 A7 55 94 5F CB B7 BB 9A CE C7 2F FD C9 7A 63 EC 6D 24 F8 FC AA 6E 0E
F9 DC D2 B2 F7 3F 82 F6l83 80 0A B7 A7 30 09 A7 F2 15 3B9E C7 7F 90 93 6E 39 80 12 18 F3 79 51
AA BE 5534 75 F3 96 EB 43 F6 13 91 EF 1E 8D F6 97 45 B4 5C 55 EF BB BD 03 BB B8 B3 14 8F BF
EA 82 E3 39 04 F6 6D D7 69 54 38 DE EE D7 A7 77 95 17 A8 65 23 C6 D2 99 A5 32 56 E6 D2 B9 9B
91 F4 BC F3 B3 60 A7 18 C4 C6 1B B0 02 E1 00 70 1B 87 39 E6 BC 13 BB 7B 98 71 35 30 E6 F3 F1 D0
F1 44 DB ED 4E 08 34 CB 97 D3 11 EB 42 98 12 E9 72 47 57 B2 55 18 0B E7 FB 27 8E 9C 19 D5 CD
F5 F7 B3 Bl AE S5F E3 46 51 F7 BC 02 EB 35 0B 3C F7 69 91 A8 D4 A3 4E 2A 2F 8E D6 EA E2 FF
48 3F A0 03 31 BO B3 E3 13 D2 E1 44 4A 35 18 50 50 2E C7 D9 C2 40 04 51 79 01 12 CC 5E B6 A9 03
41 42 4A 1B FA 66 B3 2A 20 FF FA E2 37 41 73 72 3A A8 58 E§ F9 12 C4 0D

7.3 TCM_LoadContext
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a) TCM_Startup fr4 KR II AT .

b) FHEFA#E, B TCM_TakeOwnership 4 BRI PAT .
c) keyA WFEHE.

A
F5 | KE ZFR & Ll
1| 2 | #Fif 0C1 TCM_TAG_RQU_COMMAND
2 | 4 | BEKE 00 00 02 CF
3| 4 | ®oE 00 00 80 B9 TCM_ORD_LoadContext
4 | 4 | kA 00 00 00 21 ) AP &A1
5 1| REEAIR 00 Al LR 01

6 4 | PRIREROERERKE 00 00 02 BC

00 01 00 00 00 01 05 00 00 07 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 01 00 00 00 00
54 50 E0 66 1D 05 30 1F F1 6E 89 1A 16 2D
1F C8 E7 B2 97 A9 B2 D9 2A B2 18 24 B4
2F 34 89 97 0A 00 00 00 36 00 38 00 00 00

10 61 75 A2 12 6D 07 D9 B4 4C 62 07 61 8D | TCM_SaveContext it & #F £
72| LARTARAE 4O R 78 FE DC 00 00 00 00 00 00 00 00 00 00 00 | A keyA iy i th B4 . t 7T LA

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | & At B R A7 K B ¥

00 00 00 00 00 00 00 00 02 40 7C 3F 15 BO
FD 96 45 DD 45 A2 B9 8A 78 DE 12 11 AD
1F 13 E1 FF A8 EF 99 B0 AC 9A 42 OE CB
AF 2F 87 F7 48 BC C8 50 OF D9 23 6A 77
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07 E7 DB 21 BA 81 1B 34 56 09 58 A8 37
BF AC 16 D2 97 14 24 A9 B1 17 C7 0C 82
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0F 13 1F C3 93 FF 7C 2A D7 7TA 11 A4 12
433D9C 02671974 DB 29 63 5D 8A 0D Bl
CD 0A 0B 19 27 9E F8 07 CE 33 FC 80 F1
7B CE 1E C6 ZA 1B 5E D1 23 02 6D 63 9A
85 D2 D7 06 74 C9 7A D6 66 4F D5 47 E1
48 0D 95 8F B7 62 21 69 8E DB 9E 1A AE
78 24 83 67 EZ C1 9F C3 D5 ED A6 A0 36
24 82 89 45 67 AB A3 D3 60 2C C1 EF A7
EC FE 2E 82 EB A6 1C B7 A4 D8 B6 46 6E
A0 46 5B F1 91 1C F6 85 95 3B B7 D7 2D
A9 A2 2118 14 31 71 EC 3C E0 67 EA E7
47 2D 33 3364 0343 1D 5A 30 0D F4 C2 D1
07 4E D4 1D 62 B5 59 BA 79 47 F7 E6 FF
5C D5 FB 47 22 78 58 2B C6 58 D1 2E EO
E6 C1 2B B9 A2 E7 6F 93 56 1E 90 FO 26 22
AD FA F7 EA 4E 26 35 98 C7 4A 37 16 36
49 51 0A 33 2E 08 73 65 B4 72 34 3E 76 CE
17 A2 AB 03 45 33 25 D2 E3 E7 C2 6E EO
9B 48 CE 02 05 09 76 C9 36 B8 AB C7 59 69
47 61 85 D7 8A 10 25 EF C8 B8 B0 7F 92 3F
A0 6C 55 DA 9B 19 A6 1C 94 A5 80 69 1E
40 79 6A D1 FF 75 OF 97 D6 E1 CE CC E6
OE 31 B7 CE 04 28 E6 0B 09 C0O 83 8A E9
OF A6 C4 39 A1 DF 1C A7 C1 1F 49 F1 OF
26 3D EB DD 09 D6 68 E1 6F 6F 29 45 E9
F5 2D B4 BE E0 31 A2 A5 DA DO 06 DE 54
16 C4 F4 ED F0 E7 63 B3 61 40 30 23 9E 06
10 42 55 20 C7 DA C6 9A C5 09 04 E7 F4
87 2B 89 50 F1 F1 CD 80 55 15 AB 33 14 A5
O0E B4 9D 5F 53 B6 E3 9A 09 OE 03 29 A9
7E 32 D5 C5 F5 0A DA 86 6E F9 41 37 7A
44 7C 1F 0A 62 B5 3B 8E 82 F2 7A CE 81
92 B8 8B 24 F6 D2 84 6E BA 92 Bl 1A 4C
BC 55 37 5C 04 30 0E DC 9D D2 83 B1 97 99
SD FB 3F 28 48 FB 08 71 B6 EA 94 B3 7A
25 29 19 B6 8F 0B 84 50 0A 2F 9D B2 05 C7
23 D2 77 5A 79 9A A7 75 6A Bl 2F B2 F4
00 35
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1| 2 | #RiR 00 C4 TCM_TAG_RSP_COMMAND
2 V 4 | JEKE 00 00 00 OE
3 4 | B [EIR 00 00 00 00
4 4 | WHEEIW 05 00 00 02 B H keyA B4R
L 00 00 80 BY TCM_ORD_LoadContext
i A Blob.

00 C1 00 00 02 CF 00 00 80 B9 00 00 00 21 00 00 00 02 BC 00 01 00 00 00 01 05 00 00 07 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 00 54 50 E0 66 1D 05 30 1F F1 6E 89 1A 16 2D 1F C8
E7 B2 97 A9 B2 D9 2A B2 18 24 B4 2F 34 89 97 0A 00 00 00 36 00 38 00 00 00 10 61 75 A2 12 6D 07
D9 B4 4C 62 07 61 8D 78 FE DC 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 02 40 7C 3F 15 BO FD 96 45 DD 45 A2 B9 8A 78 DE 12 11 AD 1F 13
El FF A8 EF 99 B0 AC 9A 42 0OE CB AF 2F 87 F7 48 BC C8 50 OF D9 23 6A 77 07 E7 DB 21 BA 81
1B 34 56 09 58 A8 37 BF AC 16 D2 97 14 24 A9 B1 17 C7 0C 82 6E 55 90 51 DO 8A 2E 70 E7 46 44 F2
00 B30F 13 1IF C3 93 FF7C2A D7 7A 11 A4 12 433D 9C 0267 19 74 DB 29 63 5D 8A 0D B1 CD 0A
0B 19 27 9E F8 07 CE 33 FC 80 F1 7B CE 1E C6 2A 1B 5E D1 23 02 6D 63 9A 85 D2 D7 06 74 C9 7A
D6 66 4F D5 47 E1 48 0D 95 8F B7 62 21 69 8E DB 9E 1A AE 78 24 83 67 E2 C1 9F C3 D5 ED A6 A0
36 24 82 89 45 67 AB A3 D3 60 2C C1 EF A7 EC FE 2E 82 EB A6 1C B7 A4 D8 B6 46 6E A0 46 5B F1
91 1CF6 85 95 3B B7 D7 2D A9 A2 21 18 14 31 71 EC 3C E0 67 EA E7 47 2D 33 33 64 03 43 1D 5A 30
0D F4 C2 D1 07 4E D4 1D 62 B5 59 BA 79 47 F7 E6 FF 5C D5 FB 47 22 78 58 2B C6 58 D1 2E EO0 Eé6
C1 2B B9 A2 E7 6F 93 56 1E 90 F0 26 22 AD FA F7 EA 4E 26 35 98 C7 4A 37 16 36 49 51 0A 33 2E
08 7365 B4 72343E76 CE17 A2 AB03 45 3325D2 E3 E7 C2 6E E0 9B 48 CE 02 05 09 76 C9 36 B8
AB C7 59 69 47 61 85 D7 8A 10 25 EF C8 B8 B0 7F 92 3F A0 6C 55 DA 9B 19 A6 1C 94 A5 80 69 1E
40 79 6A D1 FF 75 OF 97 D6 E1 CE CC E6 OE 31 B7 CE 04 28 E6 0B 09 C0 83 8A E9 OF A6 C4 39 Al
DF 1C A7 C1 1F 49 F1 OF 26 3D EB DD 09 D6 68 E1 6F 6F 29 45 E9 F5 2D B4 BE E0 31 A2 A5 DA
D0 06 DE 54 16 C4 F4 ED F0 E7 63 B3 61 40 30 23 9E 06 10 42 55 20 C7 DA C6 9A C5 09 04 E7 F4 87
2B 89 50 F1 F1 CD 80 55 15 AB 33 14 A5 OE B4 9D 5F 53 B6 E3 9A 09 OE 03 29 A9 7E 32 D5 C5 F5
0A DA 86 6E F9 41 37 7A 44 7C 1F 0A 62 B5 3B 8E 82 F2 7A CE 81 92 B8 8B 24 F6 D2 84 6E BA 92
Bl 1A 4C BC 55 37 5C 04 30 OE DC 9D D2 83 B1 97 99 5D FB 3F 28 48 FB 08 71 B6 EA 94 B3 7A 25
29 19 B6 8F 0B 84 50 0A 2F 9D B2 05 C7 23 D2 77 5A 79 9A A7 75 6A Bl 2F B2 F4 00 35

5 1 Blob.

00 C4 00 00 00 OE 00 00 00 00 05 00 00 02

7.4 TCM_FiledUpgrade

G AT EMFEFR A AS, T HWAUATREEAT R, Bk, FEEnRERATRA
CHE B . 0 71 B8 95 UE B 3L 92 B8 LA F IR .

a) TCM WFEPHNERKE TCM RF—- N LR EERLH. 2RBFNE LB

Z4 TCM 3t &,

b) AEEME A EK AT ARSI RNLER 5mE.

o ATLAER AR B A FREIEA R,

& NEEF R E A, RS AFBIE. AP REaE MR E B M ES . 480 PCR 8%,

o) MAEAFE MTFEVMBIGHRIME. FihEFERLIEFTAE R,
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