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GM/T 0009 SM2 %5 B S

GM/T 0016-—2012 %5 RE % 1548 RL %5 75 I T # 1 #LTE

1SO 7816-4 HHIF— S WERBKEE 8485 HA Z2NTHGL

PKCS #1—RSA 5£3% ,RSA %44, v2.1,2002. 7

Specification for Integrated Circuit(s) Cards Interface Devices,Revision 1. 1,2005

3 REMEX

3.1

3.2

3.3

3.4

3.5

DATF AR 2 BT A3

SEERADSAREL  smart token
BER BT M 2 LB &, — kA USB#EO,

%% device
AFRHEFHE BN ARER TS .

4 command

7 A O R A R — 5% ME B %R B R S — MRIESGE R — R

W& response

4% b 3 5T AR B 2 1R ST - IR B 45 R A B A AR 3T

Ihgt function

H— AP REAN RS LR R, KR AR TR BER TS .
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3.6

3.9

3.1

3.1

HE LR message authentication code; MAC
HEERNB RS .

&IE R PIN Administrator PIN
EFEHEEMOS, 8 ASCIFE# S,

A PIN User PIN
APMANADS, 5 ASCII E#H.

KA application

HEER RRNEEHN A — e, B &M AR S,
0

A8  container
FHRERFHATREEHRR S0 — a2 HE.

1

& & IAIME  device authentication

BB 5 A R 3 L AR I B AGE .

3.12

BHIAEZ 4]  device authentication key
MAFRENENES .

3.13

BEEIRE  device label
WEWHNE, TR #TREFFEETFREHET.

3.14

3.1

SM1 & SM1 algorithm

— R EMEE S, SEKER 128 iR, BHKE R 128 i,
5

SM2 Ei%k SM2 algorithm

—FHE MR T EES, BHKEN 256 i,

3.16

SM3 &% SMS3 algorithm
—FRBHEE W KEN 256 HiF.

3.17

SM4 &% SM4 algorithm
— R M BB, SRKE R 128 A BRKE N 128 i,

GERE IR

T 45w B FM AR R E T AR

CBC #1453 (Cipher Block Chaining) ;

ECB B, FFE A (Electronic Code Book) ;

MAC 30 I ( Message Authentication Code ) ;
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SHA-1
SHA-256
PIN

PKI1
PKCS
PKCS#1

API
COS
USB
1CC
HID
CCID
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R BB 1 (Secure Hash Algorithm) , i EH B K E R 20 F7;

2 4> Ze PR B 1 (Secure Hash Algorithm) , f§Z & 4 B Ky 32 F %,

AN AR B4 ( Personal Identification Number ) ;

AN TR HE (Public Key Infrastructure) ;

N TR {8 45 (the Public-Key Cryptograthy Standard) ;
ANAFEWEARERFIATE T 058 1 845, € X RSA AFFE AR % IN%E % 2 L
(The Public-Key Cryptography Standard Part 1) ;

5 4w #2320 (Application Programming Interface) ;

£ #4E £ 4. ( Card Operating System ) ;

3E F 4T 528 (Universal Serials BUS);

£E i B B8 & (Integrated Circuit Card) ;

AW E O & % (Human Interface Device) , ¥ H T Bir EZE NS ;

£E A HL 7% 4 0 3% %% (Integreted Circuits Card Interface Device) , CCID #R#EMLE T

 CCIDRER—MEH/BRFEORE, R&EE USBEOS EMNHHMBRAR

UMS
APDU
CLA
INS
P1

P2

Le
Le
SW1
SW2
RFU

L

TIiL SRR

FHLESE, HATR G CCID FrE i $ 4R 8 11, [F B IR @ o fF & 7816 fRdE Hh il iy 4%
M 5% B8R #ATE IR

REBEB A (USB Mass Storage) , % AT U &M S8 {550
R B I 848 8 96 (A pplication Protocol Data Unit) ; ’

APDU By RIF %5 (Class Type) ;

APDU #4437 (Instruction Byte of Command Message) ;

APDU 54 kiS5 1(Parameter 1) ;

APDU 44 3L dh S % 2(Parameter 2);

APDU 54 i XBIB B K E 5

APDU 4 ) 1 8 3R [B1 5545 5

APDU #4 8:R ER AT 1(Status Word One) ;

APDU 4548158 FUR S 2(Status Word Two) ;

{3 88 45 2% 3 {5 J§ (Reserved for Future Use),

HEMT A

“0”5“9”*H“A”§“F”%7i:\. 16 /I\—l_fii&%ﬂﬁ%,;

(B»

B, || B,

(B, || B)
0x00~0x0F
XX

XXXX
XX..XX

#

GERE

B REE D YIR

AT (BOWE;

RATFTH B (REERFTOM B, (REAMFTOMIHE;
FANFT B, M B, FHFEMME;

Fn TN G

N LA 16 BEHIEG

o 2 DNFAT 16 HHIEG

RRETATFH 16 HHEG

RAHT .

LA O B R A TR BRI AEF RO SR&ZH, mE 1 fix.
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7.1 it \

BREHEARN HED SR & ZEIMEIE LKL APDU MIE #1744,
JBL R UM B — A 25 TR R A S I SE R AL B DA R & (B R T 4 A . R AR E 6 R L X B T
T RE B A2, BRAE Do 4 e 51 X
APDU Al & MM MIR L, ENE N E &L X FBAL SEMRMhBBHLE
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A A W L XY T, i 3R SCFINE B SRR AT VAL S B BUE AR 1 R 4 M.
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7.2 5% APDU

WE 2 iR, AR HERT E LK 454 APDU i TN A A
DR 4 FH 4% (CLA INS P1 P2);
— B &HEHAREEE,
ok o
[ ca ms pipe | (LexBIBRFRIL 78]

B2 @< APDU 444

S APDU B8R 7 B P B F T8 Le REBow.

FEWAR. APDU f iR F B P HEMNFHRAHA LeIB BB KB RETR. Hle FRAM
B O B, B SRA R 7 R B

Bl 33k 1 K 4 FpFOUR T ar$ APDU |9 4 R 454,

&1
wdk

T 2

| 4k } Le FE& |

%5 3

IEEEIRE=

5 4

I Ak ] Le FE

7o v

3 4% APDUR 4 FEH

FEREUL 1 B, K Le A 0, Bk Le FERRAMBBFEMAST . KE Le 0, Hlt Le FEAE. A
[IRR R R ’
TENESL 2 B K E Le 5 0, Bk Le FREMBUABEFBREAZ . KE Le AN 0, Flt Le FRFE. N
M, &l Le FERHAM,
B 3B KE Le A 0, Bl Le FERAFE FAEBBFED Le FRFTHM. KE Le A0,
Hit Le FBAE . Wit Le FREERELETFEAM.
FERBO 4 B KE Le RN 0, Flk Le FRAE FEBBEFEH L FEFTHR. KRE Leth A
H 0, E M Le FRWAFAE. NMarSEH Le FBE ZRELEFTEM Le FEAM.

7.3 MYBHERBEHE

BN 167,454 APDU My &k . XfMdpd APDU RFKEF
FEEOL 2.3 F1 4 B, 8% APDU B‘Junvﬁiﬁﬂ B, Z B, fiRA-H L FH iﬂﬁi,ﬁﬂr&_} 4 R . XFhar
SHEBERT 1M 2 M KEFER:B B 1 M REFERN—H70.
LIRS
| semasm |

B4 AAZHGTHE

AARMEER Le FEM Le FRUF Y X 45 (B, HEN 007, FHBNKEMEMLE 2 M H
715 AT R ED)
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R 2 THER 1 ME 3 FE X 4 ML LATEER Le.Le B & 4 APDU M4 .

£2 &S APDU IS

% # % n
L=0 — — 1
L=3; (B1)=0; — 2
L=3+(B, || B)); (B)=0; - (B I Bp#0 3
L=5+(B; || Bs); (B;)=0; (B, | B;)#0 4
R H M4 APDU BT .
AL 4 FESL BT,

BM 1—L=0, kR,
o WEFWAHTMHENOM L.,
o RAPE/FVHFE.
o HBAEFVHTHERNOK Le,
B 2—L=3,3:H(B,)=0
o KRAFHHATHENOML:.
o KEBEFVHFE.
o LeFERMIANFWHM,HH B,=0,B, f1 B, H Le LIRME,B, WEMFEH. & Le
79 0, JU) A 825K [E] $5 4 1) 65 536 F 5
W 3——L=34(B; || B;),(B,)=0,3}#H (B, || B;)#0,
o LcFERHHTIANAFWAM, K .B, M B; 4 Le WLPRIE(1~65 535),B, HEMLFET .
e B ZB EEEFEPH LcFT,
o BEFWHTHENOHK Le,
&L 4——L=5+(B, || B;),(B,)=0,3 H(B, || B;) 50,
o LcFBRHMAMIANFEFAM, K B =0,B, Ml B; b Lc(5£0) 19 SLFRAE (1~65 535),B,
HEMFET.
o B, EBLEHEFETH LcFET.,
o LeFERMEFW2AFYW B M B A Bl ABMFEY. 7 Le 29 0. M H1 R E 448
[ 65 536 F 4,

7.4 WK APDU

B 5 B A AR HE R SRR APDU T 51 241

— B FMHH R AR E
N 2 FIREF(SWI-SW2),
£ Etr
[ [BEFr] I SW1 SW2 —l

B 5 MR APDU &#§3

B APDU MBEFB P ERNFWEHA Lr XER.

REF XS WX 2 J5 RS R FPR S AT T 48,

E: MBRRAL YRS WS APDU B~ REF, B 2 MREFVRAD BSR4
6
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8 Wk HEFRMMERSFNRBAE

8.1 HEig
%Sﬂ?tﬂTnpv APDU BN E.

#£3 S APDURE

K5 2 K& CED ] by

CLA 31l 1 B2 rE5

INS HBe 1 R T

Pl SH1 1 BA4SH 1

P2 B8 2 1 4582

Le FB KB 3 EGSHBEFREPEANTVE
BiEFER B ZFE=Lc EGSHBIEFERPEENEN S

Le FE KB 283 TE 1 4 A W R M BUE F RS ENFE TR AR

AR T W APDU KA

x4 MW APDURE
R 2R KECEY) i} b4
BiEF B B FE=Lr TEW R M BE F B PRI F S &8
Swi1 REFEWT 1 1 4 A HR S
SW2 RAEZES 2 1 i A Ab B PR 47

BEFFAETRNFN BLFN SHFH HEFERFVTHRESFTRANRLAE.
BRE A ME  EX LT, RFU (L #4158 0,3 H RFU T t#p 4654 <007,

8.2 CLA(EINFT
CLA ZAR$ESHEH . R 5 HHTAIRE CLA K4HBEE XL,

#5 CLAMERBREX

b8 b7 b6 b5 b4 b3 b2 bl 1 X

1 | o 0 x - — - —
1 | o 0 0 — = — —
1 0 0 1 - — - —

A S EEE A
——RABHRESHYA S AT OENRE —FRIES
—RratEPEREHN—KES

M AT IR EHEBRERNES LR KB EENG S
8.3 INSUHES)HFEPH

INS RAFALHE @S . RIE 7816-4 ML, 6X M 9X" NIEILH) INSH.
2% 6 /T ASARERE SO INS ACHS .
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F 6 FIRHETENH INS K13
1H & 4K O ]
‘02’ SetLabel 9.1.2
‘047 GetDevInfo 9.1.3
‘10’ DevAuth 9.2.2
‘12’ ChangeDevAuthKey 9.2.3
‘147 GetPinlnfo 9.2.4
‘16’ ChangePin 9.2.5
‘18’ VerifyPin 9.2.6
‘1A° UnblockPin 9.2.7
‘1C’ ClearSecureState 9.2.8
‘20’ CreateApplication | 9.3.2
‘22’ EnumApplication 9.3.3
‘24’ DeleteApplication 9.3.4
‘26’ OpenApplication 9.3.5
‘28’ CloseApplication 9.3.6
‘30’ CreateFile 9.4.2
‘32’ DeleteFile 9.4.3
‘347 EnumFiles 9.4.4
€367 GetFilelnfo 9.4.5
‘38’ ReadFile 9.4.6
‘3A° WriteFile 9.4.7
‘40’ CreateContainer 9.5.2
‘42’ OpenContainer 9.5.3
‘44’ CloseContainer 9.5.4
‘46’ EnumContainer 9.5.5
‘48’ DeleteContainer 9.5.6
‘4A’ GetContainerlInfo 9.5.7
‘4C’? ImportCertificate 9.5.8
‘4E’ ExportCertificate 9.5.9
‘50’ GenRandom 9.6.2
‘54’ GenRSAKeyPair 9.6.3
‘567 ImportRSAKeyPair 9.6.4
‘587 RSASignData '9.6.5
‘5E’ RSAVerify 9.6.6
‘5A° RSAExportSessionKey 9.6.7
‘5C? RSAExportSessionKeyEx 9.6.8
‘60’ ExtRSAPubKeyOperation 9.6.9
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x 6 (8D
=l 54 A ' OW
‘70’ GenECCKeyPair 9.6.10
‘727 ImportECCKeyPair 9.6.11
‘747 ECCSignData 9.6.12
‘767 ECCVerify 9.6.13
‘78’ ECCExportSessionKey 9.6.14
‘80’ ECCExportSessionKeyEx 9.6.15
‘TA’ ExtECCEncrypt 9.6.16
‘82’ GenerateAgreementDataWithECC 9.6.17
‘847 GenerateAgreementDataAndKeyWithECC 9.6.18
‘86’ GenerateKeyWithECC 9.6.19
‘88’ ExportPublicKey 9.6.20
‘A0’ ImportSessionKey 9.6.21
‘A4’ Encryptlnit 9.6.22
‘A6’ Encrypt 9.6.23
‘A8’ EncryptUpdate 9.6.24
‘AA’ EncryptFinal 9.6.25
‘AC’ Decryptlnit 9.6.26
‘AE’ Decrypt 9.6.27
‘B0’ DecryptUpdate 9.6.28
‘B2’ DecryptFinal 9.6.29
‘B4’ DigestInit 9.6.30
‘B6’ Digest 9.6.31
‘B8’ DigestUpdate 9.6.32
‘BA’ DigestFinal 9.6.33
‘BC’ Maclnit 9.6. 34
‘BE’ Mac 9.6.35
‘Co’ MacUpdate 9.6.36
‘ce’ MacFinal 9.6.37
‘Cq’ DestroySessionKey 9.6.38
8.4 BHFT
WAFHSHFN PL-P2 TLIAREME. MRSHEFVHARAE—PHRE, MERNEHN 007,

8.5 HEFERFT

FEFHE B (BD DATA B (8038 ) % GM/T 0016 i ASRAE P E XA B 454 (2 S JHE 2L ED

9
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PEATAL B, G5 M U rp B B B S BRI K B 4038 L) BigEndian (B 7 F W 2 B 7 AT 4B, B4
AR LUK i wts S HEAT 5 (BN & 5090 0 3% 2 18] DL B2 5 0 )

8.6 KEFH

T
Wi N BRSS9 SWI-SW2 RR TSR N A FR A . & 6 Rt 7AWV E X EN ST E.

I Swi1 Sw2 —l

pisk:: SER g3l )i &3
E#LHE ¥&nm AT 4 BB WS
9000’ 6200° 6300’ ‘64XX’ “65XX’ “B67XX’
CRER) _ (RER F ‘6FXX’

B6 KEFTHEMAR

. Y SW1 K637 657 A, IS AT REI MRS L. K SW1 KR 637 F1657 56X B, dE 5 S AR B 28 B0 IR
BRE.
AR 7R TAREE XK SWI-SW2 HE— RS L., M TFEMLS, MM RRBHRTHEE
HE X,
M SWI1 HIME K 657,687, 69 M 6A .38 8~F 11 HIE T SW2 fofE.

x7 SWI-SW2 {9455

SW1-SW2 =3 X
EEKLE
9000’ —NBEY . EH—FRE
AT H 45
‘64XX’ — S RFRHEBREREL
(SW2="00" , b {E# & RFU)

‘65XX’ — G R FHEBERESEL
| (ESW2 - HRE.LE 8

% Ut 4

‘6700’ IR KE
‘68XX’ —CLA MIh B 8t X %

(fE SW2 it — SRR &, W%k D
‘69XX’ AAFM a4

(76 SW2 f#f — £ R E, I3k 10)
‘6AXX’ IR S P1~P2

(F£ SW2 it —HRRE, LFE 1D
‘6800’ HIRHSH P1~P2
‘6CXX’ LRI B Le. SW2 8RR K E
“6D00’ HBERBERY IR
‘6E00’ — R
“6F00’ —BEREHRN L

10
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#*8 HSWI="'65"Rt,SW2 R9%RHD

SW2 =1 X
€00’ BAEERHA L
‘81’ H EEPROM & Flash M4

F9 L SWI="‘68"Rt,SW2 Ky% %3

SW2 £l X
€00° BAEEBHA Y

‘81’ BEEENH I F

‘82’ X SN &

10 L SWI=69"H,SW2 )% 5

SW2 CEE4
<00’ BERRESY

‘81’ WG NG EWARE

‘82’ BERTAHHR

‘83’ _ WIEH B8 UE

‘847 51 i 0 3088 FERL

‘85’ (edEEl:oF IL N

‘86’ WEARE AN

Fz 11 % SWI1="6A"R,SW2 455

SW2 % X
€00’ BHELYS

80’ ERREFBRPFHAEHSH
81’ ThEE R B S ¥

‘82’ XA AR E]

‘83’ WEFRARRE

‘84’ TR B S A A ]
<85’ Le 5 TLV # R —H
‘86’ RIEHHSH P1-P2

‘g7’ Lc 5 P1-P2 R—3( -
88’ Sl AR RS

9 APDUES

9.1 EEBIERS
9.1.1 #h&

AEB4y APDU $54-3F [ F GM/T 0016—2012 F ik £ EHE RO . :
H HF SKF_SetLabel, SKF_GetDevinfo B M 5k % 2 813847 APDU 54 HIZ H#:4E.
11
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9.1.2 SetLabel(i & BiZHIFE)

9.1.2.1 BEXEEHE

SetLabel i 4 A TR BRB BRI EHRE,

9.1.2.2 FBEm

WEBERENNTET 32 FW,.AHAZE,

9.1.2.3 @<HEX

R 12,
% 12 SetLabel 5 &34 5

G tyji fex i T
CLA 1 80 —

INS 1 02 -

P1 1 00 —

P2 1 00 —

Lc 3 0000XX HEBENFIE
DATA XX XX..XX R B
Le — — AEE

9.1.2.4 wHELWXHIEE

|

WAMIBEREFRENRERE AR,

9.1.2.5 WERZHR SRR
B A i R 45 SUHE
9.1.2.6 MIRZIR XK

B BE T RO 4 RL T BE X R AR L& 13,

% 13 SetLabel €54 M ik S5

SW1 SW2 2 X
90 00 EHINT

65 81 E EEPROM = Flash %& 1§

67 00 Le KEHIR

69 82 R RE2RE

6A 86 P1P2 SR IEMH

6E 00 CLA R IE#

12
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9.1.3 GetDevinfo(FXEUIE & E )
9.1.3.1 EX5EH
GetDevinfo iy & il THREUR & H LR EER . BFRENE. BEE XHNEERSE.
9.1.3.2 FEEM
R AT B B0 7T LASAAT AT 4
9.1.3.3 &H4HX

R 14,
#& 14  GetDevInfo 4 R 3R G
KB i

R ® byte Hex i &
CLA 1 80 —
INS 1 04 —

P1 1 00

P2 1 00

Le - — Rt
DATA — — KRB

Le A 3 000000 HIHLE W 2 HREE A

9.1.3.4 H<HXBEE
WMAEMXBEAERE.
9.1.3.5 MRZ3RTEIBIE

e 7 4 SCECHE 9 LT cosDEVINFO 48 2589 (e st b B iR L EHEE AT 2 SO MW EB R4,
typedef struct Struct_cosDEVINFO{

VERSION StructVersion;
VERSION SpecificationVersion;
CHAR Manufacturer[ 64 ];
CHAR Issuer[ 64];

CHAR Label[32];

CHAR SerialNumber[ 32];
VERSION HWVersion;
VERSION FirmwareVersion;
ULONG AlgSymCap;
ULONG AlgAsymCap;
ULONG AlgHashCap;
ULONG DevAuthAlgld;
ULONG TotalSpace;

13
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ULONG FreeSpace;

WORD MaxApduDatal.en;

WORD UserAuthMethod;

WORD DeviceType;

BYTE MaxContainerNum

BYTE MaxCertNum;

WORD MaxFileNum;

BYTE Reserved[54];
}cosDEVINFO;

typedef struct Struct_Version{

BYTE major;
BYTE minor;

} VERSION;

WEFEMBRIE 15, RAE L% 16, -

x15 EEFEEHR
StructVersion VERSION = BHIEEMRAES , AEHMHIREAS R 1.0
SpecificationVersion VERSION &= BARHEMAE S, BRIRAS H 1.0
Manufacturer CHAR ¥ 48 BETHER L \O’ R R 8 ASCI F 15 5
Issuer CHAR$#H | 27T #ER PLNO? A 25 3R A% i) ASCIL =45 &2
Label CHAR ¥4 | B&H% L N0’ N TR AR ASCII F 4 5
SerialNumber CHAR ¥4 F5E PL\O’hEE RS ASCII £4 5
HWVersion VERSION % TR AR
FirmwareVersion VERSION &2 B E R A .
S TR AR R DR KA B S
PMLEOMBE T NEMARRFAEBEET
AlgSymCap ULONG S BB E BN R, 8 B 31 IR R A EBH
. ¥4 0d8 kR FLER . TREE”H
FERER. #EHE LT GM/T 0006
Ak Rt R 25 75 B A AL AR TS LI O - AR oz B
BALBOMBIE7TMNO0,5E 8 AL B5E 15 itk
. UERAEMHEBEENE BRI WRFE
AlgAsymCap ULONG JEXT BN E EIRIR AR AR EAE MM EE BN O,
%16 MBI 31 N ERIENHRELEEL
B, LA RE L F S FEE, A
P RRS . HHE LA GM/T 0006
FHREBHEMANEBIN R . MEAZRE
., BOMNBBTNRREBEREREE B8N
AlgHashCap ULONG FE BB ERR BE3NMK 0. UEANAFBEREZEEFRNE
wEf, AT AR R R BFHAEXR
GM/T 0006

14
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+ 15 (£8)
4 E:pid B X & ¥
BRIAR ] SM4 Bk # T IR A INERE. BE
ke o1 s o
DevAuthAlgld ULONG ;";Ziffﬁ AR | s RER A B RS Al
Maalia SymCap [FIRE B 7 3% 647 40
TotalSpace ULONG HE RS
FreeSpace ULONG P A ZE BRI
.M ApduDatal WORD L& X HH APDU &%
tal.
xapauataten Ty PN
£ PINJAIE# B H M AE R (g .88
BWAS
WORD AIIE 7 3 PN AE S
UserAuthMethod 0 F P AAE A # 2 BT 5
3BT A EWHNESMA PING,
HEETE X '
EER & MR, IC £ 58 Key B Rk
Key. 84 Key %,
1:IC_E;
i WORD RT3 Bl USBiey:
DeviceType k 3. B Key R BEAD
4. BREE Key(Hri &, " A T A PINED;
5:1’%& KeY=
HEE T E X
) S 7%
MaxContainerNum BYTE [,‘ZFH IROBKREE 0 3R A BR il
BE
MaxCertNum BYTE B3 H H0 B K 0 FARAFRE
HE
MaxFileNum WORD I8z R edivh - €L 0 37 A PR
Reserved ByteArray 1RBFEF AT4EVRER
£ 16 MHAEX
B g EX % pad
" major BYTE ElAe | ERASRMKEASC P4, B Version 1. 0, fik B
H 1, KA SN 0; Version 2. 10, ERAE R 2, KIRAE S
minor BYTE KR A5 A 10
9.1.3.6 MREXRESH

& B2 A AR AL FT RE [ ARSI AR 17,

15
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F 17  GetDevInfo 5 4 M [z kA< 5D

SW1 SW2 2 X
90 00 EBAT

6A 36 PIP2 ¥R EH

6C 00 Le 4§12 , Le 24424 000000
6E 00 CLA 4%

9.2 HiEEtlES
9.2.1 ik |
VIR 95 4 E T3 AR & ATE PIN A5 30 A% 4R 25 4 F0 4 44
9.2.2 DevAuth G&&IAIE) |
9.2.2.1 EX5H%E
DevAuth #y & R £ Xt i F 2 F MIAGE .
9.2.2.2 FEEW

PAAT U 0T 8 B AL A R A BB 8 7 B BEALAK . 4 IAGEWR I GM/T 0016—
2012 1 8.2. 3 IR A UIEH 4 . |

9.2.2.3 HEHX

% 18, :
& 18 DevAuth & <38 X 4R
< !
CLA 1 80 - |
INS 1 10 -
P1 1 00 —
P2 1 XX AEHE BARI,0x00 BRIAH SM4 B 3k
Le 3 0000XX —
DATA XX XX..XX 02 B9 A AESCAE
Le — - A&

9.2.2.4 wm<HRIBIESE

4 1R SCEHE B o 2 B DAE SR A R P2 B9 LK 19,
16



£19 P2HIENX

GM/T 0017—2012

P2 £ X
0x00 SMACGR & A H5, BRAE )
- 0x01 SSF33
0x02 SM1

9.2.2.5 MR FEE
A e LR SR
9.2.2.6 MR XK
1 5 T P AL TT R |1 K ARSI 3R 20,

% 20 DevAuth &4 Wi Rk A

SW1 SW2 B
90 00 E#wITT

63 (0.4 IERMLEFT X KERIE
67 00 KEER(LcHAZS)

69 83 IE 7 8E

69 84 S AEE TR

6A 86 P1P2 & 84518

6E 00 CLA #5118

9.2.3 ChangeDevAuthKey (& & &IAMEE )
9.2.3.1 BRX5%HE
ChangeDevAuthKey 4 H TE SR S NERH
9.2.3.2 EEEM
AT A4 A0 T B IR AL A & KR 8 FIT R
9.2.3.3 WEEWX

WLz 21,
% 21 ChangeDevAuthKey fp & 3L 4R 55
KB & .
i byte Hex f# 2
CLA 1 84 —
INS 1 12 —
P1 1 00 —

17
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x® 21 (&
' ki {8
\ ‘;ﬁ

(e byte Hex ﬁ% =

P2 1 XX TNIER B4R IR, 0x00 BRIA N SM4 H

Le 3 000014 — .

DATA 2 XX XX %ﬁ&%i)@ﬁ%’éﬁﬂ@%iﬁ%(ls FH) +MICGAEE (MAC)
BT FH)
Le — — R

9.2.3.4 WLHXBEE

4 3 SR o BT A DAIE B 4 B0 2 SO R R SCIAGE S (MAC) 3048 58 40 A, BT F i % &
MACEHMEANFREIEEH . JBEMEK MAC 2B 3RS EHF B,
P2 Wy LI 22,

®2 P2HIEN
P2 v E X
0x00 SMA (IR & I S #, BUAE )
0x01 SSF33
0x02 SM1

9.2.3.5 MRS
B W O 4R S
9.2.3.6 MIRIETRED
% BB 5 4T RL T BE 8 2% AR SRS Lk 23,
5 23 ChangeDevAuthKey £ 4 i K7 % 75 55

SW1 SwW2 b= X

90 00 EHHIST

65 81 E EEPROM = Flash % |

67 00 KEM#HRE (LR Rz

69 83 RENEFHCREE

69 84 gl AR T

63 CcX R F N, X 0 EIRR B (& M 1E MAC 558 2 W B IR [0 i 652 40 55)
6A 86 | PIP2 ¥4

6E 00 CLA 48

9.2.4 GetPinInfo (3£EX PIN £ 8)
9.2.4.1 EX5EH

GetPinlnfo fr 4 Z2HKBIEE A T H PIN BEL  AFEEXERKE SR AERRIGURY
18
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B PIN B2 A i B3A PIN S,
9.2.4.2 FEEEW

x.
9.2.4.3 HEHRX

Wk 24,
% 24 GetPinlnfo IR
KE (=1
G byte Hex . H# ®
CLA 1 80 —
INS 1 14 —
P1 1 00 —
P2 1 ' XX PIN 245 (0x00 & i PIN,0x01 A PIN)
Lc 3 000002 M IDKE
DATA 2 XXXX RLA ID
Le . v 0003 BRERARKQAEFD LYK/ EBRRBEAQA FW+HHT
BRiA PIN FR &1 FF9)

9.2.4.4 HELWMXBEE
A IR B AR N A 1D,
9.2.4.5 MmMRIWCEFEE

W7 5 SCHCHE i B R B RO (1 F D) + AR AR E KR F) + B PINBRE A
TOAM. H BRI PIN RS 017 FR @52 M A G - PIN Bl & A B

9.2.4.6 IMREZIWITRAR
e RS H R ] BE B % FR SRS LR 25,
¥ 25 GetPinInfo %5 < 0 B2 AR 2S48

SW1 SW2 ' B OOX
90 00 E#FHAT

6C 03 Le K BF4%i%, Le RIi% % 000003

69 86 BAH TR

6A 86 P1P2 5 441R

6E 00 CLA 4%

9.2.5 ChangePin (f&2{ PIN)
9.2.5.1 EXEELEHE

ChangePin & fE B M ENM HAMEHRR PINExREHF PIN £,
19
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9.2.5.2 FEEM
PAT A2 R T E WSS HT AR, 33 53 BRBE ML R A 2 3R BK 8 15 BEALEK .
9.2.5.3 H4HX
D_IL‘% 260
% 26 ChangePin #5 2 #3X %4 %5
. KE {IE} \
fm byte Hex *& ®
CLA 1 84 —
INS 1 16 —
P1 1 00 — I
P2 1 XX PIN 26/ (0x00 A& H i PIN,0x01 A~ PIN)
Lc 3 0000XX — !
DATA XX XX XX ﬂ_\i}iﬂ ID2 FH)+ MFEMH PIN + #3GAEB (MAC) #
ETUFH)
Le — — EE

9.2.5.4 HELWNXHIES
A4 1 SCHE 38R el o mHDM%m%MNﬁﬁimﬁmmmoﬁ%m@m

9.2.

9.2.

g AR MAC i2 B 8% 44 R IR PIN &

L Kk MACHHE R SM4 &,
hnag it S 0 F B,

5.5
WA i 0L AR SCRAR
5.6 MR RS

B B TS IR T AR [ R SRS L& 27,

mrﬁiﬁﬁﬁ

Up/ 37 %X*%SHAlﬁ%U:MM16?%ﬁE

5 27 ChangePin %5 < Iif 5z 4R A5 75

SW1

Sw2

90

00

EHT

65

81

5 EEPROM & Flash % i

67

00

KEEE (L H2)

69

83

PINBBEZgHE

69

84

5 iR R

63

CX

BRI S T X AT EAK KB (R N 7E MAC K38 2% I A IR [t 48 4R AR89

6A

80

R SR IE 58 CGFF PIN 83025 A4 B 45 30)

6A

86

PIP2 ZE4E1%

6E

00

CLA 1%

20
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9.2.6 VerifyPin (¥1§ PIN)
9.2.6.1 EX5LH

VerifyPin fir & 255 PIN i, #5MINE . 2 REHM AR, 10 R PIN B4R, 2R [ PIN i
M E R HERIRECY 0 [HRs PIN BB E £815E .

9.2.6.2 FE=Em
mﬁ%ﬁéﬁnﬁﬁﬁ%ﬂﬂﬁm&#ﬁﬁﬁ%ﬂﬁﬁéﬁﬁ8?%%mﬁo
9.2.6.3 HEHX

W% 28,
% 28 VerifyPin &R
KE &
R byte Hex # 2
CLA 1 80 -
INS 1 18 —
Pl 1 00 —
P2 1 XX PIN 2R (0x00 & ¥ i PIN,0x01 3 7 PIN)
Le 3 000012 —
DATA 18 XX..XX BLAE IDC2 F949) + N e B 3 B i (16 F395)
Le — — RELE

9.2.6.4 wEMTBIES

A& 1R SCRE O R A ID FEE RTINS G0 8 F W REAL AT N 5 A RA R
R PIN 253 SHAL ZREBEEB JaH9HT 16 7R,
MEHERA SMA Bk

T ES LK B,

9.2.6.5 Wa RS iR
BEH T LR ST .
9.2.6.6 MR RS
B REE IR RE ELA AR R 29,

% 29 VerifyPin 65 £ N R R 2558

SW1 SW2 2 X
90 00 EH AT

67 00 KEHR(LcEHIE)

63 CX R38R W, X R T E A R

21
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* 29 (45
SW1 SW2 B X
69 ‘ 83 ° WIEJ7 3% 8 E
69 84 Elbiik & F R
69 8A BAETIFNLA
68 86 Z¥ P1.P2 R IEH

9.2.7 UnblockPin (f# 4 PIN)
9.2.7.1 EX5EH

v UnblockPin iy & 2 MY PSLH M~ PIN B, @85, P PIN B# R ERHE, P PINBYE
R BB B BRI IR E

9.2.7.2 FEEM

AT B A B %?ﬁf\iﬂﬂi F» 38 1 B RE ML A & 2R 8 W REALAL.
9.2.7.3 ®EYHX

W 30,
% 30 UnblockPin &R XM
CLA 1 84 —
INS 1 1A _
Pl 1 00 —
P2 1 00 —
Le 3 0000XX —
DATA XX XX XX B 1D (2 ?_*ﬁwr G H A A PIN + R CAEDB
, (MAC BT (4 7))
Le - — AT

9.2.7.4 wH<WMXEIEE

fir 4 R SCEHE S By B A ID L& BT A P PIN %ﬂ?ﬁ)’(ﬂhﬂ%(MAC)%ﬁlﬁmfﬁbﬂZ
mERABFEFESNERER PIN 253 SHAL BB 5081 16 FHEIE.
mE Lk MACHERE SM4 Bk,

RS KR B,

9.2.7.5 Nz CEEE

B e B 35 SCHE .
22
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9.2.7.6 MR HKEBD
2 HE B WD 4H R T gk )% AR SRS L& 31,

% 31 UnblockPin &4 I ROK 4S5

SW1 SW2 B X

90 . 00 EHNIT

65 81 E EEPROM % I

67 00 KB AR (Le M 2)

63 - CX BB S ML X AT EIRWH. 2 X Oy 0 B, R PIN 8138
69 83 WIE 7 B 8E

69 84 7R BE T

6A 86 P1P2 %4512

6E 00 CLA 4%

9.2.8 ClearSecureState GERR R IR LKD)
9.2.8.1 EX5TEHE
ClearSecureState fi 4 F FEBIEE N AN Z ERE . Z2REEL B PIN BAERS.
9.2.8.2 FEFEM |
PATH AL R, BEAPTH M AMGS .
9.2.8.3 #MERX

Wz 32,
% 32 ClearSecureState # < X 45 78
s e o o
CLA 1 80 —
INS 1 1C —
P1 1 00 —
P2 1 00 —
Le 3 000002 R ID K F
DATA 2 XXXX R A ID
Le — — AL

9.2.8.4 WLIWIHBIEH
To fiw 4 4R UL

23
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9.2.8.5 WORZHXBIF
PILCIVE $°E: ¢
9.2.8.6 WORCIELREH
B B 2 1 51 R VT BB 1K A AR S D L 3 33

£ 33 ClearSecureState &y 4 [f 57 Bt A 53

SW1 SW2 E X
90 00 EB AT

67 00 Le K EHIR

69 8A B 13 5 |
6A 86 P1P2 S ¥451%

6E 00 CLA i

9.3 HRAEEES

9.3.1 #iR

oL B B 4 3 2 58 AR B B LA L BR AT I R R R AR

9.3.2 CreateApplication (] 5 F)

9.3.2.1 EX5%HE

CreateApplication #74 Al TR & L& M A,

9.3.2.2 FEEm

TRENEESFEA AT USRST R H S . A—DREPRAGFEMRZFMBLA.

9.3.2.3 MEHX

% 34,
%% 34 CreateApplication 5 £ i 3L 4R 455
KE &
R® byte Hex i #
CLA 1 80 —
INS 1 20 —
P1 1 00 —
P2 1 00 —
Lc . 3 0000XX cosAPPLICATIONINFO &# & &8 K /h
DATA XX XXXXXX cosAPPLICATIONINFO Z#{k 9 F 3 H R B 5iE

24
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9.3.2.4 WMEWTEEE

A MSCEE A U T EHE (U EEBRAER W F IR REEHE.
typedef struct Struct_cosAPPLICATIONINFO{

CHAR szApplicatinName[ 32]; J/NAZR AR 32 FHEAELL 0x00 %p 4

CHAR szAdminPin[16]; //EBROL,RE 16 FWHIEL 0x00 #p2

ULONG dwAdminPinRetryCount; //EHE A OSERKE

CHAR szUserPin[16]; . J/BAFOS,RE 16 P EEEL, 0x00 #h 2

ULONG dwUserPinRetryCount; /R POSERRE

ULONG dwCreateFileRights; //HERL F T A0 8 SO B AR AR5 BB 8 LI
//GM/T 0016—2012 H PR L B E X

BYTE byContainerNum; [/BRM A RNARKE

BYTE byCertNum; [/ BRBAXFHIESHEE

WORD wFileNum; E-ZIAEB R IDRLR S §

} cosAPPLICATIONINFO;
9.3.2.5 MR CHIRE
| T e 7 B4
9.3.2.6 MRZMWIKAER
BB AR T AR | X A RS I3 35,

% 35 CreateApplication %54 If Bz K 75 53

SW1 SW2 = X

90 00 EBIAT

67 00 Le KEHR(LcBAMKKESHELEMEFTREAS-BO
69 82 ELEREFHR

6A 84 RETEAR, BEQBELNA

6A 86 P1PZ 284 1%

6A 89 MACEAEE

6E 00 CLA 4%

9.3.3 EnumApplication (#{%5 F)
9.3.3.1 EX5%EE

EnumApplication 4 F T B2 & & LFEERI BT N A
9.3.3.2 FEEM

A o] B 4 40 AT LASRAT e .
25
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9.3.3.3 W&HX

W 36,
% 36 EnumApplication #5 < ¥ 3X 459
RE t:i ix #wo®
CLA 1 80 —
INS 1 22 —
P1 1 00 —
P2 1 00 —
Le — — L
DATA — — AETE
Le 3 000000 WA RIR B B A i L A 4 FR

9.3.3.4 w<IRCEEE

fir & R CEAERFEAE
9.3.3.5 MRIRTHHESE

iR (B L 2 FRFIR . AR A PR LLERAS \OP S5 3R, AXU\O” RARFIRBIG IR .
9.3.3.6 MRMIRKESH

& RE B 81 RL T BB 1 2% AR S HS LK 37,

% 37 EnumApplication %54 I Rz ik 2558

SW1 SW2 B X

90 00 AT, BT BIEAE 2& B

67 00 Le € BE4H IR (Le A B K B S BB AW ET 1 HREA—B0

6A 86 PIP2 B H44%

6E 00 CLA 4%

6A 9E EHEEZBETRE L&, 20 EFEHREELRSRBUS LR

9.3.4 DeleteApplication (| B& 5 F)
9.3.4.1 EX5EH

DeleteApplication 4 F T M BR R & L — B .
9.3.4.2 FEEM

TR NEB LG A 7 AT B 2
26



9.3.4.3 Me¥HX

GM/T 0017—2012

Lz 38,
% 38 DeleteApplication iy £ 8 3L 45 55
e e o
CLA 1 80 —
INS 1 24 —
P1 1 00 —
P2 1 00 —
Le 3 0000XX i A& R CR A \O"F4)
DATA XX XXXXXX N FH 4 #R

9.3.4.4 HYHMIHES

4 4R SCECE O 15 M BR L B9 2 7 .

9.3.4.5 WA EIBIE
T o7 B .

9.3.4.6 MIMIWICHKTH
BREEMART e EE RSB IIE 39,

% 39

DeleteApplication 5 % l'" RAT

SW1 SW2

90 00 EHNIT

67 00 KE#AR(LcBAMMKES DATABEERKEASA -0
69 82 LEEREBAHR

6A 8B 8 E W B AR A

9.3.5 OpenApplication (3TF R H)

9.3.5.1 EX5EHE

OpenApplication 4 A T R & L8 — A

9.3.5.2 FEEmM
A fa] Bt 45 % 0T $RAT ML 5 2

Vil .

o

BATMHEREZIT; & WATREREGTXFEZMANIFER

27
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9.3.5.3 MELE/X

L 40,
% 40 OpenApplication % 4 i 3L 4559
&

KRG byjfi :ix # %)

CLA 1 80 —

INS 1 26 —

P1 1 00 —

P2 1 00 —

Lc 3 0000XX I P8 BRI BE (R & \OT £ 45)
DATA XX XXXXXX N2 FR

Le 2 00XX S22 L U A B M

9.3.5.4 @& RTEIESE
v A SCBOHR 7 4T FF 1L FR 0 22 75
9.3.5.5 AR/

3 (5 R PR B RS B o A R BB R R T 33 0 0 K 2 A OO L B K A L B R SO SR
W% 41,

% 41 OpenApplication W Bz X B IH BT

" R BORRH | FERE BB
0 dwCreateFileRights ULONG 4 FE I B F AR SO A 2R AR
4 byMaxContainerNum BYTE 1 BENMANZFHRAAEBEER
5 byMaxCertNum BYTE 1 %%m)ﬁﬂiﬁﬁ@ﬁkﬁ[ﬁ#ﬁﬁ
6 wMaxFileNum WORD 2 HEMAY RN RRAX G &
o wAppID WORD ) BB ID, A TR R BT M B A, 5 S 4R
fEmT @St ID 51 EIT F &

9.3.5.6 MH Rz RERH
BREFEDARTREZHREHILE 42,

% 42 OpenApplication & £ IR K

SW1 SW2 2 X

90 00 EFHMIT

67 00 REFR (LA KES DATA BHERER -3
6A 8A BEMM AT

6A . 8B B RARFTE

6A 90 BA fTIT 8B, M8 & A S35 R a7 I 24 i A
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9.3.6 CloseApplication (3 i i )
9.3.6.1 EX5FEH
CloseApplication iy & T XM & L — BT H N,
9.3.6.2 FEENW
FEATHE BT & AT AT i & o O A R A R 8 — oK, KPR I A R BB BT A O 2 RS
9.3.6.3 @WEIWX

L3 43,
% 43  CloseApplication %5 4 i 3T 45 55
KE 2
. R
i byte Hex Tﬁ -
CLA 1 80 —
INS 1 28 —
P1 1 00 —
P2 1 00 —
Lc 3 000002 MAIDEERKRE, H2FY
DATA 2 XXXX M A ID
9.3.6.4 MHELWMCBEE
4 1R SCECE R 1R 52 B R A A 1D,
9.3.6.5 MR CEEIE
G i L $ 4
9.3.6.6 MR CIRAR
%5 HE 5 PS40 RU T BB [E1 3% R ASAD I 3R 44,
% 44 CloseApplication 5 4 Iff JZ Jk 2553
SW1 SW2 = X
90 00 EBHwHAT -
67 00 KEHR(LcHANHWKES DATA SEEKELR -
6A 88 S AN AARFE

9.4 XHEBES

9.4.1 iR

XHEEESRAURR R Y RIT RO E, G5 QR SCF  MER ST B0 S KBS B
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M RTEHRE. AR5 APDU 54X W F GM/T 0016—2012 A E WA IO,
9.4.2 CreateFile( 8 & 3X )
9.4.2.1 EXSTEH
CreateFile fir4 i T 7R & L0 48 & Ri A F 818 — 4304 .
9.4.2.2 FEEMW
75 B R R ST M R SUHE AR A BE B R S04
9.4.2.3 HE¥EX

L3 45,
% 45 CreateFile &5 £ 3L A9
KB ‘ izl
B
R byte Hex i =
CLA 1 80 —
INS 1 30 —
P1 1 XX NAIDHEFEY
P2 1 XX RAS ID MR 1T
Lc 3 0000XX FILEATTRIBUTE 54 & 89 /0
DATA XX XXXXXX FILEATTRIBUTE %54k ?"ﬁﬁéﬁﬁ—%ﬁﬁ

9.4.2.4 ®LTWIHIEE

AW SCEEE S GM/T 0016—2012 & FILEATTRIBUTE £ WM AN E S KA B EE, &R
% 46,

K 46 CreateFile 5 < i 3L H iR H 7T

W% €I s E TR FEKE Ut B

0 FileName CHAR #téH 32 XHE AR ZFHRIEEA 0 FhM
32 | FileSize ULONG 4 A AN '
36 ReadRights ULONG 4 AR 42 i $7 R

40 WriteRights ULONG 4 BRRER RN

HABEENBERR RN EES X GM/T 0016—2012 9“6. 4. 12 ALFRJEH”,
9.4.2.5 Mg SCEBEE
T ) 157 B4
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9.4.2.6 MMREWXRDE
% fe AL 41 R TT fE [l 2% AR A TE L3R 47,

% 47 CreateFile 65 £ 01 AR 755D

SW1 SW2 ¥ OOX
90 - 00 EHIIT

67 00 KEHR

6A 88 3| B AR

69 82 BEREAW L

6A 84 W as MR, Tk B2 5 £ 30

6A 92 4 X B

9.4.3 DeleteFile i B& 32 4
9.4.3.1 EXE5EH

DeleteFile #74 F F M B &t & £ —4 30t
9.4.3.2 EEEM

7 L7 I RS 5 A0 R SO BORLIR A BEMIR SCHE . %484 BT IR R , A SCHE B AR B 15 8.0
%,

9.4.3.3 HEEWX

L3 48,
% 48 DeleteFile $5 < X &
K& &
u
G byte Hex f# #®
CLA 1 80 —
INS 1 32 —
P1 1 XX MADHNEREY
P2 1 XX A ID BT
Lc 3 0000XX gk E
DATA XX XXXXXX 4

9.4.3.4 Mm<THXHEE

A MICPIEE A2, A EEEHN\O,
9.4.3.5 MMHEXHEE

6 Mg 17 B84
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9.4.3.6 MRS

B R D A RL T AR [ 3% AR S HE IR 49,

% 49 DeleteFile 65 &M R 455

- swi SW2 X
90 00 EBRIT
67 00 K
6A 88 51 F 8 BE P A AR AE
69 82 E2RERWH R
65 81 5 FEPROM % i
6A 93 XM ARFEAE

9.4.4 EnumFiles(#332 )

9.4.41 EXHFRHE

EnumFiles fir & Fi T2 B4 145 & B A F 7278 M BT A 3044

9.4.4.2 FEEW
|
36 o

9.4.4.3 H4EY

W 50,
% 50 EnumFiles 4B IHRB
e e e J
CLA 1 80 —
INS 1 34 —
P1 1 XX R IDMBFEY
P2 1 XX R A ID gy 599
Le — — REE
DATA — — R
Le 3 000000 HBEIR 8 BT A Y SO 4 R

9.4.4.4 HEHMXHIEE
WL RBIRATFE .
9.4.4.5 e R R 3 & HE 3

BB BFRFIR . AR B ERLEA N0, LI\ RRII WL,
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9.4.4.6 MR LARAT
e 2% 75 4R L FT AE X AR S LR 51,

% 51 EnumbFiles 5 <10 MR 7S5

SW1 SW2 ' OX

90 00 EE# AT

6A 88 BLRAE

69 82 ZRRERHE

6A 9E FHEZREFELE BOBRFTEHEAEARBR LSRRG EHE

9.4.5 GetFileInfo(3REXT 5B
9.4.5.1 EXSEHE
GetFilelnfo #y 4 F FHRBUE E M A B R TIHEXHHRERFEER
9.4.5.2 FEEM
x.
9.4.5.3 H4HEX

W2 52,
% 52 GetFilelnfo {5 < X R
o o " B
CLA 1 80 —
INS 1 '36 —
P1 1 XX R IDMEES
P2 1 XX A 1D R F
Le -3 0000XX XA KRE
DATA XX XX.. XX pairA
Le 2 00XX PR [ EE

9.4.5.4 WLWMIMEM
WABIBE A XHER, FEEHERK N\,
9.4.5.5 MIRZIRCHEIE
O 7 4% SCHHE B G B 45 4 I 3k 53
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% 53  GetFileInfo I i 3 57 4558
TR g, BAELER FHEKE Wi 4
0 FileSize ULONG 4 LKA
4 ReadRights ULONG 4 TE A PR 5 AR IR
8 WriteRights ULONG 4 B # AR iR

HAigEMREHRRNEEES X GM/T 0016—2012 46, 4. 12 X FRIEH”,

9.4.5.6 MEHRITKREED

B e D 4 R W BE X AR AR L& 54,

3 54 GetFilelnfo 5 4 M A X A5
SW1 SW2 X
90 00 EBHRAT
67 00 | REESIR (Le A LMK E SHBEEMEEHRER—5)
6A 88 N RARFE
6A 93 XHEARFRE
69 82 RERERWE

9.4.6 ReadFile (GE3C )

9.4.6.1 EX5EHE

ReadFile 74 F T M8 58 SCHF B8 58 FHIR 00 B LIS 8 K B RO AR .

9.4.6.2 FEEM

x.

9.4.6.3 HELHWX

3% 55,
% 55 ReadFile 54 R H L
K # .
& byte Hex L %
CLA 1 80 —
INS 1 38 —
P1 1 00 —
P2 1 00 —
Lc 3 0000XX% WK E
DATA XX XXXXXX R HAE
Le 2 XXXX BRI EE KT, 0 FR BT BUE
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9.4.6.4 WHEHMTBESE
A R SCEE S RS W2 56,
% 56 ReadFile 65 < iR T HIBE &%

W% B HERR FRKE B 9
0 wAppID WORD 2 B f 1D
2 wOffset WORD 2 BOUE R R 7
4 wReadLen WORD 2 HA SRR I K B GBI 0, R R | BT A B
6 wFileNameLen WORD 2 XHBRKE  REERK N\ FEH
8 | chFileName Char array | wFileNameLen | 3Cff4 %

9.4.6.5 MRz XHEE

i 7 1R SCEUHE B BE il Le RYMELIRE (Le BUME R 5 i @ ML 5 ' B9 wReadLen #H3F) . IR
Le i 13 AT 352 A SC B 008 1< BE » Uk (2] 52 Br A< BE O 3088

9.4.6.6 MM HRA
%5 9 R 4 R T BE B 3% AR A RS 3K 57,

% 57 ReadFile 654 Wi Rk A5 HD

SW1 . SW2 2 X
90 00 EBRAT

69 82 R 2

6A 93 HENXHFAFE

6B 00 R F5 B A o S

6E 01 FEEAHEREBHRREHMRKE

9.4.7 WriteFile (53#)

9.4.7.1 EX5EH
WriteFileﬁﬁ"—?ﬂ%i“lﬁ]?E‘z”éﬁﬁiB‘J%’E;’Ei#ﬂ@f‘é%&ﬁ%)@%%ﬁﬁ{ﬂ%ﬁﬁo

9.4.7.2 EEEMW |
TR B AR,

9.4.7.3 &HEHX

3= 58,
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F* 58 WriteFile G5 < i 3L 4359

KE izl .
R byte Hex il #
CLA 1 80 —_
INS 1 3A —
Pl 1 00 —
P2 1 00 —
Le 3 00XXXX RSB K
DATA 00XXXX XXXXXX BB
Le — — HEE
9.4.7.4 wE4WMXETE
A MXEIE AN A ID.XH4E wE At R ES AEHE.
A SR B 4R Ag L & 59,
&R 59 WriteFile fp 4 # X B 1 4 75
ks IS, Bl A FH KA B
0 /| wAppID WORD 2 B ID
2 | wOffset WORD 2 HREEANRBE
4 wFileNamel.en WORD 2 X4 ffj’\ft}?{ TAEERMN N FER
6 chFileName Char array | wFileNameLen i#@ﬁ”\:
6+ wFileNameLen | wDataLen WORD 2 w5 A%ﬁzﬁ F & B
8+ wFileNameLen pbData ByteArray wDatalen BB ARE
\
9.4.7.5 mRIRCEImE
TG e 7 % ST
9.4.7.6 MARZIRSCRAR
6B 2 P9 4 R TT RE [|13% AR S HS ILZE 60,
% 60 WriteFile 4 g iz 4k 248
SW1 SW2 = X
90 00 EAT
67 00 KEERRBEM Le Z B3 CHKE)
69 82 RAF R
6A 93 BEMNEHARFLE
6B 00 WBEEBEXHFRE
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9.5 FAHB/EHIES
9.5.1 #Fik

FHEEBCATHEAMARARERE, AR MR B2 ST KAESURIERFA
FHERE.

9.5.2 CreateContainer(fll i 2 88)

9.5.2.1 EX5EE
CreateContainer 7% F TR E RN LRI 1548,

9.5.2.2 FEEM

e LA B F AR S A AT AT B S AR A R BOR R E A 34 T . R E KA
ATARAES. A—NATARFEREZNAR. :

9.5.2.3 WEHEX

W61,
% 61 CreateContainer 5 & 3L 4 15
KE &

fiw - byte Hex ﬁ% &

CLA 1 80 —

INS 1 40 —

P1 1 00 —

P2 1 0 |-

Lc 3 0000XX BLAE ID FIA 2R 2 PR F 5
DATA XX XX..XX MA IDCANEY, , BREEMAERLZHK

LE 2 0002 REES IDE

9.5.2.4 A& MIEE

A4 1R SCHHE B 75 QIR M A 28 A AR L
9.5.2.5 MR X & HEE

Wi RO 4% SC 738 (B B 2 8% IDC2 F949)
9.5.2.6 MORIIRSTRAE

B REE D IR T RE R KPRSB IR 62,

% 62 CreateContainer %y 4" lj Bz 4t A% 45

SW1 SW2 p=¥ X
90 00 EF AT
67 00 | KERERLBALNEKESEEFZYTERA -2
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w62 (£
SW1 SW2 B X
69 82 ZERTBRHR
6A 84 REZEAR, EEQEELEH
65 81 5 EEPROM % I
6E 02 BENERCHEL
6A 88 51 B B R R 3

9.5.3 OpenContainer(}TFF & 88)

9.5.3.1 EXEWEH

OpenContainer fr4 i TR & M E A LT H M58,

9.5.3.2 FEEM

TN AR T . AT AT A @ . RIFERITITAAE.

9.5.3.3 ME¥HX

B3 63,
| % 63 OpenContainer §5 < XKD
o . " W
CLA 1 80 —
INS 1 42 -
P1 o1 00 —
P2 1 00 —
Le 3 0000XX BLF 1D FO A 25 B R F W 8
DATA XX XX..XX B ID(2 AN, B A ) M A 8 B AR
Le 2 0002 R BIA L IDH 2 FHW)

9.5.3.4 oW EEIE

A WSO IE R ID ST FB A K.

9.5.3.5 MR SCEIEE

Wi 7 4% 3C A58 B g & A8 ID(2 F39) .

9.5.3.6 WuRZ#LRAS

B BB B L T AE )X KRS A L 3% 64,
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% 64 OpenContainer %5 < 0 5z R 7570

SW1 SW2 2 X

90 _ 00 EEHHAT

67 00 KEHR(LBALHKESREFTHRA—-30
6A 88 51 A i R A R E

6A 91 HENBERAFLE

9.5.4 CloseContainer (X ] &%)
9.5.4.1 EXHEH
CloseContainer 4 Ji T7E 45 € B Fi £ e Pl — & 4% .
9.5.4.2 FEEM
SEZEPIRT I W#EE%ﬂ%ﬁﬁ%MFﬁTTU&mmﬁM o KA ATFAA—-K.
9.5.4.3 HEHX

% 65,
% 65 CloseContainer £ < 1§ 3L 47 5
kKE &
e byte -Hex R
CLA 1 80 —
INS 1 44 —
Pl 1 00 —
P2 1 00 —
Lc 3 0000XX RiF ID A28 ID F
DATA XX XX XX | BRI IDQ2 ANFH B ME 2R IDQ AN F, B #)

9.5.4.4 & HXHEHE

i 4 W SCHEHE B A 1D AN SR M B 2R 25 1D 4
9.5.4.5 M RZR SR

G R 2
9.5.4.6 WKL STIKAHD

B RET D PR T A A KRS LK 66,
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% 66 CloseContainer #5 4 i iz 4k 2558

SW1 SW2 X

90 00 EBRIT

67 00 KEBRLcBARMKESBEEETHER 80
6A 8B 51 F f R R 4R 3

6A 94 FIRAMAERKRE

9.5.5 EnumContainer (%% 5§)
9.5.5.1 EX5W%HE
EnumContainer @4 F TR R E R AP HELEN AR
9.5.5.2 XFEENR
B 2 ATF BB 0T » 7T RS AT A
9.5.5.3 &4

WL 67,
% 67 EnumContainer L L H D
o o " o
CLA 1 80 —
INS 1 46 —
P1 1 00 —
P2 1 00 —
Lc 3 0000XX B A ID F 8 |
DATA XX XX.. XX RLF IDC2 A4 , B A ) _
Le - — TE

9.5.5.4 M<MXBIES
i R FIE.
9.5.5.5 WiRLIR T

TR SO R E AR ARSI R, BAMAMARLUEAD NOER, IR\ BRIEN
R,

9.5.5.6 WoRZHR TR

& BE % 5 I RL T BE B 1 AR S8 L3 68,
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% 68 - EnumContainer €5 < i B 3R 553

SW1 SW2 ¥ OX

90 00 EFHAT

67 00 KEHR(Le A BN KESEBEFHTHA—30

6A 88 - 51 A8 R AR R

6A 9E THEBELZHERELE ZOERFEHREAKESRRGSHHE

9.5.6 DeleteContainer (2% 2%)
9.5.6.1 EX5EH
DeleteContainer fir4 Fil T M BR ¥ & ML LR BB % .
9.5.6.2 EEER
EAFTF R AMERLT 5 A WE L AT P EEE, TR T a4 .
9.5.6.3 #H4MX

W 69,
£ 69 DeleteContainer 54 ¥ 3L 4 75
(2] J:fi Iﬁx R
CLA 1 80 —
INS 1 48 —
P1 1 00 —
P2 1 00 —
Le 3 0000XX RLFA ID A2 P F TR
DATA XX XX..XX SRR IDC2 ASFAT, W S A48 FI 2 25 48 PR 1A

9.5.6.4 @<HXEBEE

i & R SCEHE B B ID FAE M BR O A 28 B AR R .
9.5.6.5 M S E 4R

6 M 7 B
9.5.6.6 MM KA

B A RS B R AT RE X AR S LR 70,
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# 70 DeleteContainer @y 4 g 5z 4K 75 75

SW1 SW2 p<3 X

90 00 ERHAT

67 00 KEERLBAEHKESREFEFYHER~20
69 82 ZEREAHR

6A 88 5 B R R R

6A 91 BEREB/ARLE

9.5.7 GetContainerInfo(JREL B EZE)

9.5.7.1 EX5%H

GetContainerInfo iy 4 F TR BUFE N FH T W E B2 HEER
9.5.7.2 FEFmM
EL & #T FF R FH 8918 0 T AR AT LL BT I A 4

9.5.7.3 @&

W&k 71,
% 71 GetContainerInfo #5 4 XL 4R 5
KE & .
R byte Hex }ﬁ &
CLA 1 80 =
INS 1 4A —
P1 1 00 —
P2 1 00 —
Le 3 0000XX LA 1D FIZ5 28 2% BRI 521 3K
DATA XX XX..XX BA IDQAMEN . EWEH AR A KRE
Le 2 000B

9. 5.7.4 YR HESE

A iy 4 FodR SO -

9.5.7.5 mRz#>x&iEE

W#E 72,
% 72 GetContainerInfo N iz 3§ 3¢ £ 5 15 45 55
W BiE BREE | EWKE oo
o | ContainerT yTE : AR, 0 ETFRE MEARERREHSE
ontamertype 3%, 1 %77 % RSA 28,2 7R % ECC 528
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£ 72 (&)
"% B BEER | FUKE _ |
1 ulSignKeyLen ULONG 4 B EAX ALK, RAERWE SR 0
5 ulExchgKeyLen ULONG 4 INEFEARHARKE , RFAMBER O
9 bSienCertF] BYTE . REGUEEREPOREFT. 1 KARHFE.O
neer a
€ g BRI A E TR
o L ExchaCertEl BYTE . REFENZFIESNREFT. 1 RARFEE,O
a
rengerttiae R R A E T
9.5.7.6 MR KA

B REE DR T B B % RS R 73,

£ 73 GetContainerInfo %54 i 5 4k 75 55

SW1 SW2 X

90 00 E#NAT

67 00 KEHFR(LcHANMKESEBEFTHEA 20
6A 88 31 RE R R AR B

6A 91 HEREH/RKE

~ 9.5.8 ImportCertificate( 5 N\ #FIiFH)

9.5.8.1 EX5EHE
ImportCertificate 4% F 1o 4 E & 25 N F AT E LR FIES,

9.5.8.2 FEEmM

RPN IEE 5 A AT AT B 2

9.5.8.3 #WdHix
374,
% 74 ImportCertificate 65 4 1R XX 43 53
\ K B \
s byte Hex #ﬁ #
CLA 1 80 —
INS 1 4C —
Pl 1 00 —
P2 1 00 — L
Lc 3 00XXXX M A ID. &% IDFIEREERXBELRE
DATA XXXX XX.. XX M ID. %48 ID M FiEBER
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9.5.8.4 @&MRoTEEE

W#E 75,
% 75 ImportCertificate #y < 8§ 32 ¥ #5150 45 A9
. wE BRI BE AR FWKE A B3
0 wApplD WORD 2 MAID -
2 wContainerID WORD 2 AHID
4 bCertType BYTE 1 EPEM, 1 RRAIEZIUES .0 RRMEIES
5 ulCertLen ULONG 4 BT E
9 pbCert ByteArray | ulCertLen | iF %18

9.5.8.5 o KR L BRI

2 iy A T W B HR SCEHE .
9.5.8.6 IMRIIRICIRAS

%0 e 2 S 4 B T Rl [0 3% ROR S FE L& 76,

!

% 76 ImportCertificate 5 < Wi 5z 4k 7359

SW1 SW2

90 00 EHIAT ‘

67 00 KESR L BAENKESBREFTHRA-30
6A 88 51 B R AN

6A 94 MANESRFALE

6A 95 2% B X LRGN

9.5.9 ExportCertificate( 5 [ FiEH)

9.5.9.1 EX5EH
ExportCertificate iy & TH M AN ER BB FIEBLF H.
9.5.9.2 FEHEWmM

RLF SR AT IR BB 60 T T LASRAT B A & .

9.5.9.3 WEMX

nE 77,
F 77 ExportCertificate #p & i 3L 4R 53
KE sl .
i byte Hex w #
CLA 1 80 —
INS 1 4E —
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& 77 (8
S J:i f:x wo®
P1 1 XX U MR
P2 1 00 -
Lc 3 0000XX KA 1D F£5 2% ID B9F T E
DATA XX XX.. XX A D&% ID
Le 2 0000

9.5.9.4 wmE<HRXBIEE

A5 iy & To R SO
9.5.9.5 maRz#CEEE
.z 78,
% 78 ExportCertificate i iz i 32 i $B1H 4R 13
w# BiE B v e ¥l FhKE B 8
0 ulCertLen ULONG 4 IEPBIERE
4 pbCert ByteArray | ulCertlLen | 3iF-H#iE
9.5.9.6 Mo R SRS

BREF DA R T RE X AR G LK 79,

% 79 ExportCertificate 45 4 i R K 7555

SW1 Sw2 B2 X
90 00 E#HMAT

6A 94 TR A S AL

6A 88 5| e L P AR AFALE

6A 96 RERBMNE BRI E

9.6 EBREES
9.6.1 ik

RS ESRUENFEESE ENREEEE FOAEEE HATE LT E %6,
9.6.2 GenRandom (4 B BEHLED
9.6.2.1 EX5EHE

GenRandom s 4 A F A EK ER M.
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9.6.2.2 FEFEMW
AL AR A AR AT BASRAT B AR 2
9.6.2.3 WMLEX

W5 80,
% 80 GenRandom 5 $ i 3L 470
K o o oo
CLA 1 g | —
INS 1 50 —
P1 1 00 —
P2 1 00 —
Le - — AL
DATA — — ANEE
Le 3 00XXXX T8 % K BE W R AL

9.6.2.4 HLWIEEE
Tofig A R SCEE
9.6.2.5 MR STHHEIE
Mg 7 4% ST R84 3 O ALK
9.6.2.6 MIRZIRTKAE
B BE % TS 4H A T B K AR AS RS L 81,

% 81 GenRandom %54 Mg Mz 4k 755

SW1 SW2 ¥ X
90 00 EdRAT

67 00 Le KEHIR

6A 86 P1P2 £ 5458

6E 00 CLA &%

9.6.3 GenRSAKeyPair (4, RSA £ £ BHX)
9.6.3.1 EX5ELHE
GenKeyPair iy & BT EM N FAF AR FAE R RSA L2 FHMHMHELANH.
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aa&é FEEM
B P AR
9.6.3.3 HYHX

L% 82,
% 82 GenRSAKeyPair © & X & 53
KE 2
i %
fw byte Hex W =
CLA 1 80 -—
INS 1 54 —
P1 1 00 —
P2 1 00 —
Lc 3 000006 —
DATA 6 XXXX R IDR2 W) +288 ID2 FY)+RSA #EK (2 F9)
Le 2 XXXX
9.6.3.4 MEWXEIEE
e SCEAR R A ID(2 F795) + 4 8% ID(2 F95) +RSA K (2 7).,
9.6.3.5 Mok CEIEE
O BRSO B0 BT B AR . LR 83,
% 83 GenRSAKeyPair i 7 # 3L 4% 55
W B I gL FHKE i L]
0 Modulus BYTE $4 BitLen/8 SEFRK FE N Bitlen/8 %7, BitLen b RSA #{<

BitLen/8 | PublicExponent BYTE %4 4 — i35 0x00010001

9.6.3.6 MR LKA
HEEF AR RERIE RS R E 84,

% 84 GenRSAKeyPair &5 < i Rz 4k 7555

SW1 SW2 E X
90 00 E#HIIT

65 81 H EEPROM % K

67 00 Le KEESEIR

69 82 R REZE2RE

6A - 81 EEA X ¥

6A 84 AR
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F: 84 (8D
SW1 SW2 E X
6A 86 P1P2 S8R IF 7
6E 00 CLA 412
6A 88 SRS AAERE
6A 94 SIAMBBTNGEE

9.6.4 ImportRSAKeyPair (S X\ RSA MBZBZ4ATT)
9.6.4.1 EXEREH
ImportRSAKeyPair #1475 4 2 I AT HG 4 28 ¥ § A RSA I A FAGIXT .
9.6.4.2 EFEEN !
A AURRAE .
9.6.4.3 #4HX

W3R 85,
% 85 ImportRSAKeyPair & & 3R 3L R 35
K ¥ (=1 ' ‘
R - Hor oo
CLA 1 80 —
INS 1 56 —
P1 1 00 —
P2 1 00 = 1
Lc 3 00XXXX —
DATA XXXX XX..XX TR A4 R SRR
Le — — AEHE

9.6.4.4 wLWXHESE

8 R SOOI S0 g X R SR AR R L IR A B A YR X R B 5 G A% FR A 1 B 4 AR
#8 RSA mERAL N, AHAMWEKZESE PKCS #1 v2.1: RSA Cryptography Standard # #F5 40 #
REN. WFE 86,

% 86 ImportRSAKeyPair 54 i X HIEH 40

W& BRI Bam A FHKE W 8
0 wApplD WORD 2 R ID
2 wContainerID WORD 2 “# 1D
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F 86 (80
1w B BiEERR FHKE B B .
AFMEFSANEFANABANSEESRE
4 ulSymAlgID ULONG 4 . :
EIRIR
8 ulWrappedKeyLen ULONG 4 SEANPMTERNEETPEIKRE
ulWrapped .
12 pbWrappedKey ByteArray Kevl ELHNAMFENSEEHEX
eyLen
ulBits ULONG 4 HREAMEBEFEMNOEHAMKE
ulEncryptedDatal.en ULONG 4 BRANMEFEHANRHATXKE(FTRHAEAD
IE e BERAMFEFATME X NEFEHTRARX
ncr
pbEncryptedData ByteArray ! D ¢ I}_l,p A HFE PKCS #1 v2. 1. RSA Cryptography
t
atalen Standard # B FAEAHE R E X
9.6.4.5 Mo ScH i
TG W) of 4% SCHOHE R
9.6.4.6 MR LRESR

BB RS HA R T AR X ARSI 3R 87,

% 87 ImportRSAKeyPair &4 Mo B AR5

SW1 SW2 E X
90 00 E#AT

67 00 KEERLcENE)

69 82 A RE2RE

6A 84 EEAR

6A 94 SIAMARAELE

6A 88 51 F R A AT

9.6.5 RSASignData (RSA £ %)

9.6.

5.1

EXEEHE

RSASignData f54 2 A E £ LA, M HEEREH#THRFEL. EEENEGREEH.
EEEW
Tl AP RUREE.

9.6.

9. 6.

5.2

5.3 E¥HEX

.2 88,
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3 88 RSASignData & & 3L 450

i KE izl .
B byte _ Hex H #
CLA 1 80 —
INS 1 58 —
LEAAGEZRENE, FERSEAATHESEM
P1 1 XX PKCSI st
SRANRXHERNRE ZREKESAHEKHAS,
W H ST 4 HA G R BT PKCS1 4375 . A5 4 4
HMEEERR.
1:SM3;
P2 1 XX 2:SHA1;
3:SHA256,
HMEHRE X
Lc 3 00XXXX WCBAER A
DATA XXXX XX.. XX MAID 4+ 541D + #EL45E
Le 2 XXXX BEERKE

9.6.5.4 &M MIEE
& SRR N ID. & 8% 1D M4 4 U
9.6.5.5 Wi RZ R 3T MR

W O 4R SCE IR R B R

9.6.5.6 NIRRT RERM

B BE 2 TS B RE T A M1 RS K 89,

3 89 RSASignData & 4 i Kz e A 53

SW1 SW2 B X
90 00 AT

67 00 KESIR(Le A2

69 82 T RE2RE

6A 88 SRR

6A 94 IR H RS

6A 95 A% R X L X R T

9.6.6 RSAVerify(RSA I§%)

9.6.6.1 EX5BH

RSAVerify 54 Fl RSA 2248 (AR 3 A MBHE 1T 2 Z B3E .
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9.6.6.2 FEEM
R AT B AR R AT ASAAT LA 4
9.6.6.3 @WLWX

Lz 90,
% 90 RSAVerify &4 LR
*E & .
R byte Hex » th 2
CLA 1 80 —
INS 1 5E —
1: B UEBR R
Pl 1 00 2 BRI ARXHESHRE ZREKESLAHEK
H% N FREED LS PKCSL HmEA4HE
WEE ERIR:
1:SM3;
P2 1 00 2:SHAI;
3:SHA256,
HEERE X
Lc 3 00XXXX BXBELEE
DATA XXXX XX.. XX N FRERENE LS
Le — — X

9.6.6.4 WHELHXBEE

%k 91,
& 91 RSAVerify 5 < il X HBHAH
¥ BAE B BELEE | FWKE B 4
0 BitLen ULONG 4 MALFWBEAMKE
LR K BitlLen/8 = ¥, BitL. RSA
4 Modulus Byte Array | BitLen/8 SR I 2 Jy Bitlen/8 74, Bitlen Jy
i
4+ BitLen/8 PublicExponent | Byte Array 4 A EIREAE B, — 1% 9 0x00010001
8+ BitLen/8 ulDataLen ULONG 4 RRIESESNEERE
12+ BitLen/8 pbData Byte Array |ulDatalen | 36 F % & 898018 -
124 BitLen/8+ ulDatalen| ulSignLen WORD 2 BLEKE . LA ANAERK
14+ BitLen/8+ ulDatalen| pbSignature Byte Array | ulSignLen | FRiIFAI & Z{H

9.6.6.5 WA AL ¥ SRR
A Ay A 1A e R R SCHHE .
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9.6.6.6 MHRIIESTIRAT

B e D R T AR [ A RS FE & 92,

#£ 92 RSAVerify £y < 0 R 4R 7555

SW1 SW2 E X

90 00 EBEHRAT . RE R

67 00 KEHR(LcHARMKESEEFTHER—30
6A 98 EHWAT BRIEE B KXY

9.6.7 RSAExportSessionKey (RSA £ H FHLIEFH)

9.6.7.1 BEXEEHE

RSAExportSessionKey iy & £ A E HHIFAIMBAFAMER L, |

9.6.7.2 FEEM
FEIFRNEMERS.
9.6.7.3 @&

3% 93,
% 93 RSAExportSessionKey #5430 453 |
KE & .
i byte Hex L
CLA ' 1 80 —
INS 1 5A —
P1 1 00
P2 1 00
Lc 3 00XXXX -
DATA XXXX XX..XX P LA 4 4R SO B
Le 2 XXXX MENSETHEEIKE
9.6.7.4 WELWXHIEE
A MOCHIE R 2 94,
+ 94 RSAExportSessionKey 7 € 3L #1855 4 78
WmE BE WIERE FHRE B i}
0 wAppID WORD 2 R ID
2 wContainer]D WORD 2 %% 1D
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%+ 94 (8
R# B s & E gl FHKE - i
4 ulAlgld ULONG 4 LEBHB R
8 BitLen ULONG 4 nEFEHN BRI E
12 Modulus BYTE ¥4 | BitLen/8 | SFRKJEE N BitLen/8 F 75
12+ BitLen/8 | PublicExponent | BYTE ¥t 4 —fi% 7 0x00010001

9.6.7.5 Wi LR 3T IR
) O #2 SCH AR AR D QN 3% 95 TR, SR B HE UF R PKCS# 1vl. 5 ZoREH,

% 95 RSAExportSessionKey i 57 $f 32 £ 1818 4 75

W B BEER FVKE ) |
0 wSessionKeylD WORD 2 £ RS E®ES ID
2 pbData ByteArray Bitlen/8 | &iE®HPFEX
9.6.7.6 MR LR

& BE 5 BA RL T AE [ X AR BB LR 96,

% 96 RSAExportSessionKey %5 < g R 4% 25 73

SW1 SwW2 2 X
90 00 IElim;fLﬁ

67 00 KEHRELcHHIZ)

6A 88 SRR A

6A 94 - SIRMBERATFE

9.6.8 RSAExportSessionKeyEx (RSA S H&EREA)

9.6.8.1 EX5%E
RSAExportSessionKeyEx #ir 4 A il SN/ 4111 2 0 11 R 4 7 B 25 461,
9.6.8.2 EFEEEI

EEITFNAMELE. ZEE A T RSAExportSessionKey 8, ECCExportSessionKey & ¥ 17

B4k s A AL RSA NS R AEERY.
9.6.8.3 MEHX

W 97,
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¥ 97 RSAExporiSessionKeyEx & 4 18 3L 4 59

KE 18
s byte ) Hex " #
CLA 1 80 —
INS 1 5C —
Pl 1 00
P2 1 00
Lc 3 00XXXX —
DATA XXXX XX..XX R A IR
Le 2 XXXX 0 HY & T A X

9.6.8.4 @4 HIBE
WA IR CE AR FE 98,

%< 98 RSAExportSessionKeyEx &4 R X 1B18 4 58

% HyE BEER | FEVKE ¥ o#
0 wAppID WORD 2 i f 1D
2 wContainerID WORD 2 A% 1D
4 wSessionKeyID WORD 2 KWEHY D
6 BitLen ULONG | 4 mEFEHX R EBMKE
10 Modulus BYTE #(# | BitLen/8 | SR K Bitlen/8 F¥
10+ BitLen/8 | PublicExponent BYTE ¥(4f 4 — & 2 0x00010001

9.6.8.5 Wi R S MR
ey R 5 ORI SRR BD AN 3 99 B7R , VR B 1 SCH IR B PKCS# 1v1, 5 BoRHf%,

% 99 RSAExportSessionKeyEx ] 57 R 37 £ 3% 15 45 55

% B BHEmEH | FEKE "o

0 pbData ByteArray BitLen/8 S{EFE T L

9.6.8.6 MR STKRASH
B REE S PR T RE [E 2% R EFD LR 100,

% 100 RSAExportSessionKeyEx i 4 if i #2553

SW1 SW2 E X
90 00 1IE T
67 00 KR (Le 3 7 75)
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& 100 (&)
SW1 Sw2 B X
6A 88 5| 8 AT
6A 94 SAMABRAERE
6A 9F 5l A EH XL

9.6.9 ExtRSAPubKeyOperation(RSA 4PN 4AIZE)
9.6.9.1 EX5EHE

ExtRSAPubKeyOperation iy 4 fff F S50 /& A 9 RSA 24X A BB M AR BB I 4
AE ] B 45 R 7T LASRAT o 2

9.6.9.3 WML

9.6.9.2

L 101,
% 101  ExtRSAPubKeyOperation £5 4 3 3 %= 73
KE &
g %
R# byte Hex o =
CLA 1 80 —
INS 1 60 —
P1 1 00
P2 1 00
"Le 3 00XXXX BRI K
DATA XXXX XX.. XX AR REEERE
Le 2 XXXX RERERECIAFAERKNFTED
9.6.9.4 &M XBEIE
L3 102,
% 102 ExtRSAPubKeyOperation {5 € ¥R X HIEE R
W% BOHE I BiEER FRKE i) B
0 BitLen ULONG 4 BALAMTEANKE
4 Modulus Byte Array BitLen/8 PR A BitLen/8 %5, BitLen iy RSA #{
4+ BitLen/8 PublicExponent Byte Array 4 NERRE R, — A& 7 0x00010001
8+ BitLen/8 ullnputLen ULONG 4 BEBERENKE, AN HEEK
12+ BitLen/8 pbInput Byte Array | ulDatalen | iz B 5E
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9.6.9.5 Ma iR IR
A SREAAABENER,
9.6.9.6 MR TKRED
B BE 2 0 A RL 7T RE B AR S HS L& 103,

#F 103  ExtRSAPubKeyOperation %< i [ 3k 7555

SW1 SW2 E X

90 00 EBRAT, AHBHE R

67 00 KEHIR (Le B4 K SR FWRAR B0
6A 98 ARABERY J

9.6.10 GenECCKeyPair(% i ECC 4 &)
9.6.10.1 EX5%HE
GenECCKeyPair 454l T E M AN M AR 4R ECC B2 FmAM B HEL A,
9.6.10.2 FEEMW ‘
TR PN IEE DG A T LARAT 4
9.6.10.3 H<EX

3 104,
% 104 GenECCKeyPair 67 & #3245 78
o e fx o
CLA 1 80 —
INS 1 70 =
P1 1 00 —
P2 -1 00 —
Lc 3 000008 DATA B F N 8
DATA 08 XXXXXX i S W] SCHE
Le 2 XXXX BB E A A AR TR E

9.6.10.4 W& EsE
ﬁéﬁi@ﬁ%ﬁﬂ%uﬁﬁﬁﬁﬁ%ﬂo
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% 105 GenECCKeyPair & 4 3 3 8 2 5 4 15

T BaE s BHEXY | FUKE wo oW
0 wAppID WORD 2 Rifl ID
2 wContainerID WORD 2 7488 1D
4 ulBits ULONG 4 HEE B AKE

9.6.10.5 MR ST E I

GM/T 0016—2012 Fr ECCPUBLICKEYBLOB % #) % XCoordinate #1 YCoordinate ${{& ., H w15
W& 106,

% 106 GenECCKeyPair N 57 3§ 32 #1515 4 75

W b §ig BEEXE | FHKE B
ECCPUBLICKEYBLOB £ #] # f#) XCoordinate,
M2k R A X 4R

ECCPUBLICKEYBLOB £ # /1 f§ YCoordinate,
B LR Y AR

0 XCoordinate Byte Array ulBits/8

ulBits/8 | YCoordinate Byte Array ulBits/8

9.6.10.6 MRz LKA
& BE RS B RL AT AE [ RSB LR 107,

% 107 GenECCKeyPair 6y 4 I B 1k 25 55

SW1 SW2 E | X

90 00 EBHAT

67 . 00 KEHR(LcBAENKESBEFYHEA -2
69 82 ZeREFHE

6A 88 38R AR

6A 94 SIAMBESAHFE

9.6. 11 ImportECCKeyPair( S\ ECC IMEFZEH )
9.6.11.1 EX5HHE
ImportECCKeyPair fir 4 ] F7E15 & ML F 5 E B2 2 A ECC & HEHXT .
9.6.11.2 EFEBEM
AP NEE RS A T AT a2
9.6.11.3 H4HX

L% 108,
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% 108 ImportECCKeyPair 5 £ 38 X5

e o ﬁx #o
CLA 1 80 —
INS 1 72 —
P1 1 00 —
P2 1 00 1=
Lc 3 00XXXX ]RSO K B
DATA XXXX XX..XX A BN X B
Le — — ¥

9.6.11.4 WEMIEEE
A4 R SCHHE S B X RR A SN T B 5 A 0 2 2 T R 8

LT A 36 SR 25 1 52
typedef struct SKF_ENVELOPEDKEYBLOB{
ULONG  ulAsymmAlgID; // AR X RREE 4 9 3E X AR B AR IR

ULONG  ulSymmAlgID; // AT MERS A ECC BHM WM HREERIR, BRE
: | // J93% Pl ECB 2 A 5 48 %t B 47 0 25
ECCCIPHERBLOB ECCCipherBlob; // FAAR 343 87 0 %5 i %t FR 95 49 25 3C o
ECCPUBLICKEYBLOB PubKey; // # S A& FEH N A4
BYTE cbEncryptedPriKey[64]; /7 RS NI 5 X RL 4 B ST
}ENVELOPEDKEYBLOB, % PENVELOPEDKEYBLOB;

typedef struct Struct_ ECCCIPHERBLOB{ :
//SM2 B HER M E X CL i X SiRE AU KESREPELAANMKERS
BYTE XCoordinatel ECC_MAX_XCOORDINATE_BITS_LEN/8];
//SM2 IEREREEXT CLEH Y iR E, AU KESREPELAHANMNKERSE
BYTE YCoordinatel ECC_MAX_XCOORDINATE_BITS_LEN/87;
//SM2 hneE B sk % S h B8 C3
BYTE HASH[32];
//SM2 IMERER X H S5 C2 MK E
ULONG CipherLen;
//SM2 1B i th o X S 8 C2 il
BYTE Cipher[1];
} ECCCIPHERBLOB, * PECCCIPHERBLOB;

typedef struct Struct_ ECCPUBLICKEYBLOB({

ULONG BitLen;
BYTE XCoordinatel ECC_MAX_XCOORDINATE_BITS_LEN/8];
BYTE YCoordinatel ECC_MAX_XCOORDINATE_BITS_LEN/8];

} ECCPUBLICKEYBLOB, % PECCPUBLICKEYBLOB;
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typedef struct Struct_ ECCPRIVATEKEYBLOB({

ULONG BitLen;

BYTE PrivateKey[ECC_MAX_XCOORDINATE_BITS_LEN/87;
}ECCPRIVATEKEYBLOB, * PECCPRIVATEKEYBLOB;
ImportECCKeyPair Ay 4R U 47 15 L 3% 109,

% 109 ImportECCKeyPair #5418 XL HIBH K 5B

[F: 2 B BIEER FEKE A L]

0 wAppID WORD 2 R 1D

2 wContainerID WORD 2 %54 1D

4 ulAsymmAlgID ULONG 4 ATFRPFREHNIESHREERR

NS AN X L E

8 ulSymmAlgID ULONG 4 %ﬂfﬂ ERSAMEEH WJE% AR
HARiR
ECCCIPHERBLOB % #g{kee X MARH1 Y A

12 ulC1Bits ULONG 4 R KE HENSREFERZAOENM
KEME

16 C1XCoordinate " | Byte Array | ulC1Bits /8 | ECCCIPHERBLOB £ #{& & iy X A& 4R

164-ulC1Bits/8 | C1YCoordinate Byte Array | ulC1Bits /8 | ECCCIPHERBLOB Z#fk ity Y A4

ECCCIPHERBLOB % #j f&  #§ Hash %
16 ulC1Bits/4 | HASH Byte Array 32 - &

%A
ECCCIPHERBLOB % i
48+ulC1Bits/4 | CipherLen ULONG 4 25 1k P i B SRR
KE
ECCCIPHERBLOB % #; & ,
52+ ulC1Bits/4 | Cipher Byte Array | CipherLen ) g5y R P B SCBIR
B X
ulBits ULONG 4 55 A 5 5 4 X 0 2 4 i K

importedXCoordinate Byte Array ulBits/8 BEAMBEBAMAAFE X SR

importedYCoordinate Byte Array ulBits/8 HBRANEBEEASAHAFPEY £45

ulEncryptedPriKeyLen ULONG 4 HRAMBEEAM TP E SCKE(F HELD
E red FREANEFYNARANE X, MELAL

cbEncryptedPriKey Byte Array uP :{cryi ¢ JR 5 ECCPRIVATEKEYBLOB %4 # & (1
rheyLen PrivateKey 3 3% 898 S & 4>

9.6.11.5 MRz X HRE
A i 4 A W R AR ST
9.6.11.6 MRz XK
H HE A5 DIRL BT A [k MRS L2 110,
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% 110 ImportECCKeyPair 65 2 N 5z 4k A5 53

SW1 SW2 E X

90 00 E BT

67 00 KEHR(Le BA MK ESEEFTHA—-30
69 82 HEERBLWHR

6A 88 5| F 89 N A FETE

6A 94 SRR SAETE

6A 97 HIEBEALM

9.6.12 ECCSignData(ECC £ &)

9.6.12.1 EX5EHE

ECCSignData fiy4 & Fi 18 & & % P ECC % 4 FA A X A SR #1748 42 IR [ 45 42 808 .

9.6.12.2 HEEM

i P IR A Ja A4 AT AT s <

9.6.12.3 WELWX

L 111,
% 111 ECCSignData i S X H
|
' KB {8
R byte Hex L =
CLA 1 80 —
INS 1 74 —
.l
1 BARBELRENEX., L@ SM2 BB, FER
& PHEAT SM2 B4R TR, 485 X0 BIAL SRS RBAT A 4% R AR 5
. . o 2: MAWMBSELAEENRAEENIEE. SEHSM2 &
) VR, T A 4 B O B I R 253 SM2 45 4 TUAL T A 45 B
(SM2 WAt B R GM/T 0009),
HEEA IR
P2 1 00 —
Le 3 00XXXX AWK E
Pi=1®f, A IDCFEW)+ AE IDCEFW)+ AP DK
DATA XXXX XX, XX B4 FH) + P IDE A NSS4 5E
Pi=20f,WHIDQ2EH+ B/ DR EFH+ HANGFE
ZE
Le 2 0000 HERZREFAZEL SR
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9.6.12.4 H®LWIHIES
a4 W SCHHE A A 1D 2R3 ID I 25 4 300 .
9.6.12.5 WAL L HHEIE

A A4 B AR SCRUR AR E AR ECC RN M AN B S B HBIBHE L ER,
LT R BIEE E X .
typedef struct Struct_ ECCSIGNATUREBLOB{
BYTE r[ECC_MAX_XCOORDINATE_BITS_LEN/81;
BYTE s[ECC_MAX_XCOORDINATE_BITS_LEN/8];
} ECCSIGNATUREBLOB, * PECCSIGNATUREBLOB;
ECCSignData M i 3 SCEHRE B A WL 112,

% 112 ECCSignData i 5 #§ 32 #1515 4% 73

w# B 8 HEEM | FHKE w8
0 ulBits ULONG 4 ZEEBHAM N ERACKE
4 r Byte Array | ulBits/8 | & &4 RM r 4

4+ ulBits/8 s Byte Array | ulBits/8 | &% RN s T4

9.6.12.6 AR TR
B REF IR HE MR AR B RSLE 113,

% 113 ECCSignData %5 4 I 52 bk 75 73

SW1 SW2 2 X

90 00 EHHAT

67 00 KEHR(Le BAHNRESBIRFTHEA 20
69 82 ELRELRHER

6A 88 51 R R R AR

6A 94 FIRAMBERTERE

6A 95 2% P ATE XS B B A

9.6.13 ECCVerify(ECC 3 %)
9.6.13.1 EX5EHE

ECCVerify 44 f ECC 247 CASMEF 5 A X HE 1T304 .
9.6.13.2 EBEEIR

A Bt i 0 AT LA AT Ut g 2
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9.6.13.3 WmEMX

L 114,
'iE 114 ECCVerify 5 <3 4R 58
G J;i fix W R
CLA 1 80 —
INS 1 76 —
P1 1 00 —
P2 1 00 —
Le 3 00XXXX HSCHAEAR B
DATA XXXX XX.. XX PR ZELRBENFRERRE
Le — — ¥

9.6.13.4 #HEHWXEIBBE

L 115,
F 115 ECCVerify f5 £ T HIBEH 48
W% B I, BiEAR FOKE W B
0 ulBits ULONG 4 EREANBERMKE
ECCPUBLICKEYBLOB % # # #) XCoordinate,
4 XCoordinate Byte Array ulBits/8 _
Mk bR X 4R
. . ) ECCPUBLICKEYBLOB % # & #§ YCoordinate,
44 ulBits/8 YCoordinate Byte Array ulBits/8 B
Bk B R B Y 245
4+ ulBits/4 ulDataLen ULONG 4 FRIEZEANWEEKE
pbData Byte Array | ulDatalen | fFISiIE% & RIEIE
R Byte Array ulBits/8 BRERN r
S Byte Array ulBits/8 BRERY s o

PR R TER 4 BB 5 B IR SR I A . 4001 SM2 S50 RT S0 AR O 75 B0 28 TR 16
HOH i SM2 4 HUAL B 0 25

9.6.13.5

M) Rz 35 SC #4845

A iy & WA N AR ORI .

9.6.13.6

BREF IS PR REELE KRBT L 116,
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% 116 ECCVerify & < i Bz 4k 7575

SW1 SW2 B X

90 00 EHWINIT BERI

67 00 KEHR(LcHAHMRESHBEFHHA 30
6A 98 EWIAT ERIEEELK

9.6. 14 ECCExportSessionKey(ECC & H S HSERH)
9.6.14.1 EX5TEHE
ECCExportSessionKey i & 7E R & 18 E AP ERSEHEHIFRIMNELAHME R L .
9.6.14.2 FEEW
TREITIT N AMAESS.
9.6.14.3 WMEMX
W 117,
#*& 117 ECCExportSessionKey #5 £ i X &R 53
KE {11 N
s byte Hex i i*
CLA 1 80 —
INS 1 78 —
P1 1 00 —
P2 1 00 —
Le 3 00XXXX M BEKE
DATA XXXX XX.. XX SR %
Le 2 0000 B &R B BT A 4 R R

9.6.14.4 < WTMITEE

WE 118,
% 118 ECCExportSessionKey % 4 1R 3L &1 B 18 4 55
W% B, WX | FKE oW
0 wAppID WORD 2 }i i 1D
2 wContainerID WORD 2 A& 1D
4 ulBits ULONG 4 SRR AHMEHMKE
8 XCoordinate Byte Array ulBits/8 SR ER N8 XCoordinate, f1 2k F SRy X AR 4R
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typedef struct Struct_ ECCCIPHERBLOB{
BYTE XCoordinatel ECC_LMAX_XCOORDINATE_BITS_LEN/8]; //C1 #) X At %%
BYTE YCoordinate ECC_MAX_XCOORDINATE_BITS_LEN/8]; //C1 B Y 845
BYTE HASH[32]; |
ULONG CipherLen;
BYTE Cipher[1];
} ECCCIPHERBLOB, * PECCCIPHERBLOB;

%* 118 (&)
W% B 5 AR FYKE e il
8-+ ulBits/8 YCoordinate Byte Array ulBits/8 SNEB /NS YCoordinate, i1 28 S Y 45
8-+ ulBits/4 ulAlgld ULONG 4 SEHEAEERR
9.6.14.5 WA X MRS
AT AR KBRSt 5 X o

Wi 87 #F% 3C B 4 S B L2 119,

& 119 ECCExportSessionKey [i] 5z 3§ 37 £ ﬁﬁ% 5

ﬁﬁ% BE HE A FNKE | ) L]

0 ulBits ULONG 4 B LA R CL R f i

4 XCoordinate Byte Array | ulBits/8 | it B L4 C1 0 X Akt
ulBits/8+4 YCoordinate Byte Array | ulBits/8 | $ @ &Mt Cl M) Y 47
ulBits/d+4 HASH Byte Array 32 ECCCIPHERBLOB # ) HASH ${#Z
ulBits/4+ 36 CipherLen ULONG 4 SETREXREZ Y RE
ulBits/4+40 Cipher Byte Array | CipherLen | &1 %43 % 3R

ulBits/44-404-CipherLen| wSessionKeyID WORD 2

R 2EER 1D

9.6.14.6

e Rz 38 324K A5 A9

B HE % A5 PIRL AT AE [ 3% AR SRS L& 120,

% 120 ECCExportSessionKey 4 i Bz B 75 58

SW1 SW2 E X

90 00 EH AT

67 00 KEERLcBAHNKESBEFTHER -2
69 82 ZEREARWHR

6A 88 I RN R AAREE

6A 94 SR ASAEE

6A 99 AXBHRETARTEGIR
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9.6.15.1

EX5EHE

GM/T 0017—2012

ECCExportSessionKeyEx #y 4 FISM A INE S R E& PHEFBFHSEEA.

9.6.15.2

=TI FIMA LS. ZEE A F 7 RSAExportSessionKey 8] ECCExportSessionKey B £ 117
JE 4k S FAH A ECC A1 HEiEEH.

9.6.15.3 #HEMX

121,

% 121 ECCExportSessionKeyEx 7 & 3R 3L 45 58
wo | [ 8 -
CLA 1 80 —

INS 1 80 —
Pl 1 00 —
P2 1 00 —
Le 3 00XXXX wXBT|RE
DATA XXXX XX.. XX SMER Ece 2B
Le 2 0000 B &R B TE 5 R R

9.6.15.4 W<MITHIEE

w3k 122,
% 122 ECCExportSessionKeyEx f5 & 3R L EUIB I &R 55
W HOHE 3, R 2 R FHKE jA B

0 wApplD WORD 2 M 1D

2 wContainerID WORD 2 A2 ID

4 wSessionKeyID WORD 2 ERHEHNLEEH ID

6 ulBits ULONG 4 SR AN EAMKE

10 XCoordinate ByteArray ulBits/8 | #MEBAN4HEY XCoordinate, B4R I A5 X AB#R
10+ ulBits/8 YCoordinate ByteArray ulBits/8 AN 408 YCoordinate, B4k E A AT Y A6 4R

9.6.15.5 o Bz g L EL B

H SRR 25 1 B LB S % ECCExportSessionKey iy 4 Wl I 4% SCH 48 158 B . 0 B 1 SCBA98 15

IS LR 123,
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% 123 ECCExportSessionKeyEx 0] i #§ 32 #3215, 45 10
W% 155, xR FEKE i B

0 ulBits ULONG 4 W EXEE P Cl WAKE

4 XCoordinate Byte Array ulBits/8 WMEEXEH P C1 B X iR
ulBits/8+4 YCoordinate Byte Array ulBits/8 MEEBELEHP CIBY B
ulBits/4+4 HASH Byte Array 32 ECCCIPHERBLOB # # HASH %1
ulBits/4-36 CipherLen ULONG 4 SEFHEXREFTKE
ulBits/4+40 Cipher Byte Array | CipherLen | &5 H % L HE

9.6.15.6 MNP RKAR

B R 5 G R AT BB [ 36 ROIR SRS L3R 124,

% 124 ECCExportSessionKeyEx #y 4 g iz & A5 58

SW1 SW2 B X

90 00 EWHINGT

67 00 KEER(LcBALNWKESHEZTEARA—20
69 82 ZARER R

6A 88 FIRM R AL

6A 94 FIHNAB/ATEE

6A 9F SIAMEHRRE

6A 99 FREFWLEFHAREERIR

9.6.16 ExtECCEncrypt(ECC 4P $BMB)

EX53EHE

9.6.16.1

ExtECCEncrypt fit 4 {# FI SR 15 A ECC A 4AX M ASIB MM B B B H i L 581 .
9.6.16.2 EHFEW
R AT Bt B4 7T A SRAT B 4 .
9.6.16.3 HLMWX

WZE 125,
% 125 ExtECCEncrypt i < X HH
KE & N
- R byte Hex ﬁ’ﬁ *
CLA 1 80 —
INS 1 TA —
Pl 1 00 —
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125 (&)
KE Jiz]
- ro AR
f# byte Hex }ﬁ =
P2 1 00 —
Lc 3 00XXXX SO A< B
DATA XXXX XX.. XX SR B A RO
Le 2 0000 R &R [E BT A 2 45 R
9.6.16.4 @ &WTEEE
W 126,
% 126 ExtECCEncrypt 5 4R X ¥R 5 &5
w#% BRI Lo gill FURKE i) 8
0 ulBits ULONG 4 SPER AR E
. _ S8R/ 48 ECCPUBLICKEYBLOB % # o 1y
4 XCoordinate Byte Array ulBits/8 XCoordinate, HiZE L 5 i X 4 47
) ) i AN/ 48 ECCPUBLICKEYBLOB 454 /89
4+ ulBits/8 YCoordinate . Byte Arréy ulBits/8 YCoordinate, t2E I & i Y 447
4+ ulBits/4 ulPlainTextLen ULONG 4 BB EBEKE
8+ ulBits/4 pbPlainText Byte Array | ulPlainTextLen | fFH1% 8 5UE
9.6.16.5 Mm &z TR
nFE 127, A
% 127 ExtECCEncrypt I 5z 3§ 37 #1815 %% 59
W% B BEA A FHKE ) i
0 ulBits ULONG 4 ECCCIPHERBLOB ## f) ECC 4N K E
%5 A‘ ) i y Z
4 XCoordinate Byte Array ulBits/8 i(f;(;;l);ii:LOB % ¥4 oty XCoordinate, i 22
45+ Y i ’ Z
4+ ulBits/8 YCoordinate Byte Array ulBits/8 i?;iép;—li};:LOB %4 ) YCoordinate, 1 2%
4+ ulBits/4 HASH Byte Array 32 ECCCIPHERBLOB w1y HASH % iE
36+ ulBits/4 | CipherLen ULONG 4 EXPWFETRE
404+ ulBits/4 Cipher Byte Array | CipherLen | #3C$iE
9.6.16.6 MR LKREB

R % 1D AH Re Ol BB Bl AR SRS Wk 128,
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R 128 ExtECCEncrypt 5 4 Ij iz 3k A 7

SW1 SW2 B X

90 00 ERAT

67 00 KEHRLcHARMKESEEFHTEAR—30
6A 9A Doy Y F

9. 6. 17 GenerateAgreementDataWithECC(ECC &£ i ZRhH S H )

9.6.17.1 EXEEH

GenerateAgreementDataWithECC #p4-{# ] ECC 4 E %, R Tll‘%: SEEHMEE RS

.38 Bl ECC 43T 89 A K th B AIHd .

9.6.17.2 FEEEM

AT R AR AT LASRAT B & . R h AT & B4 DO R 09 R 2 0 L o 5 B Al A R

9.6.17.3 HLHEX

W 129,
# 129 GenerateAgreementDataWithECC %5 4 3R 3‘C =R 1)
33 1 L
R# byte Hex i } #
CLA 1 80 —
INS ! 1 82 — ‘
P1 1 00 . |
P2 1 00 —
Le 3 00XXXX BICBHERE ‘
DATA XXXX XX. . XX SEFABERIRERES E@‘fz‘siﬂ
Le 2 0000 HIERIR [ A $iR |
9.6.17.4 ®HELWXHELE
W% 130,
% 130 GenerateAgreementDataWithECC &5 4 3R 3L ¥ BB 4 58
w5 B HiELR FHEKE i 8
0 wAppID WORD 2 KA ID
2 wContainerID WORD 2 A2 1D
4 ulAlgld ULONG 4 SEEREERR
8 ullDLen ULONG 4 EEFHIDKE
12 pbID Byte Array ullDLen EEFH ID
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9.6.17.5 Wa Rz 3L H R H

W 131,
% 131 GenerateAgreementDataWithECC %5 £ % 3L £ #8345 59
L2 BRI B A FRKE o) |
0 ulBits ULONG 4 ZEFWr ECC EHXMMWBEAMKE
K e 44 ECCPUBLICKEYBLOB 4 # #
inate B A 1Bits/8
4 XCoordinate yte Array ulBits/ s XCoordinate, f 2 I 5 i) X 447
2 52249 ECCPUBLICKEYBLOB 4
4+ ulBits/8 YCoordinate Byte Array ulBits/8 BRI T =9 _ #HeE
¥ YCoordinate, B4k I 589 Y A8 4R
4+4-ulBits/4 | hAgreementHandle ULONG 4 1R 8 7Y B A B B A AR

9.6.17.6 WK TARAH
% e % 1D 40 RL TT BE Bl % MRS RS L& 132,

% 132 GenerateAgreementDataWithECC #y 4 Mg R 1K 725 75

SW1 SW2 B X

90 00 EBRAT

67 00 KEER L BAEMKESEBEFHIHEA—20
6A 88 5| RN AR FTE

6A 94 SIRAMABRIRFE

6B 02 A L U R R R

9.6.18 GenerateAgreementDataAndKeyWithECC(ECC 4 Hh BB HIHELXEEH)
9.6.18.1 EXSEHE

GenerateAgreementDataAndKeyWithECC @4 ] ECC FYthBE ¥, A B SR HITES
EEY B et ECC B4 A8, 3R [H 7= 4 69 % 41 "4 .

9.6.18.2 FEEW
fEf Bt B ER AT LASRAT UL 4 . A< ek 3 el e S 5 R .

9.6.18.3 WMEMX

DL 133,
% 133  GenerateAgreementDataAndKeyWithECC #5 4 8 3L 47 55
KE (=4
e byte Hex i #
CLA 1 80 —
INS 1 84 —

69



GM/T 0017—2012

133 (8D

. ki el ‘
e byte - Hex i b

P1 1 00 —

P2 1 00 _

Lec 3 00XXXX BB

DATA XXXX XX, XX SEERABE R KR ECC A4 K& st ECC 2
.58 F ID.WRE A ID
Le 2 0000 1 3 (B0 00 7 77 s B ECC A4 X4 BR 25 5 4 A 4

9.6.18.4 WmE&HMXHIEE

DL 134,
% 134 GenerateAgreementDataAndKeyWithECC & 435 3T 8B 15 47 58
W% B I FUKE ) #
0 | wAppID WORD 2 i B 1D
"2 | wContainerID WORD 2 %38 ID
4 ulAlgld ULONG 4 SIEFE PR ERR
8 ulSponsorBits ULONG 4 ZET ECCEHAXMMWEHMNKE
;2 J ECC 441 ECCPUBLICKEYBLOB %
SponsorXCoordinate | Byte Array ulSponsorBits/8 ER ok R "
s iy XCoordinate, B2k + A # X B4R
i ECC &> ECCPUBLICKEYBLOB %
SponsorYCoordinate | Byte Array ulSponsorBits/8 o A ¥ _ -
¥ # YCoordinate, i £k | A M Y A 45
ulSponsorTempBits ULONG 4 REF A ECC &4 B EH K E
SponsorTempXCo- EE TR ECC A4 ECCPUBLICKEYBLOB
Byte Array | ulSponsorTempBits/8 ) : _
ordinate #ZE 44 P 9 XCoordinate, B 2% | S8 X A kR
SponsorTempYCo- REFIEE ECC /A4 ECCPUBLICKEYBLOB
Byte Array | ulSponsorTempBits/8 ] B
ordinate ZEH P 9 YCoordinate, fl1 28 F S 49 Y A2 5
ulSponsorIDLen ULONG 4 EEFWIDKE
pbSponsorID Byte Array ulSponsorIDLen KEHFH ID
ullDLen ULONG 4 Wi R 75 i) 1D & BE
pbID Byte Array ullDLen i i 5 /9 1D
9.6.18.5 Mm /. CHH#EIE
L 135,

% 135 GenerateAgreementDataAndKeyWithECC 0] ¥ $§ 32 #3815 47 75

m ¥ B BERE | FHRKE ¥wooH
0 ulBits ULONG 4 e i 7 ilE B ECC # 43 MBI K E
i i Wit A48 E KEYBLOB % #4
4 XCoordinate Byte Array ulBits/8 "R IR 44§ ECCPUBLIC B LOB &ty
) XCoordinate, fi 2k I S X 45
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£ 135 (8D
W : B B B HE AR FRKE i A
) _ w87 7 s B2 43 ECCPUBLICKEYBLOB 4 # /1
4+ ulBits/8 YCoordinate Byte Array ulBits/8
i) YCoordinate, ] 48 I S Y A8 ¥r
4+ ulBits/4 hSessionKeylD ULONG 4 12 Rl£iE%FE ID

9.6.18.6 Wi R i KA HD
2 HE S P R 7T B [ A RSB IL R 136,

% 136 GenerateAgreementDataAndKeyWithECC iy 4 g 57 Wk 25 53

SW1 SW2 E X

90 00 EBHNGT

67 00 KEHRLBARMKESEEFTEA—30
6A 88 S| AR AT

6A 94 SIRNAESAFE

6B 01 A B A U R O AR

9.6.19 GenerateKeyWithECC(ECC it E L iFHEH)
9.6.19.1 EXE5EH

GenerateKeyWithECC #y4-{# f§ ECC Z4Ath B &, B S AW A w5 M S50+ 5R
SR F Y, FER B &35 %9 A .

9.6.19.2 FEZEIm
AT EHEER T A BAT I A S . ThRT A R R 7 3R ma R 7 9 th I S BUR AA RS TR S1EF .
9.6.19.3 HEIEX

WL 137,
% 137 GenerateKeyWithECC $5 & X 4 9
KB izl .

R byte Hex i *

CLA 1 80 —

INS 1 86 —

P1 1 00 —

P2 1 00 —

Lc 3 00XXXX WCBIEKE

. \ \
DATA XXX XX, XX U I AR L R ECC A4 WA 5 7 i B ECC 22 45 . w1
K77 1D
Le 2 0004 LR IR (8] B B AL Zh 9 28 S1 A
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9.6.19.4 WwLWMXHIEE
3 138,
3 138 GenerateKeyWithECC 65 £ ¥R LI 18 4R 78
W% BRI WimAR FYKE Ui El
0 | wAppID WORD 2 5 F 1D
2 wContainerID WORD 2 A# 1D
4 hAgreementHandle ULONG 4 KEFTHEHADE AW
8 | ulResponserBits ULONG 4 WKL 77 ECC H4M M H A KB
) ulResponser e 77 ECC /243 ECCPUBLICKEYBLOB % #3
ResponserXCoordinate Byte Array
Bits/8 ) XCoordinate, B 2% b M AY X S %R
] ulResponser i 77 ECC /243 ECCPUBLICKEYBLOB %5 #3
ResponserYCoordinate Byte Array
Bits/8 F1 1) YCoordinatd, ik I S0 Y 45
ulResponserTempBits ULONG 4 g g Fr i B ECC BN B AM K B
T, By E NE E UBLICKEYBLOB
ResponserTempXCoordinate |Byte Array Respons-er emp. | W 77 I Y CC %8 ECCP O
XCoordinate/8 | ZE¥yd iy XCoordmate, gk I Sy X %R
R T i ECC A#1 ECCPUBLICKEYBLOB
ResporiserTempYCoordinate |Byte Array espons'er emp | Wi 75 I B ¢
YCoordinate/8 | &5$g ) YCoordmate, ek E A Y AR
ulResppnserIDLen ULONG 4 e 7 75 B 1D < B
pbResponserID Byte Array|ulResponserIDLen| Wi 5/ 1D |
9.6.19.5 MWy Rz S EIEE
W3 139, ;
% 139  GenerateKeyWithECC N 5% R 32 #{ B 15 47 70
7% B HEXR | FEKE o
0 hSessionKeylD ULONG 4 iR [\l 415 %48 1D |
9.6.19.6 MMMIICIRSHG
& BB A 4H R T B E1 3% AR S R L & 140,
% 140 GenerateKeyWithECC % 4l Kz bk A5 A8
SW1 SwW2 p= X
90 00 EM AT
67 00 KEHR(LBAEHEWEKESBEFVTEL—B0
6A 88 51 F 6 LA A FEHE
6A 94 FIAMAERAEE
6B 02 A R R 2 4R Sk

72




9.6.20 ExportPublicKey(&H 2 48)

9.6.20.1 EX5EH

ExportPublicKey #s 2 TR H A4 .

GM/T 0017—2012

9.6.20.2 FEEWR
T
9.6.20.3 #W<EHX
DL 141,
% 141 ExportPublicKey 5 IR X 453
KE & .
s byte Hex il *
CLA 1 80 —
INS 1 88 —
P1 1 00/01 00 £RELNH,01 FRINEAE
P2 1 00 —
Lc 3 00XXXX Bk E
DATA Le XXXXXX —
HBEKRBWARAKE. RN O, EREBEIRKENLAH
Le 2 XXXX i

9.6.20.4 MELWXEEIE

A R SCE R R R 3k 142,

%+ 142 ExporPublicKey #5 £ EIBIH B X KR

W B8 BiEx® FHKE P il
0 wAppID BYTE $(4 2 R Al 1D
2 wContainerID BYTE #(4H 2 B4 1D
9.6.20.5 M Sz R ST E I

W) o7 iR SCERHE S = A I B, BRI 3R 143 FOSR 144,

3 143 ExportPublicKey N f7 3 32 #{ #5158 48 58 (RSA 2 4R)

w# P v EiE il FEKE ! B
0 BitLen ULONG 4 B LR AR
4 Modulus BYTE $(41 | BitLen/8 | #¥ N
4+BitLen/8 | PublicExponent BYTE ¥4 4 AFHEL E,— &K 0x10001
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% 144 ExportPublicKey I 57 $§ 32 % #8158 45 53 (ECC 2 48)

% B BRER | FHKE "M

0 BitLen ULONG 4 BB SRR 1 BE

4 XCoordinate BYTE %4 | BitLen /8 | % A8 X 845
4+BitLen/8 | YCoordinate BYTE ##4 | BitLen /8 | B4 5K Y 4%

9.6.20.6 W RIR SR A
B RE T RS SR T R E1X R AR L3 145,

% 145 ExportPublicKey &5 4 I Bz 4k 25 73

SW1 SW2 X
90 00 EBPAT

67 00 Lc $51%

6A 88 3| RN B E

69 82 EERERWHR

6A 86 SRR

6A 94 I ARMBSRAEA

6A 95 X F B4 2 6R X AR LE

9.6.21 ImportSessionKey(S \ NETLFE4H)
9.6.21.1 EX5HHE

ImportSessionKey fir & 1 T 5 AH X2 1E B H , X 215 % 4347 0% 82 4E 00 20 47 0 5 52 b A 4%
ERSTFHMELHA.

9.6.21.2 FEZI
Aag A HEH AR,

9.6.21.3 @W<WX

DL3E 146,
% 146 ImportSessionKey %5 % #§ 32 % 59
*E &

- A
e byte Hex #& =
CLA 1 80 —

INS 1 A0 —

P1 1 00

P2 1 00
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F 146 (£5)
KE izl
iR
R byte Hex i =
Lc 3 - 00XXXX BEEEKE
DATA Lc XXXXXX
Le 2 0002 PERMYSEEH IDKE

9.6.21.4 MLWMCEIESE
ir & R OCEAE A R L3R 147 sk 148,

% 147 ImportSessionKey %5 < i X i B R 5

"% B4 5 g g FHKE 3 B
0 wAppID BYTE ¥4 2 M ID
2 wContainerID BYTE %41 2 A28 1D
4 ulAlgID ULONG 4 SEFARERR
8 ulWrapedLen ULONG 4 REBHELKE
LEEPEX . HFH N ECC L RIAT, B HE
12 pbWrapedData BYTE {4 |ulWrapedLen| I F RARHAITHD; B AN RSA B, i
S0 RSA A% & KB
* 148 A ECCAPMEMSETHEX
w¥% B 55, HiExR FHRE U 8
0 ulBits ULONG 4 ECCCIPHERBLOB %i#F f) ECC BN KE
ECCCIPHERBLOB % i XCoordi , Bl 2
4 XCoordinate Byte Array ulBits/8 B a1 oordinate, i £
ERW X AR
E IPHERBLOB % 4§ YCoordi , B Z
44 ulBits/8 YCoordinate Byte Array ulBits/8 cee R OB %4 o oordinate, il £
EHBY R
4+ ulBits/4 HASH Byte Array 32 ECCCIPHERBLOB #f§ HASH %3
36+ ulBits/4 CipherLen ULONG 4 FEXBHEFEYRKE
404 ulBits/4 Cipher Byte Array | CipherLen | %X (1B
9.6.21.5 ﬂﬂﬂﬁiﬁﬁﬁﬁ

i 67 4 3C B B8 380 X R A B S IE B ) 1D,

9.6.21.6

M) Rz 8% 32 1K A5 55

B HEH RS A R T AR (X AR S S & 149,
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% 149 ImportSessionKey 5 % i 7 1% 7579

SW1 SW2 B X
90 00 EHIAT

67 00 Lo 45i% (Le i R 54

6A 88 N F AN E

6A 86 P1/P2 YR (B HEAR )

6A 94 SR A WA

6A 95 725 P IR TR 9 2 SR

69 82 RURAH R

6A 84 2 R

6A L 99 A XIS EFEHEERIR

gﬁizqumMKM¥M%w>
9.6.22.1 EX5E%EH
Encryptlnit it 4 A FH B MBEREMOSERE.
9.6.22.2 FEEM
Xt FHEE R, MRFEERE RO/ 3% /BT F8RAE  Encryptinit fr & ¥ 2 KK

9.6.22.3 H4EX

.38 150,
2% 150 Encryptinit f5 £ 3X %55
CLA 1 80 —
INS 1 A4 —
P1 1 00 -
P2 1 00 —
Le 3 00XXXX BEEKE
DATA Le XXXXXX
Le AEE — —

9.6.22.4 HE<HWMXEIESE
A SCEARE L% 151,
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% 151 Encryptlnit §5 < 8 3 £ 818 4 73
% V&R BIRER | FVWKE W
0 wApplD WORD 2 N 1D
2 wContainerID WORD 2 A% 1D
4 wKeyID ULONG .2 #4 1D
6 AlgID ULONG 4 HEEARIR
10 IVLen WORD 2 IR 1 B B L PR
12 v BYTE %4 IVLen Fayea by
12+ IVLen Padding Type ULONG 4 HAH R
16+ IVLen | FeedBitLen ULONG 4 B E B AL

9.6.22.5 WM LM
T

9.6.22.6 MR KA

BB 5 B R T B [B1 A R ARSI 2 152,

% 152  EncryptInit €5 4 I 57 4% 75 73

SW1 SW2 b3 X
90 00 ERHAT
6A 8C AN EESARNHE
6A 88 AN AR
67 00 Le 417
69 82 BEAWE
6A 94 SURNAEBATE
69 85 FERAGAEE
9.6.23 Encrypt( B AHEME)
9.6.23.1 EXELE
Encrypt 54 TR AR .
9.6.23.2 F®EHEmM

T 4% Encrypt iy & 8% & T 1% Encryptlnit 54, R F % Encryptlnit #r 4 J& B 4 F & 33 % [ —

F R Encrypt 454 8 EncryptFinal §54, WE B E #H T 1% Encryptlnit 4.
f?ﬁﬂ%§§Yﬁ§figfi5ﬂﬁﬁbﬁfﬂ§fiﬁfES%%%&H%,ﬁi?ﬁZ<X¢5?25%&ﬂ§ﬂfff?ﬁfﬁiﬁ3ﬁ%ﬁfﬁo

9.6.23.3 HELEX

L3k 153,
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% 153 Encrypt G X R

13 zi o e
CLA ) " —
INS 1 o =
P1 ) " —
P2 ) " —
Le 3 00XXXX | B#EBKE
DATA Le XXXXXX gi;?;;;;;ggﬁ ID(2 F9) + B4 IDC FH) -+
Le 2 XXXX iigzmﬁiﬁﬁﬁﬁu MR K 0, 7 Bl 3% L hRK B #

9.6.23.4 @<HMIXKES

fr 4 R SCER i B A 1D A28 IDVE54A ID(2 35 JORe I 2% B4 BA S04 AR 3R 4 A

9.6.23.5 WHRZIR X BRI

W) 7 488 3 3505 358 D A R K B Y SR
9.6.23.6 MR KA

R Bl 2 11 L T BB 1% B RS G L3R 154,

% 154 Encrypt &4 MK

SwW1

SwW2 = X
90 00 EHIAT
6A 8C SRR REARFE
67 00 Le 851#
69 85 HRKERTH R
6A 8D B R (B AS Encryptlnit @72 18 € AR
6A 88 5| B AR
6A 94 FIRNESIRE

9.6.24 EncryptUpdate( & HAEKEME)

9.6.24.1 B EEH

EncryptUpdate fp 4 Fl T2 HEEHME .

0.6.24.2 EEEW

T 4% EncryptUpdate
Rl — %438 Encrypt a4 8L EncryptFinal 454, WIFF EEH T % Encryptlnit 44 .
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T 0B B B A 0 40 4B K BE OB L R A N X 4 R BEAT AL SRR AE
9.6.24.3 WMTHWX

L 155,
% 155 EncryptUpdate %5 < 3L 47 78
KB {8
i
1% byte Hex *& =
CLA 1 80 —
INS 1 A8 —
Pl 1 f 00 —
P2 1 00 —
Lc 3 00XXXX B A B
. 3 = P 7d
DATA L S— R ID(2 %)+ 24548 ID(2 F¥) + % 4A IDQ2 FH) +FHm
B9 B A L B
Le ) XXXX HEEENEXHELRE. MEN O, KEREEIRKERN
. 7 SRR

9.6.24.4 < WCHIBE

A4 4R SCERHE B 0 B — A BB AN S H R
9.6.24.5 i Rz #R T 4 HE I8

N 7 5% SC 00 S5 A 9 SR K B ) 2 SO
9.6.24.6 MR ISR

R F AR T REE X KRB LR 156,

% 156 EncryptUpdate %5 < I B 1K 25 53

SW1 SwW2 72 X
90 00 EBHAT

6A 8C FIANMRERASFE

67 00 Le 4418

69 85 HERAKERHE

6A 8D PR =

6A 88 5| AR AR FE

6A 94 S AN ARTHFRE

9.6.25 EncryptFinal(Z R M%)
9.6.25.1 EX5%H

EncryptFinal £y 4 f F 43R — KM% # 45 KB AR MEL R
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9.6.25.2 FEEM

N

T 1025 2R K BE L A0 43 4

9.6.25.3 @{RX

KB BB, A A X 43 24 SR AT AL E T8R4 .

W& 157,
# 157 'EncryptFinal &4 R 440
KE 18
v A
R byte Hex t# ®
CLA 1 80 —
INS 1 AA —
P1 1 00 —
P2 1 00 -
Lc | 3 00XXXX ¥R E ;
DATA Le XXKKX WA IDE FF)+E5H IDCFEFN+FH IDCEH+BE
— BRI B B SN TR AE
' H [5] £ 4 5 < ; , 327 | 3% L bR K
Le P XXXX %ﬂé@%ﬂﬁ%iﬁﬁ%kﬁfo RN 0, FREXELRKER
& R

9.6.25.4 MW HEE

i 4R SCHUHE U 7 0 8 R B — B (T AR AR 4D

9.6.25.5 MR MIES

P e SRR 0y S R K B R SO

9.6.25.6 M RL3RSTAKARED

B LA 47 L T BB % RS K 158,

3 158 EncryptFinal €54 15 5k 4553

SW1 SW2 E X
90 00 AT

6A 8C 5 B B S R AR

67 00 Le 4518

69 85 &AW

6A 88 5 R8BI ATEE

6A 94 TR A SR
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9.6.26 Decryptinit(F2Z ¥
9.6.26.1 EXHEE
Decryptlnit 4 i T A BB E RN SHRE.
9.6.26.2 FEEM
X T4 5 W4, IR R R BN /1R / % 4 /W G #4E , Decryptlnit fy &8 SR

9.6.26.3 @WEYHWX

W3 159,
# 159 Decryptlnit ﬁ;‘%lﬁiﬁﬁﬁﬂ;
e N .
CLA 1 80 —
INS 1 AC —
P1 1 00 —
P2 1 00 —
Le 3 00XXXX BARAR
DATA Lc XXXXXX —
Le AEFTE — —

9.6.26.4 & ICEBIE
S M CEHE B BN AL 160,
% 160 DecryptInit 5 < 3 L EITH A

"% g CBEXE | FUKE W
0 wAppID WORD 2 R 1D
2 wContainerID WORD 2 A% ID
4 wKeyID ULONG 2 %4 1D
10 IVLen WORD 2 BHEEEHZRKE
12 v BYTE #(4 IVLen | RIAIE
12+1IVLen | PaddingType ULONG 4 HERFR
16+1VLen FeedBitLen ULONG 4 BURE AR B

9.6.26.5 WAL HHRE
T W) R 4% ST A S
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9.6.26.6 MR SR A
AR 1L T BB E 5% RS LK 161,

3 161 DecryptInit €5 < 0 57 4k #4558

SW1 SW2 E X
90 00 EFHIAT
67 00 Le 4818
69 82 PR 2
69 85 ERFGRER
6A 88 5 RAMRLBAATFE
6A 8C SIRMXREHRFE
6A 94 FIRME S AL

9.6.27 Decrypt(#AKEBME)
9.6.27.1 EX5EHE

Decrypt #74 i F A BB R .
9.6.27.2 FEED

T 1% Decrypt 4 B 7% Z T 1% Decryptlnit 4, 158 F % Decryptlnit &4 5 2 2 T & 13 %t Jal —
¥ Decrypt A543 DecryptFinal 54, % ZE & % F & Decryptlnit &4 .
R LT R E K E R, R A M T B4 A BOE BT S 8 E,

9.6.27.3 @mé€HX

w3k 162,
% 162 Decrypt 4B X AL
KB &
AR
= byte Hex i =
CLA 1 80 —
INS 1 AE -
P1 1 00 —
P2 1 00 —_
Lec 3 00XXXX B K B
\ Bl ps gl 7
DATA Le XXXKKK RA IDC2 F95) + 4485 ID2 )+ %4 IDQ2 F4H) + 5@
5 B
Le 2 XXXX HBREEMBIEKE. RN 0, RRERLIFKEFORE
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AR SCEE B b B 1D, 88 IDVH 4R IDC2 F99) AR %5 10 o L BUCIE 4 AL

9.6.27.5

Wil Rz 4% 32 4 48 35

M [0 8% S 850 47 43 Ay 30 2 K B A9 2 A

9.6.27.6

M) Rz 3% 32K 75 B

B RE R AL T BE X AR S 3R 163,

% 163  Decrypt 4 I 5z 4k A 58

SW1 SW2 B X
90 00 EFMAT

67 00 Le4&1%

69 85 6 A A i R

6A 8D BRI

6A 88 5| F B9 B F AR 2E

6A 8C FEARFE

6A 94 SIHMASAHFE

9.6.28 DecryptUpdate( % ALIEEE)

9.6.28.1 EX5EEHEH

DecryptUpdate fif 4 Fl FZ HBIWHRE .

9.6.28.2 &

T 1% DecryptUpdate £ 4 i 7 B T 4 Decryptlnit 54 . W T 1% Decryptlnit f7 4 J5 2 4 T 151
[l — % 498 Decrypt #5148 DecryptFinal 54, M| F B & # T 1% Decryptlnit £14
ToF 0 5 O K B 20 R A K B O B MM L R A AR X AL 3 7 0 4 4 AR SR T L SRR AE

9.6.28.3 WMEMX

L3 164,
3 164 DecryptUpdate 65 < 3B 3L 4758
KE &

R ~ byte Hex i 2
CLA 1 80 —

INS 1 BO —

Pl 1 00 —

P2 1 00 —_
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9.6.30.3 HELEWX

W3 168,
% 168 DigestInit 4R 455
KE & .
R byte Hex L #
CLA 1 80 —
INS 1 B4 —
P1 1 00 —
HWEHERR:
1.SM3;
P2 1 XX 2:SHA1;
3:SHA256,
HEEARE X

LRI R SHAL,SHA256 B, Lc #1 DATA B R ;
HEBRVRIRK SM3 H Le #1 DATA SR FER , Bx# R
Le 3 00X XXX WeR SM3 B HITHEZE;

YE AR Y SM3 B Le M DATA 877 7E 6 , KRR AT SM2
RS2 TAHE 1 8B4E. (TESEEE GM/T 0009

X FHEEARRN SM3 B Le FER MABBEBNELE LA,
FELEDHKKEMELER IDE

DATA XXXX XX..XX

9.6.30.4 @<HMITBEE

LHWERIEN SM3 B, S MXBEHELELAT ZELEIDHKEMELEN IDEAR. L
< 169,

F 169 DigestInit iy & 3L BB IH 4R 53

W R BiEAR FEKE Ui i
0 BitLen ULONG 4 SRR ECC 44X M B SADL K B
. . 4h#B 4> 41 ECCPUBLICKEYBLOB % # w1
4 XCoordinate Byte Array BitLen /8 ) ] B
XCoordinate, £k t S 19 X 4R
Sh 3 2 48 ECCPUBLICKEYBLOB %5 # &b
YCoordinate Byte Array Bitl.en /8 ) B
YCoordinate, Bl % E S Y A %5
ullDLen ULONG 4 %42% 1D K E
puclD Char Array ulIDLen sz EM IDE

9.6.30.5 WA RZ K 3L MR
G ) 1L 54
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9.6.30.6 MR SCRARD
B BB DGR T AE EA PR AR LR 170,

% 170 DigestInit 5 < g B AR 7558

SW1 SW2 ¥ X

90 00 EBNAT

67 00 KE#HIR (L A HMNKESBEFZFVHEAR -0
6A 88 AWM AARTFE

6A 94 SIRAMBRAIFLE

6A 9D AX M EEERR

9.6.31 Digest(AAKIFEFTHWRE)
9.6.31.1 EX5HHE
Digest FI T3 LA B B HTHBRETE.
9.6.31.2 FEZEM
i A Digest Z 8, %7 Al DigestInit ¥J 14 (L H B A E TR RIE.

9.6.31.3 LRI

RFE 171,
% 171 Digest s S XK
R’ o " B
CLA 1 80 —
INS 1 B6 —
P1 1 00 —
P2 1 00 —
Lc 3 00XXXX HEBHEOKE
DATA XXXX XX..XX HBHE
Le 2 XXXX EEAEERKE

9.6.31.4 &R HEE

4 1R SCEPE e TH S B A A
9.6.31.5 MRz i 3T ¥R

W) 37 15 3T R IR 5 Y 45 SR B
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9.6.31.6 MR KST
R R AT RE EE MRS W 172,

= 172 Digest &34 W Rk A5

SW1 SW2 B OOX
90 00 EHMAT
67 00 REHRLcBAHMKE SEEFTERA—-30
69 86 ARG AT

9.6.32 DigestUpdate( % A B ZF A ZLE)
9.6.32.1 EX53HE

DigestUpdate I FXF ZH K H B #H T HBREITE .
9.6.32.2 FEEmM

A DigestUpdate Z R, #4138 F DigestInit #4251+ B4R 4E . 18 A DigestUpdate LA
J8 DigestFinal 25 F MBI B RENLER.

9.6.32.3 @4{HX

W 173,
% 173 Digestupdate 6 4 X 4 55
KE =l ;

I i
s byte Hex i =
CLA 1 80 —

INS 1 B8 —
P1 1 00 —
P2 1 00 —
Lc 3 00XXXX HERENRKE
DATA XX XX..XX HEHE

9.6.32.4 wTWIHEE

72 R SCEUCE B T S SR 4 R .
9.6.32.5 MR X HEE

0 W) o7 504
9.6.32.6 MKW

B RE RIS PIRL AT BE E 2 R ST IR 174,
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% 174 DigestUpdate 5 < I Bz 4K 7553
SW1 SW2 B X
90 00 EHIAT
67 00 KESHR(LcBAEMKESHBFTHER—F0
69 86 AR AT

9.6.

9.6.

9. 6.

33 DigestFinal (&R BB LE)

33.1 EX53EHE

DigestFinal i T4 R ZHH B BB IREIT
33.2 FEBEEmM

DigestFinal 2475 F§ F DigestUpdate Z J5 .

BB,

9.6.33.3 @WELWX
w3k 175,
% 175 DigestFinal 5 <3RS
CLA 1 80 -
INS 1 BA —
P1 1 00 —
P2 1 00 —
Lc 3 00XXXX HERENRKE
DATA XX XX..XX TH B i
Le 2 XXXX FHEBEER
9.6.33.4 MaEHMXEEE

9.6.

9.6.

A S48 SCHUE B S — A T BAIR
33.5 MmRZHRTHESE

M O, 8 ST BRI R R [ i R B R
33.6 MRz STRASED

BB A5 5 L T RE 15X RS LR 176,
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% 176 DigestFinal %5 < i M 1k 7553

SW1 SW2 E X

90 00 EHIAT

67 00 KEHRLEBALNKESEEFYERA -0
69 86 WAREAN

9.6.34 MachnitGH B X R BEEMBAL)
9.6.34.1 EX5HE

Maclnit i T 0 1H B LA 0T EHRE, RBETEHELINBHTESE.
9.6.34.2 EEEN

EATEHRER AT LTI & . IHEEHBHERASAMER RN CBCEX . MMELERWEE
—HAEATESGR . i ERENKELIR AN ERERRKOEH E0 AR ERIEER,

9.6.34.3 WEWX

% 177,
% 177 Macknit 5 S X%k
B 1 .
A byte Hex Tﬁ? i
CLA 1 80 —
INS 1 BC —
P1 1 00
P2 1 00
Lec 3 00XXXX HEAEHEHEXSHEHFETH
DATA XX XX XX HENEHTERXSH . CEVERNE MBRAEKE HRE
%
9.6.34.4 w<HWTBIEE
A MXEIEH TREEVIETEMHESEAN. LT 178,
% 178 Maclnit # <R L EIEE
"% B4 5 v & i) FEKE W L
0 wAppID WORD 2 R ID
2 wContainer_ID WORD 2 #e: 1D
4 wKeylD ULONG 2 F44 1D
6 AlgID ULONG 4 B ARIR
10 IVLen WORD 2 VBB IREE
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*F 178 (88)
k4 B 5 BAE AR FEKRE ) 8
12 v BYTE #4 IVLen iGHE
12+ IVLen PaddingType ULONG 4 HEHFA
16+ IVLen FeedBitLen ULONG 4 RIREB ALK E

9.6.34.5 Mm AL L HHRIE
G 0[O B9

9.6.34.6 MIRMHRITIRE
HEEFGHAR AR E X ARSHE IR 179,

% 179 Maclnit #5 £ Wi R AR A5

SW1 SW2 ¥ X

90 00 ER AT

67 00 KEHERLBAEMKESBEEFTHER -0
6A 80 EREFRPHAERSH

6A 88 MARFE

6A 94 BERAHFE

6A 8C EHRAFE

9.6.35 Mac(HAXTMHBLANEEE)
9.6.35.1 EX5EHE
Mac FI T+ B 8 — 0 HEEME B L5,
9.6.35.2 EEEM
A Mac Z Rl , 20 2198 i Maclnit 47561k 7K B 4% SIF5 T R84
9.6.35.3 WYX

L3 180,
% 180 Mac &F &4
K 18
'y ‘*
a3 byte Hex H =
CLA 1 80 —
INS 1 BE .
P1 1 00 —
P2 1 00 —
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% 180 (&%)
RB iﬁ ]ﬁx I
Lc 3 0000XX e REKE
DATA XX XX...XX A IDC2 FH)+ 242 IDQ2 FH) %4 IDQ F39) +HEHE
Le 2 XXXX Mac 5 R WK
9.6.35.4 M EIEE
A4 W OCEHE B M A TD. A 4% IDVE 9 ID FIiE B8R4 L.
9.6.35.5 Mo R R STHL IR
W) 7 # SC M A2 R [B] ) Mac 25 R B9 503E .
9.6.35.6 Mo R IR SCAKAFD
9 AL T R O RS L 181,
% 181 Mac &< MRS
SW1 SW2 = >L
90 00 EBRAT ‘
67 00 KEHIR(Lc BAHMKE SBHEFTHEALA—Z0
69 | 82 F R AW R |
6A 88 R RIARFIE
6A 94 BWRAREE
6A 8C BHATATE

9.6.36 MacUpdate( % HIITEHELERWBEH)
9.6.36.1 EN5HE

MacUpdate i F 18 £ 48 54 0918 B L 5055
9.6.36.2 FEBM

A MacUpdate Z B, & 71 8 i MacInit 4] 4 {6 % 5 22 i+ B #4F. A MacUpdate LA A
MacFinal R RETERIERER,

9.6.36.3 @W4IRX

3% 182,
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& 182 MacUpdate &4 1R 3L 43 i3

e i i -

CLA 1 80 —

INS - 1 Co —

P1 1 00 —

P2 1 00 —

Lc 3 0000XX A HIERE

DATA X — gi ID(2 F95) + &2 IDC FH) +H4 1D F5H) +HH L

9.6.36.4 &R THIBS

A4 4R SR R 1D 2858 DL B4R TD A 85088 41 A
9.6.36.5 Mo Bz 7 ST H R 13

W oL 4
9.6.36.6 NIRRT IKAE

487 Bl A 4 L T A [ 32 R A5 T L3 183,

% 183 MacUpdate 45 < i 574K 7575

SW1 SW2 2 X

90 00 EH AT

67 00 KEHRLcBANPKESHEFTER-30
69 86 LAY AN

6A 88 R AT

6A 94 BHRAGE

6A 8C FHHANHFLE

9.6.37 MacFinal(&HRH B4 HMIZE)
9.6.37.1 EX5TEH

MacFinal fi F 455 2 4 809 /74 B4 A TH B 1k .
9.6.37.2 FEEMW

MacFinal 2675 f§ T MacUpdate 22 J5
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9.6.37.3 WMEHX

L3 184,
% 184 MacFinal &4 X455
KE =l
. ®
s byte Hex i =
CLA 1 80 —
INS 1 C2 —_
Pl 1 00 —
P2 1 00 —
Le 3 0000XX fr A BE & e
3 P8 ID(2 E4) 488 ID(2 % 40 ID(2 A
DATA <X XXXX MAIDE FW)+A58 D2 FWH+HFH FH) A
B ,
Le 2 XXXX REMEBENBERKE

9.6.37.4 WHELHMIXBEE

S R SORE B B A ID & 4% ID. B4 1D A0 B AR AR

9.6.37.5 MR SLHRE

Wi 7 1 ST 2 3R [E] B S K HIRS A R
9.6.37.6 Mo R % ST 2SS

& BE 2 5 B R VT BE (D 3K IR S S L 185,

% 185 MacFinal %4 g Bk A58

SW1 SW2 X

90 00 IE# T

87 00 KEZR(LBABHKESBEFTHRR—Z20
69 86 e R R

6A 88 N AR HFE

6A 94 BRAFE

6A 88 BEHAEE

9.6.38 DestroySessionKey($§ S £iE % 4H)

9.6.38.1 EX5EHE

DestroySessionKey 4 i T4 % <15 %4 .
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9.6.38.2 FEEWmM
A fa Bt AR R AT DL R4 T B A .
9.6.38.3 #@4IRX

3k 186,
% 186 DestroySessionKey #y < 32 47 #9
RH fy’i E . .
CLA 1 80 —
INS 1 C4 -
P1 1 00 —
P2 1 00 —
Lc 3 000006 A BERE
DATA 6 XX.. XX R IDC2 F49) + 8% ID(2 FA)+HEP IDEC FH)
Le 2 0000 To3B 18] $

9.6.38.4 @EHRNXEEE

A R SCHE B LA ID. 88 ID 4 ID 4L
9.6.38.5 Mu iR CEEE

T4 5L 3 «
9.6.38.6 MRBIHKER

S50 B D 1 L T (D % A IR AT 2% 187,

% 187 DestroySessionKey #5 4 M R 4R 75 53

SW1 SW2 p=3 X
90 00 EHIAT
67 00 KEHER(LcBAHMKESHREFVHEARA—20
69 86 WL AW
6A 88 MANEFTE
6A 94 BHRAELE
. 6A 8C FHARFE
10 &&HiL
10. 1 BEiA

% & R & /> % USB Mass Storage, HID,CCID Hp¥ /i) —FF .
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10.2 EZ&FRFMH

FE AR R REE RS S e iy VID/PID 7 E X 5 50 30 1 180 Mt IR I3 E A TP A 345
B U OIF R A A,

10.3 CCID 1%

CCID(Integreted Circuits Card Interface Device) bt E 7T — M B fE R DR &, R & E 1 USB
B0 5 ENSREAMRAR EVEE, FHITHE CCID bR fE i B4 8 R, 7l 6% &8 i 454 7816 ARy th
W OS5 RHTER. .

CCID 1 8] 2 % M. 7i( Specification for Integrated Circuit(s) Cards Interface Devices), Revision
1.1,2005,

10.4 USB Mass Storage thil# B
10.4.1 RiE
USB Mass Storage Hh i AHXAR1E 2 X L3 188,

% 188 USB Mass Storage #Hi% 16 % A8

Additional Sense Code and Additional Sense Code Qualifier (Fff Hii R 75 75 F01 FR 2 59

ASC & ASCQ LIPS T
SPC-2 ME P& X RARIGEE (B I, SPC-2)
BOT Universal Serial Bus Mass Storage Class Bulk-Or‘.lly Transport, Revl. 0, 1999 (iE

FHERAT KA BAT B b 1 R AR UL R 1. 0,1999)
CBWCB BOT 5& X A9 ¥ 5 (3 R BOT)

bCmdCode CBWCB 5 | A~FH

bCmdSubCode CBWCB #8455 2 745

dCBWDataTransferlength BOT & S H B T (3 L BOT)

dCSWDataResidue BOT & X H ## 1 £ L BOT)

MSC Universal Serial Bus Mass Storage Class Specification Overview, Revl. 2, 2003
MBI RRRERFFME BATEER, RAE 1.2,2003)

SCSI Small Computer Systems Interface(VNEITFEH R GEH D)

SpC.s Information technology - SCSI Primary Commands-3
(SCSI A 7 4-3)

MMC-14 INFORMATION TECHNOLOGY -Multimedia Commands-4

10.4.2 X EFE7FHEi% % (USB Mass Storage)

USB kKA EF# %K J (the USB mass storage device class) 2 —FfitEH M IR & Z B HIEH
B B R — A BT R (USB) & R 5 IR LA R & @ B Z ST 3065 .

iR CREE IC Rt IR BB R USB(E4A USBL 1 W FHIE) EEH O, A4
USB RAEEHF K&+ MSC #1 BOT ML, i AR EHE T Microsoft Windows 2000/XP/2003/
Vista/7/8 1 Linux 2. 4. x LA E#E R G 6 PC AL H B A 571 4 # USB O &, PC HLAE B 3R B fk
IC FEFSNERELHL, TRTERS; RAE T FTHEXNEOHGS A EIEE IC RiERaR
R AR S ITERAE,
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F i EE R ] USB Mass Storage Class—Bulk Only Transport #Liii & f) SCSI(Small Computer
System Interface,/NE 3 8 #1 2 5 4% 1) £7 4 S B APDU 4 4 Wi B 35 i % & 36 7 2 X #F SCSI /Yy
REQUEST_SENSE #ir4 #1523l CDROM 14 & Ji S ARS8 4, X 26484 5 B, SPC-3 Fil MMC-4 L35
REQUEST_SENSE 454 Fi T 7 /8 B AR (4 R 88 1C R F 28 308 BE B RO 4A RL L UG IR R BUATAD

10.4.3 APDU 45 % i Bz 34
10.4.3.1 % 3% APDU %4 (SCSI_OWN_SEND_APDU)
10.4.3.1.1 £HiF APDUHF RBIESTENX
i3t USB Mass Storage MhY A% BEH B4R & % APDU #5841y # = E LIk 189,

2% 189 USB Mass Storage thill & i% APDU ¥ RIESLE X

Offset Field Size Value Description
0 bemdCode 1 0xFE
1 bCmdSubCode 1 0>.<01
2 byMagicCode 9 “GMCAPIDFS” ) ASCTI i3 %=

10.4.3.1.2 #3% APDU ¥ BMEBRKXEX
@33 USB Mass Storage P48 SR & 3% APDU 64 by B HUR#E = L3 190 2 X,

% 190 USB Mass Storage thill i BEIRE X E X

Offset Field Size Value . Description

NAD(node address)

0x11—— X% fig IC ‘Eiﬁf%%u‘h‘é\ﬁﬂ%iﬁ'—%%ﬁ*}’i%ﬁtﬁ
0 Tag 1 NAD A B GLREEFR;

ox12—— HBREEREBHRL;

Hih—RE . EHEBES

Sk i @& i 7E §7 (Big Endian) # 2, WF 1 R 5 4 APDU 45

1 Length A LEN

SRl 3
CLA
INS
3 APDU 454 3k 4
P1
P2 BEAEHRENE ST
Lc
7 APDU 4 & LEN-4 Data
Le

& 189 I M BHE B B R 65 536 INF T,
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10.4.3.2 iEER APDU Mg iz (SCSI_OWN_READ_ADPU_RET)

10.4.3.2.1

i# 1t USB Mass Storage Wil 4% &k

FE APDU MR IES E

A5 B R 6 A S IO ] 1 4 A 2 L 191,

& 191 USB Mass Storage i EX APDU IR i RIES E N
Offset Field Size Value Description
0 bemdCode 1 0xFE
1 bCmdSubCode 1 0x02
10.4.3.2.2 EELAPDU M EEHRAXEN
i1t USB Mass Storage HMSEEE APDU 474 Wi i ISR R L% 192 © X
5% 192 USB Mass Storage #i¥ BX APDU I 57 f BB K 7 & X
Offset Field Size Value Description
NAD(node address)
. OxIl—REBEIC FitEHRa4 WREER AL F A

0 Tag 1 NAD S NEHSEETE;
Ox12— AR REBHAL;
S—REEHERI S
s By [ Ao e . . = —

. Length 5 LEN KA & ALE R (Big Endian) #% R, WF 45 8 j 4 APDU
WK E

APDU fir 4 1 37 3§ Data
3 LEN BUHRSAE S E
BAREF | swiswe e
LA b 2 0T B SRR B TR BRIA B K O 60 s,

10.4.3.2.3 USB Mass Storage i& #& # X SCSI #7 < % (CDROM & B ;2 3h)

1% 193,
% 193 USB Mass Storage i& & #H3% SCSI &7 & &
SCSI Command Instruction Description
0x00 TEST UNIT READY
0x03 REQUEST SENSE
0x12 INQUIRY
0x46 GET CONFIGURATION
0x1B START STOP UNIT
0x23 READ FORMAT CAPACITIES
0x1E PREVENT ALLOW MEDIUM REMOVAL
0x25 READ CAPACITY
0x28 READ(10)
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ZE M.

1. INFORMATION TECHNOLOGY—Multimedia Commands-4 (MMC-4)
2. Information technology—SCSI Block Commands-2 (SBC-2)

3. Information technology—SCSI Primary Commands-3 (SPC-3)

10.4.4 $HIRNKABAR
B IC R R A S RS G L AKX FF () Sense Key fl ASC & ASCQ #msk 194 #% 195

% 194 Sense Key & X

Sense Key Description
0 BHEHIR
1 RE

% 195 ASC & ASCQ EX

ASC & ASCQ Description
0x2000 E| 3710k A T
B 452 1 b 58

HTBEREZEREMSROBIERR KRB E LT HRMAE 0xCACB;
KELEN AR OGS BRENIER:
1. Y APDU #8444, 744

ORCACE 2. %% PC R R“Bm " H CBW, IR E] PC & 3“3 B #) CBW, K [E] 0 i . 4k £
1 3R RE PC R KK %447 CBW & [ 0xCACB iy #2415, 4k 5k 2,
REESHERPC AR EWAR "M CBW IR P, RERS %R CBW a1 8L MALE
G RaT ] A AR AR UOR AL R CBW 42 457
HinE R R R IRE
I —#HER &M APDU 44 %A 8R4 1 min;

0xCACD 2. YR EMAEWET 0xCACD 9 SenseCode B , PC 4k 2 K& 15 “H2 e ma 57 7, 35 8531 “ 1 i

RE7H 54 AT A& R 3 min, J0SR B R 45 4 W E] 0xCACD #Y SenseCode, JUI 4k 4&
A% AR N7 2 B WO N B4 7%1#5'?@&%] 3 min, WMMFEHA 10 K., WR“Elm
B A R E 0xCACD |9 SenseCode, JUiE

10.5 HID il B
10.5.1 RiF
HID P A X AR E E L3R 196 Fix.
% 196 HID thilHH X RiE

HID Human Interface Devices

Set report ML it 3 R 1A HID 3R 4% &% 088 i K
Get report L3 i 5 o A A HID 38 & U K
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10.5.2 HID i &4

HID(Human Interface Deviee) AMIEAO X FZ R TENEZES AXTENIESL. HiBEHEFEH IC F
R 2 SR H AR K USBUS4 USBL. 1 LA E#L38) ifl, H4F4 USB HID #L3ER , 1 A 31 %
% T Microsoft Windows 2000/XP/2003/Vista/7/8,Linux 1 Mac OS #:/E Z 4 1) PC #la% H fth & 3%
#HM USB O L, PCHLEEAZNIRFERE IC RIT BB ERELAK, THELEWS,

10.5.3 #HiIEaEHEA
10.5.3.1 #=HIEH

10.5.3. 1.1 #Eik
HID % 2% 3 12 3 55, EPO 2R A3 ¥ Hil45 40, S BLELHE (APDUD #0155 .
10.5.3.1.2 By

g EPO SRR, TR B — M IR AN TR E AT REIMEE. FLREER ALK Z
O RER B . SR, kS B BRI AL Ay &, BRI SR BB BRI e e Ik .
FE AW BAR AR IE 7 R

ik Set_Report

RERBFERE
fad EliE shbE
AR KE

OUTHEH
B

N SHEERE
REBBE

Y

HERAEKERE
Emak, FRE
BB

VLR e

7 HID & &HFEEWRE

ERUNA B RS 64 7. 8% 3 FW,. RE— M ELFREER EELTRERE 61 F
T EELRENE 61 FHEHIT A 00 BT LAY B R 17 1% 64 F 1R BEF 9 R4,
BRI BB AL EE T LR, %5 COS MM RELNX 3 FHEk. REHA 8 MBLIE.
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BHHAk

T

21 |2/6i |Len |Data| .

a3k
8 HIDZEHEBARTER

. BE—G% TR 0L

1B 23X HE 93 18 7 2 SR 2R A ], SEBRAE #R 0 Y A R M BT 3 T £, A 4 F AT AE
SRR X . XRERE & T AR IR . 78 BEBCBURE MR EE — 4 64 T BB B A5
BTl 3 = MIBE OB RE, RARKZENEH 3 FNABTALEX . NE 4 FHHIRE ALRE
K EFENE 2 FHWHTAMEBZELEH R,

10.5.3.1.3 HIFERE

@it EPO R FIER , ERZBENE RN BERERTRFERK KL,
RECREWEBRBEME 9 iR,

H:Get_Report

BERBRE

InF 45 P RIEHAR

N REMBIER
TREBEIIE

Y

RIXTER

H9 HIDEEFHELERE

KRB FEREHERENEER 61 FWHT, AEESMENEEk . BE—TETHAR 61 F
T RE M EALBAT LT Ak
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BEIERE—B8%.0x2]1 0x2i 0x3d,i B8 LN REA4.

REKE T — A% 0x21 0x0i Len,Len REF—BHEVLINFVERKE . XM KECETERE

2FHHRET .

10.5.3.1.4 HID ERT 4018

HID #4476 4038 1 (0L B9 6 & $B Bt , 7T RE T B8 — 2 (9 B (6], 3 B i 1) AT B A8 i HID #9742 3% 49
W O A IR S B X AR B TS B AE A, 78 COS AbHR A4 2 18] , [8] & — A4 i 3 S 45 . 0x21 . 0xC3 ., 000,
B FRIER B RS, B AT LLEERT 5 s, AR 5 s 2 I COS ¥ 1% 7 4b 38 i $0E , N 3R 55

B (6] & SR,

FERfRIALFRSEPR b RS T M AR A AL B, MFEE I COS B 3 7 J3 &€ B 25 A il s P WT (i BB, 5%

2 BT P W RE

4 XE B A% U B, 5% R I A% , B B & SE R, FF HR AT R TR .

LRI E Get_Report fH}, 5 8B 17 I, JF )8 /2 AT 2% .

STt LAY AL BRI AR AN A 10 BRR .

21, C3. 00
H—>D INSRf
D—>H 21, C3. 00
H—D ACK
OuUT 088
H_>D | OUT4ha
H—>D |OUT 0%iER
D—>H ACK
Get_Reportfd,
H—>D SetupfS,
H—>D Get_Report
H—>D ACK
FFER 2,
KEBITPE

B 10 HID EEHIEERLERER
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it ZE B 4 1 AL BB % 21.C3.00,0UT 0 41, Get_Report /E R —MEART B . 3X 18K 1 58
LR 58 B A i H AR P P e L TE ELE R A E W e 5 2
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M R A
(HRTE M Bt 3R
% iR [6] 55 FE X F1i5 BR

oA IR [ A B 2 SCRIEBA LR AL 1,

RA RFIEEEAE XA

SW |
9000 E#HMIT
63CX IIER M EHT X WEIEN &
6700 KEHRLc A NKKES DATA BEKER—30
6982 ZeREAHR
6983 IIET7 BB E
6984 518 # B TR
6985 5T B0 2% 4 S s A
6986 WY AW
6988 SM BB XT 4 R IE H
698A BAREFEGTHOMA
6A80 ERRFEFHAEHRSE
6A81 IR
6A84 TC 2 09 SO0 A7 4% 25 (1)
6A86 REHHISE P1-P2
6A88 5| F BB R R E
6A89 BB RFTE
6A8A EEMB AT ITH
6A8B 16 E 0 N A A
6A8C SR B R A A
6A8D HAESER
6A90 BA ITHMIBLA 2808 45 R 3 [ 8 4TI 24 5L A
6A91 BENESIFE
6A92 XHERFE
6A93 EEp D LN
6A94 SR AR RKE
6A95 225 I R X
6A96 R RBMIEBAFE
6A97 BIRE ALK
6A98 BIE% % KM
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x=A(ED
SW it i
6A99 A X R M EEEHREERR
BA9A 3 X B 4 R I
6A9B 3 X R A8 5 5k T
6A9C %R KW
6A9D AW ER B IA
6A9E TAESHIWFE L& B0 RH EH RS R LH R
6 A9F S AR EARKE
6800 SN RMBEE N XHRE
6B01 A R 4 N T R Sk T
6802 &R R PR U
6CXX HIRMRKE Le, SW2 R HERBKE
6E00 CLA #1898 & ML JI R B X K
6E01 1535 18 B4R 4 B 8 o B K o X B
6E02 HEMEROHEL
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M ® B
(MEEWH
ZEWXITEIRH

BEMHKEN L FMELRIBKER LAEKKER 65 535),

HEMZEEE

B— R INERERTE B T AR K B (L) LittdleEndian 5 FER) E N5 3 BB A
BUAE 5

BH REE—SAEEMEIRER S B L F 0 B EE S, 4778 D1.D2...Dn % ;

BEH MRBE-HERESIKER L FW, L HAEFME 155 0x80 K& L-1 F¥ 0x00, ¥ 54
OB s AR B JE — AR K ER R LY, WG L 0x80, N RKE AR L 74, RIS I F M
FEREEME 0x00, ERIKE RS L 5%, '

EGE X R — R AR M AT B

BEL HEERE KB EEERWEEIURBIEA T S8 —R, AT 4R,

BB R EHERIR R L E W HT A4

L NE-N S HERAEN N ERA TR R, TERERENEIE R BEE Y EEE

=S EEATEER M EEKENREHETEE . S BREYX.

MAC it&

MAC R RS WA TR (BRGSO AN, MAC B4 BBy —Ma . KEN 4 FF,

MAC B2 TR -

FH— B A AR AR LR 2 iR B 8 4T BEALEL

B R EEMN 8 FIREYLEDN b L-8 A~F75 0x00, 88| L FW 4 RIENMIRE.

S =8 R BRIDUT % LU SO0 1 H: U I 2

CLA.INS.P1.P2,Lc+4,Data;
WK CLA BREFTE R 0x4,

SN BRI R L AR SR R IR 8 D1.D2...Dn 4§,

R MREF—HPIERKE N L F9, M HAEF N L 1 FT5 0x80 & L-1 F4F 0x00, # %
A MREE —HBERKEAR L F1, WAES M E 0x80, R K ERE L FW , FREANSE BN
R EI L 0x00, HEIKERE LFH,

SN X b R B S AR R B B A AT N . I B 1 FTR
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LFHHHLE

X SRS RAT
mEEH

X FRERGRHAT
n&Ey

i »f ek g BT
Gi mEER
G
o

HEHRDL BILEY

HEER

B D2

P HRDn

B B.1
BEP K ERMERBNERNEME 4 FWREHEN MAC,
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MUK BYEER. ARRFHRBESAERANFRETHCES,

(RS

W o® C

& R’

At Fe X HAE RIS R T RS, BRI RS, B IR AT LR IR S5 PR AE B AT

HEE NN GM/T 0016—2012,

C.1

R &AL

BYTE = CLA, * INS, = P1, * P2, x Lc, * Data, x Le;

BYTE SW1,SW2;

BYTE CommAPDU[64],RespAPDU[ 64 ];

ULONG CommlLen;
ULONG RespLen;
ULONG RetValue;
HANDLE hDev;

BYTE Rand[16];

BYTE AuthData[16];
CLA=CommAPDU;
INS=CommAPDU+1;
P1=CommAPDU+2;
P2=CommAPDU+-3;
memset(CommAPDU,0,64) ;
memset(RespAPDU ,0,64) ;

/*ATIR B A H AR &AM hDev x /

/ = BRBEHLEL » /
* CLA=0x80;
* INS=0x50;
* P1=0x00;
* P2=0x00;
Le=P2+1;
* Le=0x00;
Let++;
* Le=0x00;
Le++;
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* Le=0x08;

Commlen=7;

RetValue = SKF_Transmit(hDev,CommAPDU,CommLen,RespAPDU, & RespLen) ;
if (RetValue | = SAR_OK)

......

SW1=RespAPDU[RespLen-2];
SW2=RespAPDU[ RespLen-1];
if ((SW1 ! = 0x90)||(SW2 1 = 0x00))

memcpy(Rand, RespAPDU,RespLen-2);
/ * BB E AERAE * /

RSB & B R R A INEEH . Z2% GM/T 0016—2012 #) 8. 2. 3, fin % BELES BAIE
B FHMAE AuthData UH . A, R SM4 F Ik, INE G KRS AEREKE N 16
F.

/* BEINIE * /

* CLA=OX80;

* INS=0x10;

* P1=0x00;

* P2=0x00;/ » R FIBRIAR) SM4 Bk « /
Le=P2+1;

* Le=0x00;

Le++;

* Lc=0x00;

Le++;

* Le=0x10;

Data=1Lc+1;

memcpy(Data, AuthData,16);

CommlLen = 23;

RetValue = SKF_Transmit(hDev,CommAPDU,CommLen,RespAPDU, &RespLen) ;
if (RetValue ! = SAR_OK)
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SW1=RespAPDU[ResplLen-271;
SW2=RespAPDU[RespLen-17;
if ((SW11 = 0x90)|[(SW2 ! = 0x00))

C.2 BURENEEH

BYTE % CLA, = INS, % P1, x P2, x Lc, * Data, % Le;
BYTE SW1,SW2;

BYTE CommAPDU[64],RespAPDU[ 64 ];

ULONG CommlLen;

ULONG RespLen;

ULONG RetValue;

BYTE NewAuthKey[16];
BYTE EncryptedNewAuthKey[16];
BYTE Mac[8];

CLA=CommAPDU;
INS=CommAPDU-+1;
P1=CommAPDU+}2;
P2=CommAPDU+3;
memset(CommAPDU,0,64) ;
memset(RespAPDU,0,64);

/ * BB A TERAE « /

L RAFRRENEEAHRFETE NewAothKey HAF;

i, FRHARERESRERG. EFRARERRFNEESH, Z2BHE B, % NewAuthKey 3 {R 77 En-
cryptedNewAuthKey £t 48 & ;

i, FRSMR RS SR, FHEREMNEEHS BI R B, ¥ NewAuthKey 4 BIAER IR F
£ Mac 9.

[ * B EINEES « /
* CLA=0x84;
* INS=0x12;
* P1=0x00;
110



GM/T 0017—2012

* P2=0x00;

Le=P2+1;

* Le=0x00;

Le++4;

* Le=0x00;

Le++;

¥ Le=0x14;

Data=Lc+1;

memcpy(Data, EncryptedNewAuthKey,16);
memcpy(Data+16,Mac,4);

CommLen = 27;

RetValue = SKF_Transmit(hDev,CommAPDU,CommLen, RespAPDU, &RespLen) ;
if (RetValue | = SAR_OK)

......

SW1=RespAPDU[RespLen-2];
SW2=RespAPDU[ RespLen-11;
if ((SW1! = 0x90)|[(SW2 ! = 0x00))
{

/ * EIRCH * /

C.3 EBEERE

BYTE NewLabel[ 32]="newlabel";
ULONG LabellLen=38;
* CLA=0x80;
* INS=0x02;
* P1=0x00;
* P2=0x00;
Le=P2+1;
* Lc=0x00;
Le++;
* Le=0x00;
Le++;
¥ Lc=(BYTE)Labellen;
Data=Lc+1;
memcpy(Data, Newlabel, NewLabelLen) ;
CommLen=7-+NewLabellLen; ,
RetValue = SKF_Transmit(hDev,CommAPDU,CommLen,RespAPDU, &RespLen)
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if (RetValue ! = SAR_OK)
{
[ * GEIRALHE * /

SW1=RespAPDU[ RespLen-2];
SW2=RespAPDU[ RespLen-1];
if ((SW1 ! = 0x90)|[(SW2 ! = 0x00))

oooooo

C.4 FRnkA

/* FRRARESNEZED, BRREINE */
/ *

®/
/x x BREMNAFELR */

DWORD BigEndianDWORD(DWORD m)
{
/1R H A T AT B R e ¥ 05 BigEndian HH

WORD BigEndianWORD(WORD m)
{

/IR API T B ¥ % A BigEndian H#H
}

APPLICATIONINFO applnfo;

CHAR szApplicatinName[ 32] = "appName";
CHAR szAdminPin[16] = "adminPin";
CHAR szUserPin[16] = "userPin";

memset( & applnfo,0,sizeof (appInfo));
strepy(applInfo. szApplicatinName, szApplicatinName) ;
strepy(applnfo. szAdminPin, szAdminPin) ;
strepy (applnfo. szUserPin, szUserPin);
applInfo. bApplicationNamelLen = BigEndianDWORD(strlen(szApplicatinName)) ;
applnfo. bAdminPinLen= BigEndianDWORD(strlen(szAdminPin));
applnfo. bUserPinLen = BigEndianDWORD(strlen(szUserPin));
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applnfo. dwAdminPinRetryCount = 10;
applnfo. dwUserPinRetryCount= 10;

appInfo. dwCreateFileRights = 3;

applnfo. byContainerNum = 16;

applnfo. byCertNum = 16;

applnfo. wFileNum = BigEndianWORD(256) ;

/o« BNINNLFRAE SRR </

BYTE x CLA, * INS, * P1, * P2, % Lc, * Data;

BYTE SW1,SW2;

BYTE CommAPDU[ 64+ sizeof (appInfo) ], RespAPDU[64];
"ULONG CommlLen;

ULONG Resplen;

ULONG RetValue;

BYTE Rand[16];
BYTE AuthData[16];

CLA=CommAPDU;
INS=CommAPDU+1;
P1=CommAPDU+2;
P2=CommAPDU+3;
Lec= CommAPDU+-4;
Data= CommAPDU+7;

memset(CommAPDU, 0, sizeof (CommAPDU)) ;
memset(RespAPDU,0, sizeof(RespAPDU));

% CLA=0x80;

* INS=0x20; // CreateApplication

* P1=0x00;

* P2=0x00;

Lc[2] = sizeof(appInfo);

memcpy(Data, & applnfo, sizeof (appInfo)) ;
CommlLen=7+sizeof (appInfo) ;

RetValue = SKF_Transmit(hDev,CommAPDU,CommLen, RespAPDU, & RespLen) ;
if (RetValue ! = SAR_OK)
{

/ * EEIRALEE + /
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SW1=RespAPDU[RespLen-2];
SW2=RespAPDU[RespLen-1];
if ((SW1 1 = 0x90){[(SW2 ! = 0x00))
{

[ * GEIRALHE  /

C.5 MKBREAR

/* RARGSNEED, TRREINE */
/ *

* /
/x x RBENAAREL «/
CHAR szApplicatinName[ 32] = "appName";

/* ESIRLFE SRR «/

BYTE = CLA, % INS, %P1, * P2, % Lc, * Data;

BYTE SW1,SW2;

BYTE CommAPDU[ 64+ sizeof(appInfo) ],RespAPDU[64];
ULONG CommlLen;

ULONG RespLen;

ULONG RetValue;

BYTE Rand[16];
BYTE AuthData[16];

CLA=CommAPDU;
INS=CommAPDU+1;
P1=CommAPDU+2;
P2=CommAPDU+3;
Le= CommAPDU+4;
Data= CommAPDU+-7;

/* BN =/
memset(CommAPDU, 0, sizeof (CommAPDU));
memset(RespAPDU,0, sizeof(RespAPDU));

* CLA=0x80;
% INS=0x24; // DeleteApplication
* P1=0x00;
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* P2=0x00;
Lc[2]=strlen(szApplicatinName) ;
memcpy(Data, szApplicatinName, strlen(szApplicatinName));

CommLen=7+ strlen(szApplicatinName) ;

RetValue = SKF_Transmit(hDev,CommAPDU,CommLen,RespAPDU, & RespLen) ;
if (RetValue I = SAR_OK)
{

/ * SEIRALIE * /

SW1=RespAPDU[ RespLen-2];
SW2=RespAPDU[ RespLen-11;

if ((SW1! = 0x90)|[(SW2 ! = 0x00))
{
/ * FERALHE « /
}
C.6 & PIN

/* PIN {5 & » /
CHAR s5z0ldAdminPin[16] = "oldAdminPin";
CHAR szNewAdminPin[16] = "newAdminPin";

/* RLBHE +/

- BYTE % CLA, % INS, x P1, x P2, % Lc, * Data, % Le;
BYTE SW1,SW2;
BYTE CommAPDU[ 64+ sizeof(appInfo) ], RespAPDU[ 64 ];
ULONG CommlLen;
ULONG RespLen;
ULONG RetValue;

BYTE Rand[16];
BYTE AuthData[16];

CLA=CommAPDU;
INS=CommAPDU+1;
P1=CommAPDU+2;
P2=CommAPDU+3;
Le= CommAPDU+-4;
Data= CommAPDU+7;
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/* FTFFRLA */
memset(CommAPDU, 0, sizeof (CommAPDU) ) ;
memset(RespAPDU,0, sizeof(RespAPDU));

* CLA=0x80;

* iNS=Ox26; // OpenApplication

* P1=0x00;

* P2=0x00;

Lc[2]=(BYTE)strlen(szApplicatinName) ;

memcpy{Data, szApplicatinName, strlen(szApplicatinName));

Le == Data -+ strlen(szApplicatinName) ;
Le[1] = 10;

CommLen=9+ strlen(szApplicatinName) ;
\ !

|
- RetValue = SKF_Transmit(hDev,CommAPDU, CommLen,RespAPDU & Resplen) ;
if (RetValue ! = SAR_OK)
{

/% SEIRAEHE « /

SW1=RespAPDU[RespLen-27;
SW2=RespAPDU[ RespLen-1];
if ((SW1 1! = 0x90)||(SW2 ! = 0x00))

if(RespLen.! = 12) // R XER, THEIKEBR wAppld
{
/% ERALH « /

/ * 3REL ApplD * /
BYTE pAppld[2];
memcpy(pAppld, RespAPDU + 8,2);

/* BREHLEL */
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memset(CommAPDU, 0, sizeof (CommAPDU)) ;
memset(RespAPDU, 0, sizeof(RespAPDU));

¥ CLA=0x80;

* INS=0x50; // GenRandom

* P1=0x00;

* P2=0x00;

Le=P2+1;

Le[2]=0x08;

CommLen=7;

RetValue. = SKF_Transmit(hDev,CommAPDU,CommLen,RespAPDU, & RespLen) ;
if (RetValue | = SAR_OK)

SW1=RespAPDU[RespLen-2];
SW2=RespAPDU[RespLen-1];
if ((SW1! = 0x90)||(SW2 ! = 0x00))
{

/* GEIRAEHE « /

if(RespLen ! = 10) // REIKEEXE R, BILBKEASLER
{
/% EEIRALTE % /

BYTE pRandom[8];
memcpy(pRandom, RespAPDU,8);

/ * 3t PIN #3i#47 SHA1 2% * /
CHAR shalHash[20];
SHA1(szOldAdminPin,16,shal Hash);

/ * 1% NewAdminPIN % /
BYTE encNewAdminPIN [16];

/% SM4 () pR¥ i ML BL * /
SM4(shalHash,16, szNewAdminPin,16, encNewAdminPIN,16); //

/ % BB PIN 75 » /
memset(CommAPDU, 0, sizeof (CommAPDU));

memset(RespAPDU,0, sizeof (RespAPDU));
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* CLA=0x84;
* INS=0x16; // ChangePIN
* P1=0x00;
* P2=0x00; // B3 HA PING
Le=P2+1;
* Lc=0x00;
Le++;
* Le=0x00;
Le++5
* Lc=20;
Data = Lc++;
memcpy(Data, pAppld,2); // pAppld
memcpy(Data—+2, encNewAdminPIN,16); // encNewAdminPIN

/* I8 Mac , SM4_MAC B4 LH * /
SM4_MAC(shal Hash, 16, pRandom, 8, CommAPDU,7+2+416, CommAPDU+7+2416,4);

[*] RIEHEL */

CommLen=7+422;

RetValue = SKF_Transmit(hDev,CommAPDU,CommLen,RespAPDU, & RespLen) ;
if (RetValue ! = SAR_OK)

SW1=RespAPDU[ RespLen-2];
'‘SW2=RespAPDU[ RespLen-1];

if ((SW1 ! = 0x90)||(SW2 | = 0x00))
{
/ * BRIRALHH  /
}
C.7 #W PIN

/*PINBEE »/
CHAR szAdminPin[16] = "adminPin";

/* RELBIE «/

BYTE % CLA, % INS, %P1, * P2, % Lc, * Data, * Le;

BYTE SW1,SW2;

BYTE CommAPDU[ 64+ sizeof (appInfo) ], RespAPDU[ 64 7;
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ULONG CommlLen;
ULONG RespLen;
ULONG RetValue;

BYTE Rand[16];
BYTE AuthDatal[ 16];

CLA=CommAPDU;
INS=CommAPDU+1;
P1=CommAPDU+2;
P2=CommAPDU+3;
Le= CommAPDU+4;
Data= CommAPDU+7;

/* ITHMA =/
memset(CommAPDU,0,sizeof (CommAPDU) ) ;
memset(RespAPDU, 0, sizeof (RespAPDU));

* CLA=0x80;

* INS=0x26; // OpenApplication

* P1=0x00;

% P2=0x00; |
Lc[2]=(BYTE)strlen(szApplicatinName) ;

memcpy(Data, szApplicatinName, strlen(szApplicatinName)) ;

Le = Data 4+ strlen(szApplicatinName) ;
Le[1] = 10;

CommLen=9+4 strlen(szApplicatinName) ;

RetValue = SKF_Transmit(hDev,CommAPDU,CommLen,RespAPDU, &RespLen) ;
if (RetValue ! = SAR_OK)
{

[ * EEIRAL IR * /

SW1=RespAPDU[ResplLen-2];
SW2=RespAPDU[ RespLen-1];
if ((SW1! = 0x90)|[(SW2 ! = 0x00))
{

[ * SEIRALHE « /
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/* IR BB AR, LB IKE wAppld */
if(ResplLen ! = 12)
{

/% SEIRALHE % /

/ * FKE ApplD * /
BYTE pAppld[2];
memcpy(pAppld, RespAPDU + 8,2);

/* x BUREDLEL =/
memset(CommAPDU, 0, sizeof (CommAPDU)) ;
memset(RespAPDU, 0, sizeof(RespAPDU));
* CLA=0x80;
* INS=Ox56; // GenRandom
* P1=0x00; |
* P2=0x00;
Le=P2+1;
Le[2]=0x08;
CommlLen=7;
RetValue = SKF_Transmit(hDev,CommAPDU,CommLen, RespAPDU, &Resplen) ;
if (RetValue ! = SAR_OK)
{

[ * SEIRALER = /

SW1=RespAPDU[RespLen-2];
SW2=RespAPDU[RespLen-1];
if ((SW11 = 0x90)|](SW2 ! = 0x00))

/* REHERE G R ENBKERESH */
if(Respllen ! = 10)
{

[ * BEIRALER * /

......

BYTE pRandom[8];
memcpy(pRandom, RespAPDU,8);
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CHAR shalHash[20];

/* #4T SHAL 158 ,SHAL+) RE B A LHL * /
SHA1(szAdminPin,16,shalHash);

/ * % 1% pRandom » /

BYTE encRandom [16];

/% SM4 C-+) B LI * /
SM4(shalHash,16, pRandom,8, encRandom,16);

/* * K% PIN 73 = /

memset(CommAPDU, 0, sizeof (CommAPDU)) ;
memset(RespAPDU, 0, sizeof(RespAPDU));

* CLA=0x80;

*» INS=0x18; // VerifyPIN

* P1=0x00; ‘

* P2=0x00; // BHHE PINB

Le=P2-+1;

* Le=0x00;

Le++5

* Le=0x00;

Le++;

* Le=18;

Data = Lc++;

memcpy(Data, pAppld,2); // pAppld
memcpy(Data+2, encRandom,16); // encRandom

CommLen=7+18;

GM/T 0017—2012

RetValue = SKF_Transmit(hDev,CommAPDU,CommLen,RespAPDU, & RespLen) ;

if (RetValue ! = SAR_OK)

SW1=RespAPDU[RespLen-2];
SW2=RespAPDU[ResplLen-1];
if ((SW1! = 0x90)|[(SW2 ! = 0x00))
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C.8 PIN f& i

/* PINS{E 8 =/
CHAR szAdminPin[16] = "adminPin";
CHAR szNewUserPin[16] = "newUserPin";

/* FRAEME */

BYTE % CLA, % INS, ¥ P1, * P2, * L¢, % Data, * Le;
BYTE SW1,SW2;

BYTE CommAPDU[ 64+ sizeof(appInfo) ], RespAPDU[ 64 ];
ULONG CommlLen;

ULONG RespLen;

ULONG RetValue;

BYTE Rand[16];
BYTE AuthData[ 16];

CLA=CommAPDU;
INS=CommAPDU-+1;
P1=CommAPDU+2;
P2=CommAPDU-+3;
Le= CommAPDU+4;
Data= CommAPDU-+7;

/% TFRIA */
memset(CommAPDU, 0, sizeof (CommAPDU)) ;
memset(RespAPDU,0, sizeof(RespAFPDU));

* CLA=0X80;

% INS=0x26; // OpenApplication

* P1=0x00;

* P2=0x00;

Lc[ 2]=strlen(szApplicatinName) ;

memcpy(Data, szApplicatinName, strlen(szApplicatinName)) ;

Le = Data + strlen(szApplicatinName) ;
Le[1] = 10;

CommLen=9+ strlen(szApplicatinName) ;
RetValue = SKF_Transmit(hDev,CommAPDU,CommLen,RespAPDU, & RespLen) ;

if (RetValue ! = SAR_OK)
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/% BEIRALHE « /

SW1=RespAPDU[RespLen-2];
SW2=RespAPDU[RespLen-1];
if ((SW1 ! = 0x90)|[(SW2 ! = 0x00))

oooooo

if(RespLen ! = 12) // REIHHEHEN4E R, T HFE wAppld

/ % FREL AppID * /
BYTE pAppld[2];
memcpy(pAppld, RespAPDU + 8,2);

/* BBEPLEL =/
memset(CommAPDU,0,sizeof (CommAPDU)) ;
memset(RespAPDU,0, sizeof (RespAPDU)) ;

* CLA=0x80;

* INS=0x50; // GenRandom

* P1=0x00;

* P2=0x00;

Le=P2+1;

Le[2]=0x08;

CommLen=7;

RetValue = SKF_Transmit(hDev,CommAPDU,CommLen, RespAPDU, & RespLen) ;
if (RetValue | = SAR_OK)

SW1=RespAPDU[RespLen-2];
SW2=RespAPDU[ RespLen-1];
if ((SW1 1! = 0x90)||(SW2 ! = 0x00))
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......

if(RespLen ! = 10) // B EEFEH R R, FEHLE K E R IE#H
{
/* SRR « /

BYTE pRandom[8];
memcpy(pRandom, RespAPDU,8);

/* XtJR PIN i3 i#47 SHAL 28 » /

CHAR shalHash[20];

/% 47 SHAL B8, SHAL+) R A4 S2 3 + /
SHA1(szAdminPin, 16,shal Hash);

/ * % NewUserPin * /

BYTE encNewUserPIN [16];

/% SM4 G BB BAF 2]« /

SM4(shalHash,16, szNewUserPin, 16, encNewUserPIN,16);

/ * fE491 PIN % = /
memset(CommAPDU,0,sizeof (CommAPDU)) ;
memset(RespAPDU,0, sizeof (RespAPDU)) ;
* CLA=0x84;
* INS=0x1A; // UnlockPIN
* P1=0x00;
* P2=0x00; // &HHE PIN
Le=P2+4-1;
* Le=0x00;
Le++;
*Le=0x00;
LeH4+;
* LC:18;
~ Data = Le++;
memcpy(Data; pAppld,2); // pAppld
memcpy{(Data+2, encNewUserPIN,16); // encNewAdminPIN

/% 38 Mac , SM4A_MAC lEELI */
SM4_MAC(shal Hash,16, pRandom, 8, CommAPDU, 72416, CommAPDU+7+2416,4) ;

CommLen=7+22;

RetValue = SKF_Transmit(hDev,CornmAPDU, CommLen, RespAPDU, & RespLen) ;
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if (RetValue ! = SAR_OK)
{
/ * GEIRALHR « /

......

SW1=RespAPDU[RespLen-2];
SW2=RespAPDU[ RespLen-1];
if ((SW11! = 0x90)|[(SW2 ! = 0x00))

------

C.9 CIZEHTH

/* AT mEBBEERITHECFERN LA "CAAPP "R, QI 2 FR R " 12345678 " M H AR
a x /

BYTE » CLA, % INS, % P1, = P2, * Lc, * Data, * Le;

BYTE SW1,SW2;

BYTE CommAPDU([64],RespAPDU[64;

ULONG CommLen;

ULONG RespLen;

ULONG RetValue;

WORD x* pwApplD;

WORD wApplID;

CLA=CommAPDU;
INS=CommAPDU+-1;
P1=CommAPDU+2;
P2=CommAPDU+3;
memset(CommAPDU,0,64);
memset(RespAPDU,0,64);

/ * 3T 2R A"CAAPP "R A * /
* CLA=0x80;

* INS=0x26;

* P1=0x00;

%* P2=0x00;

Lc=P2+1;
* Le=0x00;
Le++;
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* Lce=0x00;
Le++3
* Le=0x05;

Data=Lc+1;
memcpy(Data," CAAPP",5);

RetValue = SKF_Transmit( hDev,CommAPDU,CommLen,RespAPDU, &RespLen) ;
if (RetValue I = SAR_OK)

oooooo

SW1=RespAPDU[RespLen-2];
SW2=RespAPDU[ RespLen-1];
if ((SW1 1 = 0x90)||(SW2 ! = 0x00))
{

[ * IR + /

......

pwApplD= RespAPDU+-8;
wAppID = * pwApplD;

/* QIRHAE S AR A TR "12345678" x /
* CLA=0x80;

* INS=0x40;

* P1=0x00;

* P2=0x00;

Le=P2+1;
* Le=0x00;
Le++4;

* Le=0x00;
Let++;

* Lc=0x0A;

Data=1ILc+1;

pwApplID = Data;

* pwAppID = BigEndianWORD(wAppID) ;
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Data-+=2;
memcpy(Data, "12345678",8);

Le= Data +38;

* Le=0x00;
Le++;

* Le=0x02;
CommLen = 9+8;

RetValue = SKF_Transmit(hDev,CommAPDU,CommLen,RespAPDU, & RespLen);
if (RetValue | = SAR_OK)
{ .

/ * SEIRALTE « /

oooooo

SW1=RespAPDU[ResplLen-2];
SW2= RespAPDU[RespLén—l] ;
if ((SW1! = 0x90)|[(SW2 ! = 0x00))
{
[ * EIRALTE * /

/* KA B A"CAAPP "R = /
x CLA=0x80;

* INS=0x28;

* P1=0x00;

* P2=0x00;"

Lc=P2+41;
* Le=0x00;
Le++;
* Lc=0x00;
Le++;
* Le=0x02;

Data=Lc+1;
pwAppID= Data
x* pwAppID = BigEndianWORD(wAppID);

RetValue = SKF_Transmit( hDev,CommAPDU,CommLen,RespAPDU, &RespLen) ;
if (RetValue ! = SAR_OK) '

{
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/* BEIRALTE % /

......

SW1=RespAPDU[RespLen-2];
SW2=RespAPDU[RespLen-1];
if ((SW1 1 = 0x90)||(SW2 ! = 0x00))

C.10 MERZAER

/* DT R FLBIER T IF C A FE 1 & FF " CAAPP" B, 3F M BR 45 FR 0 " 12345678 i B 1 &
aF x/ |

BYTE x CLLA, % INS, % P1, %« P2, x Lc, % Data, * Le;

BYTE SW1,SW2;

BYTE CommAPDU[64],RespAPDU[64];

ULONG Comml.en;

ULONG RespLen; |

ULONG RetValue; . |

WORD * pwApplD; }

WORD wApplD;

CLA=CommAPDU;

INS=CommAPDU+1;

P1=CommAPDU+2;

P2=CommAPDU+3;

memset(CommAPDU,0,64) ;

memset(RespAPDU,0,64); i

[ * ITFFZFR K "CAAPP" R A = /
* CLA=0x80;

* INS=0x26;

* P1=0x00;

* P2=0x00;

Le=P2+1;

* Le=0x00;

Le+ 43

* Le=0x00;

Le++;

* Le=0x05;
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Data=Lc+1;
memcpy(Data," CAAPP",5);

RetValue = SKF_Transmit( hDev,CommAPDU,CommLen,RespAPDU, & RespLen) ;
if (RetValue ! = SAR_OK)

SW1=RespAPDU[RespLen-2];
SW2=RespAPDU[ResplLen-1];

if ((SW11 = 0x90)||(SW2 | = 0x00))
{

------

pwApplD= RespAPDU+8;
wAppID = % pwAppID; //WAETH A AV FZTHF

/ * WAL #4T VerifyPin i P PIN FSiAE * /

------

/* MR EFEMNB R LFRN"12345678" A « /
* CLA=0x80;
* INS=0x48;
* P1=0x00;
* P2=0x00;
Le=P2+1;

* Le=0x00;
Let+;

* Le=0x00;
Le+ 43

* Lc=0x0A;

Data=Lc+1;

pwApplD = Data;

* pwAppID = BigEndianWORD(wAppID);
Data+4=2;

memcpy(Data,"12345678",8);
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Le= Data +8;
* Le=0x00;
Le++;

* Le=0x02;

RetValue = SKF_Transmit(hDev,CommAPDU,CommLen,RespAPDU, & RespLen) ;
if (RetValue ! = SAR_OK)
{

/ * BEIRALH + /

......

SW1=RespAPDU[ RespLen-2];
SW2=RespAPDU[ RespLen-1];
if ((SW1! = 0x90)|[(SW2 | = 0x00))
{

/ * EEIRALHE « /

/ * RAZBFRA"CAAPP R = /
* CLA=0x80;

* INS=0x28;

* P1=0x00;

* P2=0x00;

Le=P2+41;

* Lc=0x00;

Le++;
* Le=0x00;
Le++;
* Le=0x02;

Data=1Lc+1;
pwAppID= Data
%* pwAppID =BigEndianWORD(wAppID);

RetValue = SKF_Transmit( hDev,CommAPDU,CommLen,RespAPDU, & RespLen) ;
if (RetValue ! = SAR_OK)
{

[ * SEIRALH % /

SW1=RespAPDU[RespLen-2];
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SW2=RespAPDU[RespLen-1];
if ((SW1 1 = 0x90)||(SW2 ! = 0x00))

------

ECCiE ¥ H{ERE

GM/T 0017—2012

/* UTFRBEHFERECHEENBR N "CAAPP" M AL TR N 12345678 "W E AR HKMHT
W A R ECC B2 B T 3 A ECC & &A% I S ABFIE B FRER LI * / '

BYTE x CLA, = INS, %P1, * P2, * Lc, * Data, * Le;
BYTE SW1,SW2;

BYTE CommAPDU[3000],RespAPDU[3000];
ULONG CommLen;

ULONG ResplLen;

ULONG RetValue;

WORD * pwApplD;

WORD wApplID;

WORD »* pwContainerlD;

WORD wContainerID;

WORD = pulBits;

CLA=CommAPDU;
INS=CommAPDU+1;
P1=CommAPDU+2;
P2=CommAPDU+3;
memset(CommAPDU,0,64) ;
memset(RespAPDU,0,64);

/ * AL TS HAB TS R AT I T 8 4E//
FTF & F A "CAAPP" M A, H 3R A 1D

/* TR CHFENEDRBIRN"12345678" BHEA »/
* CLA=0x80;

* INS=0x42;

* P1=0x00;

* P2=0x00;

Le=P2+1;
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* Le=0x00;
Le++;
* Le=0x00;
Le++;
* Lc=0x0A;

Data=Lc+1;

pwAppID = Data;

%* pwAppID = BigEndianWORD(wApplID) ;
Data+=2;

memcpy(Data, "12345678",8) ;

Le= Data +8;
* Le=0x00;
Le++; .

* Le=0x02;

RetValue = SKF_Transmit(hDev,CommAPDU,CommLen,RespAPbU, & RespLen) ;
if (RetValue ! = SAR_OK) '
{
[ * SEIRALER  /
I
SW1=RespAPDU[RespLen-2];
SW2=RespAPDU[ResplLen-1];
if ((SW1 ! = 0x90)|[(SW2 ! = 0x00))
{
/% BERALTE » / ,

......

pwContainerID = RespAPDU;
wContainerID = x pwContainerID;// 4k 5 ¥ wContainerID JE % M HL28 F T F

/ % i GenECCKeyPair 4 i ECC &4 %A%t = /
* CLA=0x80;

* INS=0x70;

* P1=0x00;

* P2=0x00;

Le=P2+1;
* Le=0x00;
Le++;
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* Le=0x00;
Le++;
* Le=0x06;

Data=Lc+1;

pwAppID = Data;

* pwAppID =BigEndianWORD(wApplID);

Data+=2;

pwContainerID = Data;

% pwContainerID = BigEndianWORD(wContainerID) ;
Data+=2;

pulBits = Data;

* pulBits = BigEndianWORD(256) ;// ¥4 sl % P13 M K &

Le= Data +2;

* Le=0x00;

Le++;

x Le—0x40; //$1HLIE B ) 2 BT OB 45 K 1

- RetValue = SKF_Transmit(hDev,CommAPDU,CommLen,RespAPDU, & Resplen);
if (RetValue ! = SAR_OK)
( v

......

SW1=RespAPDU[RespLen-2];
SW2=RespAPDU[RespLen-1];
if ((SW1 1 = 0x90)|](SW2 ! = 0x00))

/ % AR ECC A4/ XCoordinate 1 YCoordinate {5845 CA &%, CA 2% & %, ECC 1
%%lﬁﬂﬁ*ﬂﬁ'@ﬂ’ﬂ%@ﬁ:ﬁ JNEIES . CA REX MEFE X R RNERH#AITHE . =/

/ % ¥ ImportECCKeyPair § A MMFHBZBEAXT % /
* CLA=0x80;

* INS=0x72;

* P1=0x00;

* P2=0x00;
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Lec=P2+41;

* Le=0x00;

Le++;

*» Le=0xXX; //BHEKEEHMNFT
Le++;

* Le=0xXX; //BEKERAFT

[ * B0 B X R« /
Data=Lc+1;
memcpy(data, pECCKeyPair, ECCKeyPairLength);

RetValue = SKF_Transmit( hDev,CommAPDU,CommLen,RespAPDU, &RespLen) ;
if (RetValue | = SAR_OK)
{ .

/ * SEIRALER % /

......

SW1=RespAPDU[RespLen-27;
SW2=RespAPDU[RespLen-1];
if ((SW1! = 0x90)|[(SW2 | = 0x00))
{

/ * EEIRALTE = /

[ * FAZBZBFIES */
* CLA=0x80;
© % INS=0x4C;
* P1=0x00;
* P2=0x00;

Le=P2+1;

* Lc=0x00;

Le++5 .

* Le=0xXX; //Bf ID. & 4% ID F& A B HE R CBRE B KENELFEN
Le++;

* Le=0xXX; //R i ID, & 8% 1D #0145 2 1 5 838 R SO B K E MR AL F

Data=Lc+1;
pwAppID = Data;
* pwAppID = BigEndianWORD(wAppID);
Data+=2;
pwContainerID = Data;
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% pwContainer]D = BigEndianWORD(wContainerID) ;

Data+=2;

* (BYTE % )Data = 1;// %S AZZIEPH

Data+4=1;

* (ULONG * )Data = BigEndianDWORD(0xXX) ;//% & iE B ¥ #E K & , % # | BigEndian F &
%k

Data+=4;

memcpy(Data, pSignCertData, signDatalLength);// & & 87k HE

RetValue = SKF_Transmit(hDev,CommAPDU,CommLen,RespAPDU, & RespLen) ;
if (RetValue | = SAR_OK)
{

/ * EEIRALIE * /

SW1=RespAPDU[ RespLen-2];
SW2=RespAPDU[RespLen-1];

if ((SW11 = 0x90)||(SW2 ! = 0x00))
{
/ * EETRAL I « /
}
/% FAMBERFAES = /
Le=P2+41;
* Le=0x00;
Le++;

* Le=0xXX; //RFH ID. A48 ID MIMFIE HEBERCBEERKENBMALFET
Le4+; :
* Le=0xXX; //Rh H ID. & 28 ID FANEUE 5 5048 ] SCRIE S K B R AL

Data=1c+1;

pwApplID = Data;

* pwApplID = BigEndianWORD(wApplID);

Data+=2;

pwContainerID = Data;

% pwContainerID = BigEndianWORD(wContaineriD) ;

Data+=2;

* (BYTE x )Data = 0;//RRxIBAMEFIESH

Data+=1;

* (ULONG % )Data = BigEndianDWORD(0xXX) ; // /il % 5 (4% & £ , LA BigEndian 77 X4 %
135



GM/T 0017—2012

Data+=4;
memepy(Data, pEncCertData, encdatalLength);// Hl% %0+ iE 45 iR

RetValue = SKF_Transmit(hDev,CommAPDU,CommlLen,RespAPDU, &RespLen) ;
if (RetValue ! = SAR_OK)

......

SW1=RespAPDU[RespLen-2];
SW2=RespAPDU[ ResplLen-1];
if ((SW11 = 0x90)|[(SW2 ! = 0x00))

[ * R EA */
* CLA=0x80;
* INS=0x44;
* P1=0x00;

* P2=0x00;

Le=P2+1;
* Le=0x00;
Let+4;
* Lc=0x00;
Le++;

* Le=0x04;

Data=Lc+1;

pwAppID = Data;

* pwApplD = BigEndianWORD(wApplD) ;
Data+=2;

pwContainerID = Data;

% pwContainerID = BigEndianWORD(wContainerID) ;

RetValue = SKF_Transmit( hDev,CommAPDU,CommLen,RespAPDU, & RespLen) ;
if (RetValue ! = SAR_OK)
{

[ * BEIRALHE + /

------
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SW1=RespAPDU[RespLen-2];
SW2=RespAPDU[RespLen-1];
if ((SW1 ! = 0x90)||(SW2 ! = 0x00))
X

/* FEIRAE TR « /

/* R ZFRA"CAAPP "R = /
* CLA=0x80;

x INS=0x28;

* P1=0x00;

* P2=0x00;

Le=P2+41;
* Lc=0x00;
Le++;
* Le=0x00;
Le++;
* Le=0x02;

Data=Lc+1;
pwAppID= Data »
* pwAppID = BigEndianWORD(wAppID);

RetValue = SKF_Transmit( hDev,CommAPDU,CommLen,RespAPDU, & RespLen) ;
if (RetValue ! = SAR_OK)
{

/ * BRIRALER % /

SW1=RespAPDU[ RespLen-2 ];
SW2=RespAPDU[Respl.en-17;

if ((SW1 1 = 0x90)||(SW2 ! = 0x00))
{ .

C.12 (£ SM2 X HTHFER

/ *
* LT AR TS 61 B ] SM2 M T RFES :
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* /
# define ECC_PUBLIC_LEN XXXX //XXXX N SM2 B4 KE
/% XX=18¥ XX=2 34X I NBARFELEENE, B0 2 HMANBELZBIEIEHE
FHREE. */
# define ECC_SIGNATURE_MODLE XX
BYTE = CLA, % INS, = P1, = P2, * Lc, * Data, * Le;
BYTE SW1,SW2;
BYTE CommAPDU[256],RespAPDU[256];
BYTE * Txt="GFA"; [ BAE </
ULONG CommLen;
ULONG Datal.en;
ULONG RespLen;
ULONG RetValue;
BYTE Sign[256];
CLA=CommAPDU+0;
INS=CommAPDU+1;
P1=CommAPDU+2;
P2=CommAPDU+3;
Lc= CommAPDU+4;
Data= CommAPDU+7;
/ * MRS F P X FOR BB E X « /
memset(CommAPDU,0, 256);
memset(RespAPDU,0, 256);
memset(Sign,0,256);
CLA[0]=0x80;
INS[0]=0x74;
P1[0]= ECC_SIGNATURE_MODLE;
P2[0]=0x00;
if(ECC_SIGNATURE_MODLE==0x01)
{
Datal.en=strlen(Txt) ;
memcpy(Data, Txt, Datal.en);
}
else(ECC_SIGNATURE_MODLE===0x02)
{ _
[* B XHTRETE B S REERH RS E MR G+ /
Datal.en=HashCal(Txt , Data); / + HashCal 7% 8315 B A Txt %t 3 Data, JREKE. */
}
Lc[0]| =0xFF& (Datalen>>>16);
Lc[1]] =0xFF& (DataLen>>>8);
Lc[2]] =0xFF&.( Datalen);
Le= CommAPDU +0x07+ DatalLen;
Le[0]=0x00;
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Le[1]=0x00;

CommLen=0x07+ DataLen+2; / » g4k +Lc K 7 FH =/
RetValue = SKF_Transmit(hDev,CommAPDU, CommLen,RespAPDU &RespLen)
if (RetValue ! = SAR_OK)

SW1=RespAPDU[RespLen-27;
SW2=RespAPDU[RespLen-1];
if ((SW1 1 = 0x90)|[(SW2 ! = 0x00))
{

/% EEIRALH « /

......

memcpy(Sign, RespAPDU,ResplLen-2) ;
C.13 M SM2 #{ITHFPERRIE

# define ECC_PUBLIC_LEN XXXX //SM2 FE A BE
BYTE x CLA, % INS, * P1, * P2, % Lc, * Data, % Le;

BYTE SW1,SW2;

BYTE CommAPDU[ 2567, RespAPDU[256];

BYTE = Txt="GFA"

ULONG CommlLen;

ULONG RespLen;

ULONG RetValue;

ULONG Datal.en;

BYTE Sign[128];

ULONG ulBits = ECC_PUBLIC_LEN;

Byte x{ ECC_PUBLIC_LEN/8];

Byte yLECC_PUBLIC_LEN/8]; L o

ULONG pbdata_len =0xXX; //BEBERKE ,
Byte pbdata[ 0xXX]; //BRERE KEANRERERE
Byte r{ ECC_PUBLIC_LEN/8];

Byte st ECC_PUBLIC_LEN/8];

/* B EZBERE ~ /
Memset(pbdata,0,128);
memcpy(pbdata, Txt, pbdata_len);
CLA=CommAPDU+0;
INS=CommAPDU+-1;
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P1=CommAPDU+2;
P2=CommAPDU+3;

Le= CommAPDU+4;
Data= CommAPDU+7; -

/ % BB * /
memset(CommAPDU,0,256) ;
memset(RespAPDU,0,256) ;
CLA[0]=0x80;
INS[0]=0x76;
P1[0]=0x00;

P2[0]=0x00;

/ * # Data J&R{H » /

DatalLen=0; /1R ELER O

Data[ 0]| =0xFF&( ulBits>>>24);

Datal 1]] =EOXFF&( ulBits>>>16);

Data[ 2] | =0xFF& ( ulBits>>8);

Data[3]] =0xFF&( ulBits) ;

Datalen+ =4;

memcpy{Data+ Datalen, x, ECC_PUBLIC_LEN/8);
DataLen+= ECC_PUBLIC_LEN/8;

memcpy(Data+ Datalen, y, ECC_PUBLIC_LEN/8);
Datal.en+= ECC_PUBLIC_LEN/S8;

Data[ Data+ Datal.en+0]| = 0xFF& (pbdata_len>>>24);
Data[ Data+ DatalLen+1]|= 0xFF& (phdata_len>>>16);
Data[ Data+ Datalen+2]| = 0xFF& (pbdata_len>>>8);
Data[ Data+ Datalen+3]| = 0xFF& (pbdata_len>>>0);
Datal.en-+-=4;

memcpy(Data+ Datalen, pbdata, pbdata_len);
Datal.en+- = pbdata_len;

memcpy(Data+ Datal.en, r, ECC_PUBLIC_LEN/8);
Datalen+= ECC_PUBLIC_LEN/S;

memcpy(Data+ Datal.en, s, ECC_PUBLIC_LEN/8);
Datal.en+= ECC_PUBLIC_LEN/8;

Lc[0]| =0xFF& (DataLen>>>16);

Lc[1]| =0xFF& (Datalen>>>8);

Lc[2]] =0xFF& (DataLen>>>0);

CommLen=0x07+ Datalen; /* AR+ LR TEH +/ <
RetValue = SKF_Transmit(hDev,CommAPDU,CommLen,RespAPDU, & Resplen) ;
if (RetValue ! = SAR_OK)
{

/> SEIRALEE  /
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SW1=RespAPDU[ResplLen-2];
SW2=RespAPDU[RespLen-1];
if ((SW1 ! = 0x90)||(SW2 ! = 0x00))

C.14 (EfSM2ZENTHRESEER

/I RETBRELE 1. _
# define ECC_PUBLIC_LEN XXXX //SM2 B4R ALK E
uchar CommAPDU[ 2567],RespAPDU[256;
struct Apdu_ecc{
struct Head{
uchar CLA;
uchar INS;
uchar P1;
uchar P2;
}Head;
uchar LC1= CommAPDU[4];
uchar LC2= CommAPDU[5];
uchar LC3= CommAPDU[6];

}Apdu_ecc;
ULONG ulBits = ECC_PUBLIC_LEN; A
Byte x[ ECC_PUBLIC_LEN/8]; / * BRI N B XCoordinate * /
Byte y[ECC_PUBLIC_LEN/81; / * B FAEEH T E YCoordinate * /

Byte tmp_x[ ECC_PUBLIC_LEN/8]; /x Z#EH kAT AHLEMFH XCoordinate x /
Byte tmp_y[ ECC_PUBLIC_LEN/8]; /x* &EH T A%+ # YCoordinate » /

ULONG ulTmpBits; -/ x RETIER ECC H AR M B ALK E * /
ULONG negotiate_handler; [ * BEAIR AN =/ '
uchar IDLabel[256]1="12345678"; . /*x BEF ID*/

ULONG ullDLen =strlen(IDLabel) ; '

BYTE % Data ;

ULONG Datalen;
ULONG ulAlgld;

uchar  sendAPDU[256];
WORD wApplID, wContainerID ; /x M ID Mgz IDx/
WORD tmpWord;
DWORD tmpDword;
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ushort  lIc;
memset(CommAPDU,0, 256);
memset(RespAPDU,0, 256);
le=2+42+44+4+ullDLen;

//RBHELER

Apdu_ecc. CLA=0x80;

Apdu_ecc. INS=0x82;

Apdu_ecc. P1=0x00;

Apdu_ecc. p2=0x00;

Apdu_ecc. LC1=0;

Apdu_ecc. LC2= 0xFF &(lc>>8);

Apdu_ecc. LC3= 0xFF & (l¢);

memcpy(CommAPDU, & Apdu_ecc,7); / * 38 APDU ki ® CommAPDU B » /

/ *

KR ID. A28 ID. & EFHHABERR M ERY ID UREEY ID K F L4 A CommAPDU
MEIRE .,

%/

/ % %45 Data BR{E * /

Data= CommAPDU+7;

Datal.en=0 ; //#IHLBIEKE N 0

tmpWord = BigEndianWORD(wAppID);
memcpy(Data+ Datalen, & tmpWord,2);
Datal.en+=2;

tmpWord = BigEndianWORD(wContainerID) ;
memcpy(Data+ DatalLen, & tmpWord,2);
DatalLen+4=2;

tmpDword = BigEndianDWORD(ulAlgld) ;
memcpy(Data+ Datalen, &tmpDword, 4) ;

Datalen-+ =4;

Data[ Data+ DatalLen+0]| = 0xFF&( ullDLen >>>24);
Data[ Data+ DataLen+1]|= 0xFF&( ullDLen >>>16);
Data[ Data+ DataLen+27]|= 0xFF&.( ullDLen >>>8);
Data[ Data+ Datalen-+3]| = 0xFF&( ullDLen >>0);
Datal.en-+=4;

memcpy(Data+ Datalen, IDLabel, ullDLen);

RetValue = SKF_Transmit(hDev,CommAPDU,CommLen, RespAPDU, & Resplen) ;
if (RetValue ! = SAR_OK)
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SW1=RespAPDU[ ResplLen—2];
SW2=RespAPDU[RespLen—1];
if ((SW1 ! = 0x90)|[(SW2 ! = 0x00))

......

/ ¥ KT A R E G R A L e B ECC A 84T R 77, P4 KR 7 ECC A4 & & 7 s i
ECC A8 %#J7 ID FERRELHMBL I * /

/ * RIEFFEADE AW a8 ECC AASHIE « /

memcpy( & ul TmpBits, RespAPDU,4);

memcpy(tmp_x, RespAPDU+4, ulTmpBits/8);
memcpy(tmp_y, RespAPDU+4+ ulTmpBits /8, ulTmpBits/8);
memcpy( & negotiate_handler, RespAPDU+4-+ ulTmpBits/4,4);

/* TTEEEFAH . ZETRNAHARREN IDEFEE HEREEEN T */
memset(send APDU,0,256) ;

memcpy(send APDU, &.ulBits,4);

memcpy(send APDU+4, x, ulBits/8);

memcpy(send APDU+44 ulBits/8, y, ulBits/8);

memcpy(send APDU+4+ ulBits/4, & ulTmpBits,4) ;

memcpy(send APDU+4+ ulBits/4+4, tmp_x, ulTmpBits/8);

memcpy(send APDU+4+ ulBits/4+44 ulTmpBits/8, tmp_y, ulTmpBits/8);
memcpy(send APDU+4+ ulBits/4+4+ ulTmpBits/4, &ullDLen, 4);
memcpy(send APDU 4+ ulBits/4+4-+ ulTmpBits/4+4, IDLabel, ulIDLen);

sendapdu(sendAPDU); / » %k 3% APDU &R 5 = /

//WARLTT BREL IR 2.
uchar CommAPDU[ 256],RespAPDU[256];
struct Apdu_ecc{
struct Head({
uchar CLA;
uchar INS;
uchar P1;
uchar P2;
} Head;
uchar LC1= CommAPDU[4];
uchar LC2= CommAPDU[5];
uchar LC3= CommAPDU[6];
}Apdu_ecc;
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ULONG secret_handler;

uchar send APDU[256];

uchar recvAPDU[ 256];

ULONG ulBits = ECC_PUBLIC_LEN;
Byte x{ ECC_PUBLIC_LEN/8];

Byte y[ECC_PUBLIC_LEN/8];

Byte tmp_x[ ECC_PUBLIC_LEN/8];
Byte tmp_y[ ECC_PUBLIC_LEN/8];
ULONG ulTmpBits;

uchar IDLabel[ 256 ]= "12345678";
ULONG ullDLen =strlen(IDLabel) ;

BYTE x  Data ;
ULONG Datalen;
ULONG ulAlgld;
WORD tmpWord;
DWORD tmpDword;

ULONG ulSendBits ;
Byte send_x[ECC_PUBLIC_LEN/8];
Byte send_y[ECC_PUBLIC_LEN/87;

Byte send_tmp_x[ ECC_PUBLIC_LEN/87;
Byte send_tmp_y[ ECC_PUBLIC_LEN/8];

ULONG ulSendTmpBits;
uchar sendIDLabel[ 256 ];
ULONG ulSendIDLen;

ushort lc;
memset(CommAPDU,0, 256);
memset(RespAPDU,0, 256);

/ * WE BT B AR W IR AN+ /

/ % WE R 5 oy Sl 45 H) R B9 XCoordinate * /
/ * R F N5 # i YCoordinate * /

/ W R i s R 45 # P 9 XCoordinate % /
/ % W R e B S S H 9 YCoordinate * /
/ * W R A s i ECC ﬁ‘ﬁﬂﬂﬂ’]%%ﬂﬂkg ® /

/ * W R J7 1D * / |

/* RERITBHAMKE «/ :

/ % RAIT A5 T ) XCoordinate * /

/ * BTN # YCoordinate % /

/ % &R IT I B A A 454 i) XCoordinate % /
[ * BRI~ R YCoordinate * /
/ % BAIT I ECC B HIX MBS BE * /
/* REHFID =/ |

/ % MR R 3% 07 i R R s R R IR E AR T ECC A4 KR T Ilamt ECC A4 &
#H IDZELS,HHAXEEBHERS GenerateAgreementDataAndKeyWithECC #9 ¥4 3

recvapdu(recvAPDU); / » B\ & 5 3K B 45 U v 4048 » /

/ x NBRMCE) i 45 BB A R AR BT IR0 9 L SR T W e 4 A R R O ID&EER */

memepy( & ulSendBits, recvAPDU,4);

memcpy(send_x,recvAPDU +4, ulSendBits /8);

memepy(send_y,recvAPDU 4+ ulSendBits /8, ulSendBits /8);

memepy( & ulSendTmpBits ,recvAPDU+4+ulSendBits /4,4) ;
memepy(send_tmp_x,recvAPDU+4+ulSendBits/4-+4, ulSendTmpBits/8) ;
memcpy(send_tmp_y s recvAPDU—44ulSendBits/4 44+ ulSend TmpBits /8, ulSendTmpBits/8) ;
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memecpy( & ulSendIDLen ,recvAPDU+4+ ulSendBits/4+ 4+ ulSend TmpBits/4, 4);
memcpy(sendIDLabel ,recvAPDU-+4+ ulSendBits/4 44 ulSend TmpBits/444, ulSendIDLen) ;

lc =2+24-4+4-+ulSendBits/8+ ulSendBits/8+4+ ulSendTmpBits/8+ ulSend TmpBits/8+4 -
ulSendIDLen+4-+ullDLen;

//REBEELER

Apdu_ecc. CLA=0x80;

Apdu_ecc. INS=0x84;

Apdu_ecc. P1=0x00;

Apdu_ecc, p2=0x00;

Apdu_ecc, LC1=0;

Apdu_ecc. LC2= 0xFF & (Ic>>8);

Apdu_ecc. LC3= 0xFF & (lc);

memcpy(CommAPDU, & Apdu_ecc,7);/ x £ APDU L3 % CommAPDU H « /

/xRt BT R B, R K EEE B HEA CommAPDU WHIEE . */
Data= CommAPDU+7;
Datalen=0; //¥IBACEIHTEKEH 0
tmpWord = BigEndianWORD(wAppID);
memcpy(Data+ DataLen, & tmpWord,2);
Datal.en+=2;
tmpWord = BigEndianWORD(wContainerID) ;
memcpy(Data+ Datalen, & tmpWord,2);
Datal.en+=2;
tmpDword = BigEndianDWORD(ulAlgld) ;
memcpy(Data+ Datal.en, & tmpDword,4);
Datalen+ =4;
Data[ Data+ Datalen—+0]| = 0xFF&( ulSendBits >>>>24);
Data[ Data+ DataLen—+1]] = 0xFF&( ulSendBits >>>16);
Data[ Data+ Datalen-+2]| = 0xFF& ( ulSendBits >>8);
Data[ Data+ DatalLen—+3]| = 0xFF & ( ulSendBits >>>0);
Datallen+=4;
Memcpy(Data-+ Datal.en, send_x,ulSendBits/8) ;
Datal.en+ =ulSendBits/8§;
Memcpy(Data+ Datalen, send_y,ulSendBits/8) ;
Datalen+ =ulSendBits/8;
Data[ Data+ DataLen-+0]| = 0xFF& ( ulSendTmpBits >>24);
Data[ Data+ DatalLen—+1]|= 0xFF&.( ulSendTmpBits >>>16);
Data[Data+ Datalen+27]|= 0xFF&.( ulSendTmpBits >>8);
Data[Data+ DataLen-+3]|= 0xFF& ( ulSendTmpBits >>0);
DatalLen+=4;
Memcpy(Data+ Datalen, send_tmp_x,ulSendTmpBits /8);
DatalLen4 = ulSend TmpBits /8;
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Memcpy(Data+ Datalen, send_tmp_y,ulSendTmpBits /8);
Datalen-+4 = ulSendTmpBits /8;

Data[ Data+ DatalLen+0]| = 0xFF& ( ulSendIDLen >>>24);
Data[ Data-+ Datalen+1]|= 0xFF& ( ulSendIDLen >>>16);
Data[ Data+ DatalLen+2]|= 0xFF&( ulSendIDLen >>>8);
Data[ Data+ Datalen-+3]| = 0xFF&( ulSendIDLen >>>0);
DatalLen+ =4;

Memcpy(Data+Datal.en, sendIDLabel, ulSendIDLen) ;
Datal.en+ =4;

Data[ Data+ Datalen-+0]]| = 0xFF&( ullDLen >>>24);
Data[ Data+ Datal.en+1]]| = 0xFF&( ullDLen >>>16);
Data[ Data+ DatalLen+27]| = 0xFF&. ( ullDLen >>>8);
Data[ Data+ Datalen+3]| = 0xFF& ( ullDLen >>>0);
Datal.en+ =4;

memcpy(Data+ Datal.en, IDLabel, ullDLen);

RetValue = SKF_Transmit(hDev,CommAPDU,CommLen,RespAPDU, & RespLen);
if (RetValue | = SAR_OK)
{

[ * SEIRALE + /

SW1=RespAPDU[Respl.en—2];
SW2=RespAPDU[Resplen—1];
if ((SW11 = 0x90)||(SW2 ! = 0x00))
{

/% §5IRAEH « /

/ * ¥ ma B 7 A LA & 7 B 4R 1D, G B ECC A S AT 4R AE, -4 ma i2 7 ECC 22 47 i R 77 s B
ECC A8 mapJ7 ID S FRERBRETT »/

/ * R STEHE A 0GP IT BIE e ECC A% 8IE « /
memcpy( & ulTmpBits, RespAPDU,4);

memcpy(tmp_x, RespAPDU-44, ulTmpBits/8);
memcpy(tmp_y, RespAPDU-+4+ ulBits/8, ulTmpBits/8);
memcpy( & secret_handler,RespAPDU+4+ ulBits/4,4);

/* KGWR A e A A ID FEELITE, FRERREN */
memset(send APDU,0,256) ;
memcpy(send APDU, &.ulBits,4);
memcpy(send APDU4-4, x, ulBits/8);
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memcpy(send APDU+4+ ulBits/8, y, ulBits/8);

memcpy(send APDU+4+ ulBits/4, &ulTmpBits,4);

memcpy(send APDU+4+4 ulBits/4-+4, tmp_x, ulTmpBits/8); .
memcpy(send APDU+4+ ulBits/444+ ulTmpBits/8, tmp_y, ulTmpBits/8);
memcpy(send APDU+4+ ulBits/4+4+ ulTmpBits/4, & ullDLen, 4);
memcpy (send APDU+4-+ ulBits/444+4 ulTmpBits/4+4, IDLabel, ullDLen) ;

sendapdu(sendAPDU); / x k% APDU A L8 F * /

/] BRBRIRAELRE 3.
struct Apdu_ecc
struct Head({
uchar CLA;

uchar INS; -
uchar P1;
uchar P2;
}Head;
uchar LCI1;
uchar LC2;
uchar LC3;

} Apdu_ecc;

ULONG secret_handler; [ * BT RARBRSTEHHWE « /
uchar recvAPDU[ 256 ];

ULONG ulRecvBits ; [/ * W N T AN * /

Byte recv_x[ ECC_PUBLIC_LEN/8]; / * W I 2 81 454 H i) XCoordinate * /
Byte recv_y[ ECC_PUBLIC_LEN/8]; / % WA R NP B YCoordinate x /
Byte recv_tmp_x[ ECC_PUBLIC_LEN/87; / * W 3 77 I B 28§ 4544 H B XCoordinate » /
Byte recv_tmp_y[ ECC_PUBLIC_LEN/8]; / x w5 F i YCoordinate x /
ULONG ulRecvTmpBits; / * Wi B2 77 I B ECC % 4% ) % FI L JE = /
uchar recvIDLabel[ 256]; [ * R ID % /

ULONG ulRecvIDLen;

BYTE % Data ;

ULONG Datal.en;

ULONG ulAlgld;

ULONG negotiate_handler; /* RBFHEADEOWH ERES R - FKRE «/

ushort lc;

uchar CommAPDU[ 256 ], RespAPDU[ 256 ];
memset(CommAPDU,0, 256);
memset(RespAPDU,0, 256);
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/% FE T3 P L T 3 5 P 4 % ok B B R R R i R 7 ECC A 83 W R 77 i B ECC A 47 i
B ID S5 45 B H A A X 45 B M E W4 GenerateKeyWithECC BB, » /

recvapdu{recvAPDU); / * M Jif f%’;ﬁmg%W}ﬁﬁ}E /

/o INHEWCE Y 00 £ £, v, AR AT R 4 2 B R L 6 B0 4R B el B ID 4845 B

memepy ( & ulRecvBits, recvAPDU,4);

memecpy(recv_x,recvAPDU +4, ulRecvBits/8);

memcpy(recv_y,recvAPDU 44+ ulRecvBits/8, ulRecvBits/8);

memepy (& ulRecvTmpBits ,recvAPDU+4 + ulRecvBits /4,4);
memepy(recv_tmp_x,recvAPDU-+4+ulRecvBits/4-+4, ulRecvTmpBits/8);
memcpy(recv_tmp_y,recvAPDU-} 4+ ulRecvBits/4+4-4+ ulRechmpBlits/8 » ulRecvTmpBits/8) ;
memepy (& ulRecvIDLen, recvAPDU+4 +ulRecvBits/4+ 4+ ulRecvTmpBits/4, 4);
memecpy(recvlDLabel,recvAPDU+44+ ulRecvBits/4+4+ ulRecvTmpBits/4+4, ulRecvIiDLen);

le = 2+2+4+4+ ulRecvBits/8+ulRecvBits/8+4+ ulRecvTmpBits/8+ ulRecvTmpBits/8+
4+ ulRecvIDLen;

//REBRSER

Apdu_ecc. CLA=0x80;

Apdu_ecc. INS=0x86;

Apdu_ecc. P1=0x00;

Apdu_ecc. P2=0x00;

Apdu_ecc. LC1=0;

Apdu_ecc. LC2= 0xFF & (lc>>8);
Apdu_ecc. LC3= 0xFF & (lo);

memepy(CommAPDU, & Apdu_ecc,7);//#8 APDU ki | CommAPDU B

/x ¥ RIRTT B BT B A i B ECC A 4H w7 I B ECC 24 ma B 5 1D %8048, &k
BE(Z B A CommAPDU RSB, =/

Data= CommAPDU+7;

Datal.en=0; //®IELBIERE R O

tmpWord = BigEndianWORD(wAppID);

memcpy(Data+ Datalen, & tmpWord,2);

Datalen-4=2;

tmpWord = BigEndianWORD(wContainerID) ;

memepy(Data+ Datalen, & tmpWoro,Z)

Datallen+=2;

tmpDword = BigEndianDWORD(negotiate_handler) ;

memcpy(Data+ Datalen, &tmpDword,4);

DatalLen+ =4;
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Data[ Data+ Datalen+0]| = 0xFF&. ( ulRecvBits >>>24);
Data[Data+ Datal.en+1]| = 0xFF& (. ulRecvBits >>>16);
Data[ Data+ Datalen+2]| = 0xFF&.( ulRecvBits >>8);
Data[ Data+ Datalen-+3]| = 0xFF&( ulRecvBits >>0);
DatalLen+ =4;

Memcpy(Data-+ Datal.en, recv_x,ulRecvBits /8);

DatalLen+ = ulRecvBits /8;

Memcpy(Data+ Datalen, recv_y,ulRecvBits /8);

Datal.en+ = ulRecvBits /8;

Data[ Data+ Datalen+0]| = 0xFF&.( ulRecvTmpBits >>>24);
Data[ Data+ DatalLen+1]| = 0xFF& ( ulRecvTmpBits >>>16);
Data[ Data+ Datal.en+2]| = 0xFF& ( ulRecvTmpBits >>>8);
Data[ Data+ Datal.en+3]| = 0xFF& ( ulRecvTmpBits >>>>0);
Datal.en+=4;

Memcpy(Data+ Datal.en, recv_tmp_x,ulRecvTmpBits /8);
DatalLen+ = ulRecvTmpBits /8;

Memcpy(Data-+ Datal.en, recv_tmp_y,ulRecvTmpBits /8);
DatalLen+ = ulRecvTmpBits /8;

Data[ Data+ Datalen+0]| = 0xFF&.( ulRecvIiDLen >>>24);
Data[ Data+ Datalen+1]| = 0xFF&.( ulRecviDLen >>>16);
Data[ Data-+ Datalen+2]] = 0xFF&.( ulRecvIDLen >>>8);
Data[ Data+ Datal.en+3]| = 0xFF& ( ulRecvIDLen >>>0);
DatalLen+=4;

Memcpy(Data+Datal.en, recvIiDLabel, ulRecvIiDLen) ;

GM/T 0017—2012

RetValue = SKF_Transmit(hDev,CommAPDU,CommLen,RespAPDU, & RespLen) ;

if (RetValue ! = SAR_OK)

SW1=RespAPDU[RespLen—2];
SW2=RespAPDU[RespLen—1];
if ((SW11 = 0x90)|](SW2 | = 0x00))
{

/> BRIRALHE + /

------

/] &R TT AT B 4 0 43 15 PR DA
memcpy( & secret_handler, RespAPDU, RespLen—2) ;
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