ICS 35.040

L 80
HFEE.44626—2014

th4E A B 4 0 [E 25 8 1T ol AR S

GM/T 0025—2014

SSL. VPN M % 7= & 36

SSL. VPN gateway product specification

2014-02-13 &% 2014-02-13 3£ jE

ERXFEEER % %

PR



GM/T 0025—2014

Z
s

Ju
Tl

O HITEMEBI I SO reeeereeserorsensisianenns
3 ARIE E L HGERE L e

3.1 RIEBEBFEX
3.2 4EMEIE

—

4.1 FIKER
4.2 EHHMAE

(32}
wn

(4]

5.3 HEMER

5.4 %ﬂ%* fessssasrasanenas

5.5 R
5.6 Z¥nIECEAEHER

6 SSL VPN [ Gk i oov veeeee

6.1 =G IhAERE I
6.2 7= M RE R

6.3 g’c%ﬁﬁﬂu T A SR R R SR RN B A

BT AGIFA oeoemeeene

SSL VPN Pl B E R -weveneerernvensnsanns
A FEREEER e
g Fﬁt&ﬁﬁ%ﬁ ke nssaisssesasnense

&

. . . . B . . .
W w w NN N B =

© 0e 0o Co 00 Oy Ul

—
o S

.
(=
i



GM/T 0025—2014

Bl

il

AARHER I GB/T 1.1—2009 £5 H ity 20 ) il 5,

R AL N TR R M. A SCR Y R A DL R AR R B X 2 % A ) BRAE
v AT WAREAEAZ R SREIFED.
AbiEEEREAN . FERRREROAERAR EHILHEELZSTRERP LKL
FALHOR A PR A | AR T 438 {5 B Ml B A7 B2 1 L b 98 77 45057 0 45 A A AT PR 7 % R S
BHEA A A LR B NER B AR A A .
AR EERE A ERE FLLE ZEICIE XK 2R YRR .



GM/T 0025—2014

[l

5l

A AT HE T EARE E S SR H ER(SSL VPN HAMTE ), Bk EA L BB, 4
&3 E BN R R SET T B KR, 0 SSL VPN B 2 7= 5 69 4 F 45 30 R & #l 1 St
Th RE T01 (9 S 7t ARSI 7 o L PERE IR AR R T — SR BRI ML E .



GM/T 0025—2014

SSL. VPN [ 3¢ 7= 53 #1 5E

1 EHE

AFREME T SSL VPN 7= 5 A9 2h REZE R 58 (4 2R VIR R (R BRI ERFH

RKAE.
ZAHRHEIE A 455 SSL VPN W 5& 7 s BB il L 4 90 , (68 F Fn 3

2 MEHSIAXH

T 3 SO X T A SO G B R R A AN AT A . FLR T B IS SO A0 BB B RRAS I T AR 3C
. FEFIE B BT S0 HSol A GRS BT & 918 808 ) 38 A T4 S0t

GB/T 9813—2000 %I B HLE H LG

GB/T 15153.1—1998 m#hiz &R E5% 284 . TESKMT $18. . GFEMNEEREN

GB/T 17964 fFRE2HEAR SABEFEMN THERK

GM/T 0005  Fifi /L4 46 il # 3i

GM/T 0014  #=F1E 45 IAE 2 40 % 79 Pl e

GM/T 0015 #F SM2 %S5 ik M EFIEH X ME

GM/T 0024 SSL VPN Al

3 RiEE NG REIE

3.1 RIEMENX

T ARE R E SGE R T A S
3.3

FEE  cryptographic algorithm

il A 58 1 Ao R 5 R A S AL I
3.1.2

BHZEEE  cryptographic hash algorithm

NFZe B TR BRI R — M E R KA H R B B B — A E K
TR, HLW R T3 =R

(1) —N45 5E B9 % H 4% AR Bl 5T 292860 A0 — M A RTH . B R R

(2) R—A~45 5 B A 3R H AR e 5 B R — 4 % 09 55 — AR TR B R ER

(3) B4 P [H) A4 % A B 5 3 B — 50 20 ERER .
371,38

EXNHEBE /NP EWEFE  asymmetric cryptographic algorithm/public key cryptographic
algorithm

mEAMEEE AR SN HREE, Bh 1 FH 8D LA, B — B Y (R » R
H, B AYRBARARITEATITMN.



GM/T 0025—2014

3.1.4
IFZFEHEE  symmetric cryptographic algorithm
o 2 A 4 0 A R B R S Lk
3.1.5
SHEBFEEZE  block cipher algorithm
5 A B R 40 [ S K E Y 40 2 R AT A B ) — 2 X AR AL LR
3.1.6
B EEETIE#ER  cipher block chaining operation mode; CBC
S B B — b TARRE, AR R MR B U A SR AR TR RS Bt
AT 45 2 24 Aif 0 % 5054
3.1.7

ﬂlﬁ-ﬁ/\%\ * ik &F H 5 \%ﬁ%{%z@\ \ﬁ
RO L B R . o o T R BT T 5 4

3.2 URRRIE

SSL.: %2 EREE WY (Secure Sockets Laye
VPN i #1% F ® 44 ( Virtual Private Network)

4 TWEZEMEBHMAE

4.1 HEEX

SSL VPN {f fi EZ HF & BT ENIEX R BB A S X RENE S FRAEE b
DLBCE R, BERMEHTRNT .
o EXMFFEMELRETIMNE BRFEEZNRFEHE;
o KR A B R A A R S T A B O A o R A R SRR B R A, Bk
B TAE#E A A CBC B, WL GB/T 17964 MIER;



GM/T 0025—2014

o HEZeEE YR TR A R
o AR A REHL BN BEE T GM/T 0005 f 46 .
4.2 WmPE™A
421 RBWEH

R 25 3 5 0 S AR X R B D B R O MBI LB B 2 I R AR R B A I R VPN
R 7= A , 8 9 R At CA SAGE 0 ] KMC o1 . T8 F o 72 oP AR 55 0 5 0 4 5
T - A B A B

422 BRWEH

% F1 U B O R X R S T e 2% 4F X, R 8 Z WX VPN
B B BRI = A, 0 5 10 i i G gL . T T B R E P G B %
A EHEA NP .

423 MEENR

5.1 FRmINgEEX
5.1.1 BEMLEIER

SSL VPN [ 3 7= iy iz B A7 Bl e 1l
5.1.2 I{E®3L

SSL VPN [ 7= i TAEBE 2 45 0 25 P - 45 B 6 20 0 00 - I S ARSI A o R o 2 7 3l 55 i
AR A I 0% P SR AT AR

5.1.3 BEHPxHk

SSL VPN W2 7= 5 i B A % 40 2 R oh il 3 oo b g 7= A2 TR 4.
B AW R He BR GM/T 0024 A9BSR AT .

5.1.4 REWIEH
SSL VPN [ 3= & BAT % 24RO M DI RE . BREBE 1 % 44



GM/T 0025—2014

EeWCEHIN %R GM/T 0024 #9ER#17.
515 S#Hm%3)

SSL VPN Mk i A L EEHNAhEE, S5 AN RHABFZIER. BFiFEBKL R
GM/T 0015H9EER . IR 55 s fr) 65 S0 00 2 Th i L 25 1 S 9 5 S0 2 77 6 T g, 7 3% 45 35 T %029 45 (RSA
B SM2) B8 55 F AR B ME UL o AT — b e 500 0 2 T L K 91 A 52 4 N A b

5.1.6 i) 4% i

SSL VPN [ 3¢5 it I LA 414 FE 9 U5 15 45 W 20 6 L 56 F P SR P 40 0 W Uk 47 4 e . Lo
X 190 225 5 (7] 2 /40 4% ) 3] 1P Mokt 35 1R, X Web %8 977 13 28 20 17 42 81 B URL, 3F REAR 48 17 ]
B i) 32 77 42

5.1.7 BHEH

SSL VPN [ 56 7 ik I B A7 AR 45 Bef (] Fo) 49 sS4 SOt B 17 TARE W4 AR e s i . Lok, M4 oF 1]
FATEAT BT A o 4 DI HE AR 8 H0 S0 B SR AT R O T IR . R IR R ) AT R B SR R, &
i~ AR 55 Y 452 A A B[] AS AR5t 8, R 56~ I S 3 A5k 4 A ) R 5t 1 b,

5.1.8 2t

SSL VPN W3¢ 7™ ah i FL A {5 2 8 7 Sh fiE R4S X FHT P % 2R 4 00 ) ik 4 1 4000 3 L 30 15 B 45
IFIE] R IP P E S {5 B D BRI L A i T SR L U R AR

5.1.9 {8k

SSL VPN 3K BB A {5 B A28 288 P Ui 18 HTTP 52 AT 6, 28 4 76 58 BUAH I 69 & 4 s 51 05 L 3
HOUES R P A A SR AR HTTP R b 634 44 05 6 1R A R 50 1 Bl R4l s A7 e iy HTTP
TRAE B AT AR ILAT B 3 T 205 AR L A9 7 0453 660 A % S A7 B Al 25 9 5, BRI AOA BL60 45 . R
IP Huhik  HI P e B9 R 85 B .

510 ERmENRLKRE

SSL VPN [ 37 ik i B A % P 0 ENLE A DR . % 7 07 v 42 AR 45 it AR R 45 0 F % 9
FPRE SR E PR REO R S, RS 924 RWs 09 7 P % 6 3 6 BT SSL VPN,

B 5 A SR I LR LR A2 —

© EBBHECEEIE MR ERM;

* EBREHCLHEIEAA A kb

© RBCRERNMBERELZLHT

c REBCHNRBRETEROS.

5.2 FRMEESY
521 BARHEZAPY

e Bk 2 2 T 4 J R L O 5 7= 5l 40 ] it 8 5 R 55 19 0 P o
522 BAFHEZEEY

(] i} A2 2K SSL % He i R H o e B I 7= 7 B 46 () f Ak 39 19 Bk SSIL i 2 i
4




GM/T 0025—2014

5.2.3 S¥HFRERY
FRPh AT AR B9 B K SSL FE M H , AR B S B G B AP RE B HE A BT SSL EHERIRE S .
5.2.4 &HFntE®:
TEEAIEN 0 MM , BRI b 7= 5 7 4 9 1 325 38 A 0 1 5040 A R O
53 HEMEXK
53.1 EHRZ
5.3.1.1 REB/BIHEHA

FR 55 9 4% & @ A %F th SSL VPN R 267= G B 874, RAFINGEH T . S ENEN M E R E X
HEF .

IR 45 S o 2 4 B %oF el A/ 5 4 B R BELPIL R 7R A O el AN IAE AL A & e I IE A5 . I A X AL
PR GM/T 0014,

2 A AE 5 B HIE 5 A 0 2 % S O RA A N BB F A SSL VPN B e= fh .

#E SSL VPN [ 3¢ 7= it v , IR 45 % 2 $H B BASH i A3 2 2 (R P it .

IR 45 i 5 ) 7 40 18 E Y 2 4 SR HEAT L B .

IR % v 5 AT LA = 2T it i & 0y . T N BB A .

5.3.1.2 I{E=#

T AR 5 7= A U5 I OR A7 7 B G VA O i o 0 1 EL T 2R 1 S L ST B B g, TE R SR TOT IR A MR
B IO 7 B¢

53.1.3 SE#EH

S5 WY 7 T LR AT A 5 R VEAE i 4% TR 2 B L TR % 1 S O S B R 48R, A R T OT IR A T
Fif 7 4 B¢

532 EBEHEZRZ2

P A f) T S 00 7 (R IE LT R A P Y SE R T S R R R R T B A
B 5 0 A LR TR o B

5.3.2.1 BH=EZ

SSL VPN ¥ 3¢ 7™ fi i 2 i %2 S . (RIUERE RS B ik 9] R BB Tl R 4.

e 0 5 32 B 7E 0 ST 1 8 1 R 4 P AT

I o 5 090 380 5 2 10 VR B 11 A B A R R T T 39 0 R B A S 0 R Y R L A )
IR 7 i E B A

5.3.2.2 LR

FIF A 4 2 4 BIh S B A BR AR PR 0 1 3 S B RS 5 4 AT 4 .
FRAE R G0 BT AT %2 A2 0 [ R — VAN T S AR, 56 P BT A A 7 B2 A it 1 R 5
EfM#RfEES R HERHS  ARIIFEEHNERFEE .



GM/T 0025—2014

53.23 EPHRERE

SSL VPN % /3 ™= i B B A e AL ) AL D fE . (L6 T A0 & PR B IF ) B8 4 DUR P B4
533 EEZZ2
533.1 SNERE

FHNOUERGEHER ZLEHER FIHTEEA =X X REHAXMRREHTOHIAEE, RR
IR A SO P IREE B R AT A AR I L LA RO RS O AR AR R

AGWHit RO AL FHHEHRTREEHIT.

4 BT BT 5 AR L IV R A B :

5332 BEERERER:

BB R B
AU B 22 5 5 R 3] SS

&, 2 BE
X K A7 A IO A TR B4R

SSL. VPN i 2 = S0 FE e, BHER
a0 i P 3 Al T O O B

543 REEHE
5.4.3.1 REMBK

SSL VPN 367 i B9 80 b 4k » BR6 20 ph | R #EAT B9 48R 15 4, R G0 B L 6 A0 Ak A 3 48 3
B9 7 £ 2 4 1 el AP 5E AR

54.3.2 &&8K

SSL VPN ¥ 3¢ 7™ 5 75 FF AL B 21 4 O W2 B AR 4 I DL EAT B RG
Rz A 95 0535 AR S5 e S AR AT IE MR M K A . L o PR 6 0 38 B O 1 LE W AR, B4 BT R A I 2%
ol 85 S < B A X PR A o R R 2 R TR O Y I P AR B A AR A RS B B E

X AF il 0 3 S S BURE BT S B R E. NMARSEHBILLRY, THEEAMNSIET
6




GM/T 0025—2014

PARTEAEE B KA A7 T

JOE X B L B 7 A S a0 T A o IO R B o L 7 A R R IE W AR, BEALBOGT A R AT &
ME .

I8 % B 4 B A R B HL B O AT KR A L W AR DL IE B TAE

A% CPU., P77 . I 45 82 1, 3E 5 Sk ¥E A6 40 J3 56 0 30 80 1 HE AT O UG 26, W0 FR 45 SR B IE
TAE.

o 1 TE W6 P 1 5 M e L, 250 T A Ay T, B {4 T BB AR e K 4 T BB AT B I A
ShRTEEI . FE R A AN 1 B O 4R O 4 A TR

544 WHER
f b 0

5.4.4.1

ftﬁiﬁ”k BOR A STl LR & 2 i 7 i R AR AR R
c) L.
o KRB REE 20x10° HRFREDLE &
o RWH . GM/T 0005 TR0 ;
o RN AT A AR o 0 SR AT A G A o U R R
RUFEE 1 REEHLECRAER S, A0S S AT A4 U 7= B AL R AR AR R
d)  fERRW .
1) AW .
o HUNE RS 4X10° HRRREULEL 4 AR 20 41, 54 20000 HhAF.
o KW E X R EFEHLEEEIR GM/T 0005 BEALYE K IR0 T A B 8 8O S R | £
e B e B A 3 PR 0 TR A Y 12 T E R .
o R 0 3 A o A e R A 5 A o DU A IR S A
ARGFEE 1 REEPVECRE SN, R WA, T E R G B B L ECR

7



GM/T 0025—2014

HRR R

o RGI R . AT BCE L AG WU (8RR B K AR 12 b

2)  BEAAN

o RGU L AR R ST B 0 R A BT SR BE AL RO B E (B BEARRE(RF 128 ey HE
v ol P NS TDIE 9N

o WIIE AT, YFEEARKE/NT 320 R, BB m=2,

o ARG E AR A LA R T RS T o A D) A R A

o FUIFEE 1 RBEHLECR G SR, SR SR AS A R U S 7 A ALK
AARRRL.

5.4.4.4 IRIJIBEBRIME

SSL VPN W) 37 i 59 T AF 25358 57 AR 448 S PR il 238 0% GB/T 9813—2000 1 36 F S (& 3 55318 N 1
AL BEOR .

5.4.45 HBEFEAIH

SSL VPN Rer=f il 2 —E XA FREBIERZESR ., W GB/T 15153.1—1998 Xf @i A MM
%*ﬂ

5446 WEK
SSL VPN [ i (4 2 7 i e T 45 B 18] 7 A IR F 10000 h,
55 WRERF
PR GERPEIERE RS RSB ESE AR ALERER,
5.6 BHAEERNER
SSL VPN 8567 fifs AT 37X 5 8 B9 AR 56 S 800 A7 A0 B L 6048 W 4 5 0 MTU Gl K& 5 82T
MAC #i fik 53 B C | 38 07 ol 3 2 30 U/ XL 2 JR e 5 .

6 SSL VPN P % 7= fa & il

6.1 ~amIbgeiaml
6.1.1 T1E#EsL

FE B P bR 5 it TAEBET o % 3 1oL Al A o AR 45 o 1 160 ) 32 4 4 7 190 R 5 88 . 7E 66 T
PR  — A WS 47 f9 2  SEALSE RE U 1) B 53— A 90 DG R 47 A o) I R 45 2% . A 485 L 2 45 A 5. 1.1
R

6.1.2 BEHLEThEE

I GM/T 0005 A9 22K $ BUREAS I 12 BEOZ AL 0 AR SE SR SEAT G 00, A T S5 SR R 75 4 5.1.1 /9
=K.

6.1.3 E#HX#H®

WA R B GM/T 0024 RYZR 4T, MM RIS 5.1.3 198k,
8




GM/T 0025—2014

6.1.4 WM

B AR SCH B PR IR GM/T 0024 MBERIEAT. KEWILE RAFFA 5.1.4 BEK.
6.1.5 B

By BN H B GM/T 0024 BREAT. KBS REATA 5.1.5 KEK,
6.1.6 iia4E

M P 3 1 19) IR 5 i B 5 0 1 190 IR 55 s 2 HLBE D (R B R AL A0 R UR. MR WM ES R NIAT A 5.1.6 B9
2R,

6.1.7 BHREH

HHEHN LM GM/T 0024 WERHET. BWMEERNFE 5.1.7 HEK.
6.1.8 ER®HIt

JE P 3 3 5 8] S 5 R G RE R FE P U ) B IEAT e R . R S5 SRR AF A 5.1.8 RYER.
6.1.9 ERfEid

FA P @S SSL VPN ij5(a] HTTP i fit M R & LA HTTP #HRGEEPHRBAFPERE. &l
LEH AL 5 ] 0 fHER .,

6.2 F=aiEaER N
6.2.1 BMRXHFRAFRH

BRI & P O 7 (5] — i 20 B 6B 5 R 5 A% EAT A0 E M FE AR BT P 9 oK o . X BB A P RYBROK
R AE 2 A0 S5 95 = A T A2 T, S0Pl A2 T R T AR A 1 6 5 R o T AR LI R S R . AR R T
BRI ZAFE P AT R, SRS S L SSL &9, X 2 E L P PR %5 28 T 3R 512 59 BUR A9 5
3 o A2 P 0 AR 45 2 iR T AE AR, AR IE 7R 8 1 0 3R i i R P B — > S R S OR R B RO E
o BRI ASWTHE N % P 3, OF A ot AR L B AR E W00 T B R i B R A R

6.2.2 BAFHEERY

BRI A B R 7 (] — i 200 BB 8 5 R 95 A R 17 20 L B SE BRI R K Bl . FERIF U E A
% PRAT N, 5 IR %5 AT SSL dEH(REF SRS A WTHE N P o O B MR, B R R
R k. ME S8 AN SSL #EHEH AlEtEs R .

6.23 SWIFEEEY

FER M G ZA % P AT N, P R SR S L SSL &7, EE R —BrfE, Rg P
L SSL £ % H 89 F B EE 4R .

6.2.4 FHFME

FERNFEAEMEANZ Wi R, SIRFEHE T SSL 2. EXT27 L, AN MRS 2% T &
IMB ¥4, EHE L EA TR, B3 EAAHl2h Fak 20MB A/NOEEE . SRE 8 09 9 BR 55 4% 1F 1MB %
. EE L AR, AREA AP Sh B g 20MB KNOBOE . BUA R AR 95 5 A B B HE R AR

9



GM/T 0025—2014

g 5,
6.3 REMRW
6.3.1 HHRE
6.3.1.1 RBHEH
e 45 SR AT A 5.3.1.1 RO ER
6.3.1.2 TI{E®#
R 45 SR AR A 5.3.1.2 Y ER,
6.3.2 REHERS
A 0 &5 S N AF B
6.3.2.1 WEHRZL

6.4 REEEARN
6.4.1 AEER
WSS RS 5.4.1 ER.
642 EHERERE
o 5 RN FF A 5.4.2 BOESR
6.43 BEEE
6.4.3.1 @&BL
A6 25 R N AF 4 5.4.3.1 ISR,

10



6.4.3.2 E&HBE®K

K as BV #F S 5.4.3.2 AHESR

6.4.4 WHEKR
6.4.4.1 It4pEEDO

Wil GRS 5.4.4.1 HEEsR,

6.4.4.2 MEIHH

Kl RN fF & 5.4.4.2 BNESR .,

6.4.4.3 BEMEIE LR

K 45 RN FF A 5.4.4.3 ER,

6.4.4.4 IREEBME

g RS 5.4.4.4 MESR,

6.4.4.5 REREEME

Kmigs BAi 4 5.4.4.5 FIER.

6.4.4.6 TFEHE

Ko W25 B 45 4 5.4.4.6 RUEER,

7 ARAE

AARAER,6.1.6.3(BR 6.3.2)F 6.4 FEER TR G K HIE R = AR EH

GM/T 0025—2014



R

h 4 KRR E T E
1ok ¥R M
SSL VPN W 3% 7= S #58
GM/T 0025—2014
*
ohOE bR R R R T
b5 i B PH KA B AF R 2 5 (100029)
b R = B b 16 £ (100045)
1k www,spe.net.cn
B (010064275323 K AT 0. (010051780235
R % 5. (01068523946
o [ A o R A2 B R T ED
2 Hb e A5 05 2 R
*
Fr4 8801230 1/16 Elsk 1 F¥ 24 F+F
2014 4E 5 A% —RT 2014 4E 5 HEE — WK ENRY

8. 155066 » 2-27027 4 18.00 I

MBENEEE BARRTHOER
BREH BRRLR
Z R 15:(010)68510107

GM/T 0025—2014



	Page 1
	Page 2
	Page 3
	Page 4
	Page 5
	Page 6
	Page 7
	Page 8
	Page 9
	Page 10
	Page 11
	Page 12
	Page 13
	Page 14
	Page 15
	Page 16

