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3.4

SM2 &%  SM2 algorithm

— ol i ] 2 20 B M S R O S Ry 256 [h4F.
35

SM3 &% SMS3 algorithm

— PR A R L HO R 256 HRAF.

4 ZERRIE

T8 gang il T A S

APL i JH#E B4 0 (Application Program Interface)

CA  EHINEHLH (Certification Authority)

CRL - #4E %] % (Certificate Revocation List)

LDAP 582 Hs# i Bris ( Lightweight Directory Access Protocol)
OCSP  fEZRAE B AR A &I (Online Certilicate Status Protocol)
PKCS S8 % i FrifE (Public- Key Cryptography Standard)

PKI %W E A 1% i (Public Key Infrastructure)
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SRELIE 17 K%
——— PRI A S < A A R SR A ol 5 SRR e A o A A A TS R o 07 7 R0 3SR R Ak
B 2 T, 3 SR A T2 ol 55 R M A Ak
A i SR Tl 5 1 2 ik CASNL L) il B AR B L 2 . GORERF R UL HE  BUAGE AT ASN.1 &
AAric.

A3 BRI

A3.1 EREEENX

WHREEREIEAEARKXNT -

SVSRequest : : = SEQUENCE {

version Version DEFAULT vl.
reqType ReqType,

request Request,

reqTime Generalized Time

}

H,

Version :: = INTEGER { v1(0)}

ReqType:: = INTEGER({

exportCert 0,
parseCert el) ,
validateCert (Z) ,
signData (3,
verifySignedData (4) .,
signDatalnit (5),
signDataUpdate (6),
signDataFinal (7).
verifySignedDatalnit (8),
verifySignedDataUpdate 9,
verifySignedDataFinal (10),
signMessage CL1),
verifySignedMessage 12),
signMessagelnit (13),
signMessageUpdate )
signMessageFinal €15),
verifySigned Messagelnit (16),
verifySignedMessageUpdate €17),
verifySignedMessageFinal (18)

}
Request ;: =CHOICE{

exportUserCertReq [0] IMPLICT ExportUserCert Req,
parseCertReq [1] IMPLICT ParseCertReq,
validateCertReq [2] IMPLICT ValidateCertReq,

11
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[3] IMPLICT SignDataReq,

[4] IMPLICT VerifySignedDataReq,

[5] IMPLICT SignDatalnitReq,

[6] IMPLICT SignDataUpdateReq,

[7] IMPLICT SignDataFinalReq.,

[8] IMPLICT VerifySignedDatalnitReq.
[9] IMPLICT VerifySignedDataUpdateReq,
[10] IMPLICT VerifySignedDataFinalReq,
[11] IMPLICT SignMessageReq,

MLP VerifySignedMessageReq,

signDataReq
verifySignedDataReq
signDatalnitReq
signDataUpdateReq
signDataFinalReq
verifySignedDatalnitReq
verifySignedDataUpdateReq
verifySignedDataFinalReq
signMessageReq
verifySignedMessageReq

signMessagelnitReq
signMessageUpdateReg

signMessageFinalR

exportCert

parseCert

validateCert W R UE 5 A7 R £
signData 3 AL EF 4 B
verifySignedData 4 BB IE R TR
signDatalnit 5 EATR G Tk R AT O]
signDatalUpdate 6 EAUN e A R )
signDataFinal 7 EUNTFELGEHPIFE
verifySignedDatalnit 8 2 30 TIE 0T 2 W Ul G
verifySignedDataUpdate 9 Z KRBT & A RS
verifySignedDataFinal 10 ZARIER T E RGBS

12
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® A ()

T 2R 26 2 = £ i ik R A HH T L 1
signMessage 11 LRORCPEE AR D)
verifySignedMessage 12 HARIEHEELHHE
signMessagelnit 13 LA EE AW R R ER
signMessageUpdate 14 EZORCPSE A B R 0)
signMessageFinal 15 AL 7H B2 4 45
verifySignedMessagelnit TANRIEPSE R R AR R
verifySignedMessageUpdate
verifySignedMessageFinal

d) R .

SVSRespond § :
version
respType
respond
respTime
i

Hp
Version : ;

RespType::=

exportCert

parseCert ;
validateCert 25
signData 3y
verifySignedData (4),
signDatalnit (5D
signDataUpdate (6)5
signDataFinal Ty
verifySignedDatalnit (8),
verifySignedDataUpdate 9),
verifySignedDataFinal (10},
signMessage any,

13
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verifySignedMessage
signMessagelnit
signMessageUpdate
signMessageFinal
verifySignedMessagelnit
verifySignedMessageUpdate
verifySignedMessageFinal

f

Respond. . =CHOICE{
exportUserCertResp
parseCertResp
validateCertResp
signDataResp
verifySignedDataResp
signDatalnitResp
signDataUpdateResp
signDataFinalResp
verifySignedDatalnitResp
verifySignedDataUpdateResp
verifySignedDataFinalResp
signMessageResp
verifySignedMessageResp
signMessagelnitResp
signMessageUpdateResp
signMessageFinalResp
verifySignedMessagelnitResp

verifySignedMessageUpdateResp

verifySignedMessageFinalResp
}

A.4.2 SVSRespond B HEHM@AE
SVSRespond 41 & T e i 15 ik P i 2215 8., A 5080 0T 3% 25 44 1 136 400 A 4 3 i i 8%

14

a)  PNULRRAR .

(12,
(13,
(145,
(15),
(16),
17y,
(18)

[0] IMPLICT ExportUserCert Resp,

[1] IMPLICT ParseCertResp,

[2] IMPLICT ValidateCertResp,

[3] IMPLICT SignDataResp,

[4] IMPLICT VerifySignedDataResp,

[5] IMPLICT SignDatalnitResp,

[6] IMPLICT SignDataUpdateResp,

[7] IMPLICT SignDataFinalResp,

[8] IMPLICT VerifySignedDatalnitResp,

[9] IMPLICT VerifySignedDataUpdateResp,
[10] IMPLICT VerifySignedDataFinalResp,
[11] IMPLICT SignMessageResp,

[12] IMPLICT VerifySignedMessageResp,
[13] IMPLICT SignMessagelnitResp,

[14] IMPLICT SignMessageUpdateResp.

[15] IMPLICT SignMessageFinalResp,

[16] IMPLICT VerifySignedMessagelnitResp,
[17] IMPLICT VerifySignedMessageUpdateResp.
[18] IMPLICT VerifySignedMessageFinalResp

ASIGUA R T 0 R i RS S Y RTRRAS R 1, B AL O,

b) e Y

AT R T AN (]l 55 11 o i S U A,

) W L

Wi 7 1 5 Mg 7 248 {8 222 i) ) % o 56 R N AL2 FTom
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£ A2 WMEASHEANERENNRXR

g2 378 Wi R a1, 15, 9
exportCert 0 S 4 IE A i R
parseCert 1 it T 4 e
validateCert 2 565 30E I 15 A7 280 0 A
signData 3 EROL S Aol
verifySignedData 4 A TG I A A A W
signDatalnit 5 20 BT 4 44 W o e
signDataUpdate 6 2o BT 4 4 TR R R L
signDataFinal 7 % A 84 4 R R A
verifySignedDatalnit 8 4, 5 11 %0 4 4 ) I ko) iz L
verifySignedDataUpdate 9 20, 50 IE 30T 4 4 B R R 1
verifySignedDataFinal 10 % 4055 T 450 7 45 2 45 A B
signMessage 11 B T B A e i
verifySignedMessage 12 B TR T S A % T
signMessagelnit 13 £ A11H 84 4 0 G Ak e Bz AL
signMessageUpdate 14 EZORGCE-R =4 g o)
signMessageFinal 15 L4101 B 45 4 5B A 1 4
verifySignedMessagelnit 16 £ ARIER B % 4 i b B
verifySignedMessageUpdate 17 224, 46 TIF {1 5L % 44 B Al R 4
verilySignedMessageFinal 18 4 40, 36 IE T 8. % 48 B AU L

d) W g B [
AT AR 0 A R ] 22 T B A W R 7 A 0 L (9 e ], SR Al Geeneralized Time HE#53R7R

A5 HhilLE O Th BB i A

A5l SHIEH

——ExportCertReq 1 :

ExportCertReq £ § H iiF 1535 R # R fi , 24 reqType HU{H exportCert i, R R HA T . K
B AR# AT

ExportCertReq: : = SEQUENCE {

identification OCTET STRING

}

identification 7 B 2 5 tHE B AYFRIA.

——ExportCertResp £l :

ExportCertResp 41 g 5 4 3iF 45wl i 4% 30, %4 respType HU{H exportCert fit o W 10 4 3R A T4
HA#EKBRAWT .

ExportCertResp: : = SEQUENCE {
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respValue INTEGER,

cert Certificate OPTIONAL
}

respValue M RE 5%, 0 FoR mMh . 3 0 Fm s

cert UG AYIES .

A.5.2 MRIFIER

ParseCertReq i ;
ParseCertReq 10 2 ## H7 IE 45 35 3R #6 42, 24 reqType BU{H parseCert i, iR @ F 4 74, LA
AT .
ParseCertReq:: = SEQUENC
infoType

cert

H
infoType 2
cert f&?_{‘? A

T HAEEXNT.
ValidateCertReq; : =
cert
oecsp
H
cert R E KAEIE 54 A0t A B
ocsp RN JERKBUEF OCSP R%& . Bkl H FALSE,

ValidateCertResp 1 ;

ValidateCertResp i 4 5 UF I 5 45 R0 06 157 4% 56, 24 respType BU{H validateCert B, Wi 37 42 3%

FFf, HEAER .

ValidateCertResp: : = SEQUENCE {
respValue INTEGER,
state INTEGER OPTIONAL

!
16
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respValue 7 B Wi B 55,0 2R B30, 3E 0 /IR
state 32 B ZEHUAYIE 45 OCSP REFRIR .

AS5.4 BEHFESR

SignDataReq 41

SignDataReq 1 % 8 f 7% 4 WK R 6, 24 reqType BUH signData i, R AR AE T, K
AT .

SignDataReq:: = SEQUENCE ({

signMethod INTEGER,
keyIndex INTEGER,
keyValue

inDatal.en

inData

}
signMethod 7 & ¥ 2 M 2 RN

inDatal.e,

respValue 78] - ,0 ﬁiﬁyj »3E 0 iiﬁ%ﬁ

signature 7 %4 (EN A P18 ik 4 RSA B, BUIE 49 45 3 F PKCS 5 H & pE Sk SM2 R,

A55 BARIENFESR

VerifySignedDataReq i :
VerifySignedDataReq £, 9 B A5 T 3F B0 F 2 2

A% 2 A, Y reqType HU{H verifySignedData B,

WHRAFRAHA T, LAEEWT .
VerifySignedDataReq: : = SEQUENCE {
type INTEGER,
cert [0] IMPLICT Certificate OPTIONAL,
certSN [1] IMPLICT OCTET STRING OPTIONAL,
inDatal.en INTEGER,
inData OCTET STRING,
signature OCTET STRING,
verifylLevel INTEGER

}
17
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type 27 1 46§ 5 2 4 B FHIE 5 ol UE 4 7 910 5, | 05 6 FIE 43, 2 30 B AE B R 91 2

cert /R ZEZIEA  type BUE 1 B4 %%

certSN KR ZE L UEFFEH 5 type BUH 2 B4 %L

inDatal.en 78 175 25 2 0% B i Sc i

inData 275 7 25 2 (19 8048 73

signature /N8 A (YA PITIE N RSA B, 5088 19 55 #0845 PKCS # 1,25 A998 3 % SM2 B,
Bl 1 25 H A% GM/T 00095

verifyLevel 7R i 5 58 E 2% 51 » 0 36 0 B6f [8] , 1+ B 31F 665 6] A0 AR GIE 4545 44, 2. B AE A 6] AR IE B2 4
1 CRL,

VerifySignedDataResp fi .

VerifySignedDataResp 41k 5 45 46 UF $0 7 % 4% W6 88 30 2, ¥4 respType B {H verilySignedData
B o 0 17 0 R P A 4, HE LR I T

VerifySignedDataResp: : = SEQUENCE |

respValue INTEGER

}

respValue F B0 L7 5,0 Fm M oh,3F 0 Fm s,

AS6 BENFERMBAL

——SignDatalnitReq fi

SignDatalnitReq 4 2 6150 7 % 4 ¥ i AL K A% 40 . 2 reqType B signDatalnit it JE R AL F
A7, HEEER T .

SignDatalnitReq; : = SEQUENCE {

signMethod INTEGER,

signerPublicKey [0] IMPLICT OCTET STRING OPTIONAL,
signerlDlen [1] IMPLICT INTEGER OPTIONAL,
signerID [2] IMPLICT OCTET STRING OPTIONAL,
inDatalen INTEGER,

inData OCTET STRING

}

signMethod 3¢ W {d FH] ) % 4 50 2K B0 PR 40 2 LI GM/T 0006—2012 1 6.2.4 %5 4 8 i 4730

signerPublicKey /"% % & A1, 24 signMethod 5 SGD_SM3_SM2 & SGD_SM3_RSA Bf & %4 5

signerIDLen /R4 4 & 1 ID K &, 24 signMethod % SGD_SM3_SM2 &k SGD_SM3_RSA #f
ARG

signerlD /R 4 #F 1 ID {H, Y4 signMethod % SGD_SM3_SM2 1§ SGD_SM3_RSA B} 74 ;

inDatalen 275 ¥4 WA SCK B

inData 277 $(4 8 3C .
SignDatalnitResp £ ;

SignDatalnitResp 1 Jy 2 40 $05 4 4 % 5 4k 8 10 4% X 42, 24 respType B signDatalnit i, 0 7 £l
KA T, R T .

SignDatalnitResp: : = SEQUENCE {

respValue INTEGER,
hashValue OCTET STRING OPTIONAL
H

18




GM/T 0029—2014

respValue 72 B B 7% , 0 2&7n L3 . 4E 0 Fam i iR s
hashValue /R 22 {H .

AL7 SEWFEREMN

SignDataUpdateReq £ :

SignDatalnitReq 41 £ £ % 5 % 4 9 i ok 4 X . 24 reqType BUH signDataUpdate B, 35K £
FH AT, KB EEmT .

SignDataUpdateReq: : = SEQUENCE {

signMethod INTEGER,
hashValuel.en INTEGER,
hashValue OCTET STRING.,
inDatal.en INTEGER,

inData OCTET STRING

b
signMethod % B {di FH 64 2 42 0 2L 26 80, BE4IAE LW GM/T 0006—2012 v 6.2.4 B A B AR
hashValueLen #& 7% 2% o 8] {1 1< B 5
hashValue 275 %1% 9 (6] {§ ;
inDatalen &7 84 B S BE 5
inData 37~ %048 B 3C .
SignDataUpdateResp £ :
SignDataUpdateResp £ % 2 i % 5 4 4 B 357 0 17 45 304, 24 respType BU{H signDataUpdate i
W 107 4, 2R i A, L LA XA F
SignDataUpdateResp: : = SEQUENCE {
respValue INTEGER.,
hashValue OCTET STRING OPTIONAL
!
respValue & W Wi B 15 , 0 F7m 2l , 4F 0 w55 1R% 5
hashValue F R 228 {H .

A58 ZAHFERER

——SignDataFinalReq i

SignDataReq i 5 £ f 7% % 25 AU iR #E X6, Y reqType HU{H signDataFinal i, i 3K £ 5k Fl
A, AR .

SignDataFinalReq: : = SEQUENCE {

signMethod INTEGER,
keyIndex INTEGER,
keyValue OCTET STRING,
hashValuel.en INTEGER,
hashValue OCTET STRING

}

signMethod 7 B {8 F (945 44 B0 0 26080, BE4AE WL GM/T 0006—2012 1 6.2.4 % 2 RIEAR I
keyIndex &4 XM RIIME I+ 26 1 FARSIMEN 1 MEH;

keyValue 7/~ % 2 & FHAPURFR LG ;

19
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hashValuel.en 7R 7% P EIE K E ;
hashValue 7R #%4% H (8] (& .
SignDataFinalResp 41 .
SignDataResp 13 4 25 41 ¥ 5 % 45 45 0 17 4% 2040 . 24 respType BUH signDataFinal B, 0 7 4, %
A, HEA#T .
SignDataFinalResp: : = SEQUENCE {
respValue INTEGER,
signature OCTET STRING OPTIONAL
}
re'-*.pValue i‘%ﬂﬁﬂﬁ 5,0 Fammh,

G, PKCS# 1; M/ 818 B b SM2 i,

ype HU{H verify-

inDatal.en /7 %32 A1
inData 37~ $048 81 3,
VerifySignedDatalnitResp 1 ;
VerifySignedDatalnitResp {34 £ £ 56 iF 80 7 2 4 %7 8 16 w9 7 #% 262, 24 respType BUH verify-
SignedDatalnit i , Wi i £ % A 741, H EA#E R F .
VerifySignedDatalnitResp: : = SEQUENCE {
respValue INTEGER,
hashValue OCTET STRING OPTIONAL
!
respValue 32 B 0H N85, 0 Fom A Ih, 4E 0 Fmesis,
hashValue F#R I HEE.

AS10 ZERIEHMFEREN

VerifySignedDataUpdateReq £

20
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VerifySignedDataUpdateReq i A Z A B IEH F & 2 EHF R B RN, Y reqType BUH verify-

SignedDataUpdate i , 3R AR F 4 F 4 , R AR 0T -

VerifySignedDataUpdateReq. : = SEQUENCE {

signMethod INTEGER,

hashValueLen INTEGER,

hashValue OCTET STRING,

inDatalen INTEGER,

inData OCTET STRING

}

signMethod RAMHAMELE i e > L 0006—2012 1 6.2.4 B ZFEIRIN;

VerifySig@fdDagU pdateResp-£ L G A 2 R W 4 ' pe BU{H verify-

VerifySignedData R pe HU(E verifySignedData-

VerifySignedData®y

signMethod

type

cert iLie 3 ONAL,
certSN [1] IMPLICT OCTET STRING OPTIONAL,
hashValuelLen INTEGER,

hashValue OCTET STRING,

signature OCTET STRING;

verifyLevel INTEGER

}

signMethod 7 B i F 9% 4 $0 36 26 R0 PE4IGE LW GM/T 0006—2012 1 6.2.4 24 FEIL AR IR
type 3775 {8 i U6 4 307 25 4 {6 FRE B BAE 15 /7 51 5 . 1 Foomn AN .2 RARMAIERFI5
cert #RE ZIEH , type BUHE 1 BEHRL

certSN FRBELIEBFFIE , type BUH 2 BFH 2L

hashValuelen 3 7R 2% 7 (6] {H K B ;
21
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hashValue 37~ 2% H [B]{H ;

signature F/R 82 {8, HAFAE A RSA o B /9 45 #3898 PKCS# 1; 4481 E i K SM2 i,
B H9 25 A GM/T 0009,

verifylLevel &7 45 50 AE 2 51 , 0 - B0 E B a] , 1. 55 5F ief 5] FOARGIE 4548 45 . 2. B AE i ] L AR IE 45 48 44
1 CRL.

——VerifySignedDataFinalResp 11 .

VerifySignedDataFinalResp £ 4 2 0 56 iiF %0 57 2 2 45 500 I 4% 260, 2 respType BU{H verify-
SignedDataFinal i , s I 63 % F A< 742, L E AR X0 F .

VerifySignedDataFinalResp: : = SEQUENCE {

respValue INTEGER

'

respValue B B 55,0 7R 2,3 0 FRihiz.

Ab.12 BHAHEEER

SignMessageReq 1 :

SignMessageReq £ 860 11 B4 2 7 K A% A2, 4 reqType BUE signMessage B, 3§ 3K £ 5% il 4
T, BRI .

SignMessageReq: : = SEQUENCE {

signMethod INTEGER,

keyIndex INTEGER.,

keyValue OCTET STRING,

inDatal.en INTEGER,

inData OCTET STRING,

hashFlag BOOLEAN DEFAULT FALSE,
original Text [0] IMPLICT BOOLEAN OPTIONAL,
certificateChain [1] IMPLICT BOOLEAN OPTIONAL,
crl [2] IMPLICT BOOLEAN OPTIONAL,

authenticationAttributes [3] IMPLICT BOOLEAN OPTIONAL
H
signMethod 2 B (i F (1945 2 B0 26 0, iR 402 L UL GM/T 0006—2012 o 6.2.4 %5 2 8 kbR,
keyIndex /R EAHMHAMRTIE . W+ 1 FREIMEN 1 BIFEH:
keyValue F/R% & & AR PRIAHS ;
inDatal.en 7R i % 44 (19 886 < %
inData 7 RF2 4 1804
hashFlag F/R 5% 4 MR E B C I % BN FALSE R KRG A
original Text &7 J& 75 B b J5L S 2% 171
certificateChain 7R J2 75 Bf i i 45 % 16 191 ;
crl 7 & 75 B i B 4 B8 R I3
authenticationAttributes &7 & 75 B hin % 51 J& P 3k 1
SignMessageResp fi ;
SignMessageResp {2, J 861 11 8.5 4 0 B 4 241, 24 respType BUH signMessage i . Wi Jii i1 5 i
AFa, A AT .
SignMessageResp:: = SEQUENCE {

22
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respValue INTEGER,

signedMessage OCTET STRING OPTIONAL

}

respValue & W] W R 5% ,0 7R B2, AF 0 TR iR

signedMessage 2671 1 B 5 4 80 . A P10 E 0 RSA B B M BTE PKCS# 7 AR %
h SM2 &t 1H B A 451 3898 GM/T 0010,

A5.13 BHERITEBREERA

—VerifySignedMessageReq £, ;

VerifySignedMessageReq {1 2 8 £, 56 iF 4 B 2 4 3F K #8024 reqType HU{H verifySignedMessage
AR AR A A, R

VerifySignedMessageReq: : = SEQUENCE {

inDatal.en INTEGER,

inData OCTET STRING,

signedMessage OCTET STRING,

hashFlag BOOLEAN DEFAULT FALSE,
original Text [0] IMPLICT BOOLEAN OPTIONAL,
certificateChain [1] IMPLICT BOOLEAN OPTIONAL,
erl [2] IMPLICT BOOLEAN OPTIONAL,

authenticationAttributes [3] IMPLICT BOOLEAN OPTIONAL

}

inDataLen 275 72 2 i) %08 [ SO BE 5

inData &7 i % 2 19 %038 J5. 30

signedMessage 3 7% §ii A (1971 545 4 808 4 A B8 55 0 RSA B, 4 B M 451985 PKCS# 7; 4 4%
PR B R SM2 B I B R S51 88 GM/T 00104

hashFlag &7 4 % 4 09 $048 & 75 B We 7 » BRIA FALSE 78 RG A s

original Text &7 & 7 B i 5 ST 50 ;

certificateChain &7 Ji 75 Bt 1 iiE 43 6% 26 901 5

crl F7R J& 75 B fm 4% 9 BRI

authenticationAttributes &7 J& 75 Bl i % 51 & 1 122 101
VerifySignedMessageResp 4 :

VerifySignedMessageResp 4 24 8. £ 5 4F 3§ 5 2 & W 57 # X A2, X4 respType BU{H verifySigne-
dMessage Bt , Wi 7 6 5% F A< F £, H B AT .

VerifySignedMessageResp: : = SEQUENCE |

respValue INTEGER

]

respValue 3 WA mi B 89,0 Fm s, 4k 0 B iR,

AbL.14 ZEHEHBERVBL

SignMessagelnitReq £ .

SignDatalnitReq £ 4 24114 5.2 2 ¥ G 4 5 Rk #% X, 24 reqType BU{i signMessagelnit B, iR
AR AAEFE, LAEEXIT -

SignMessagelnitReq;: : = SEQUENCE {
23
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signMethod INTEGER,

signerPublicKey [0] IMPLICT OCTET STRING OPTIONAL,
signerlDLen [1] IMPLICT INTEGER OPTIONAL,
signerID [2] IMPLICT OCTET STRING OPTIONAL,
inDatalen INTEGER,

inData OCTET STRING

b

signMethod B HI Y48 22 L 26 8, T 40 LI GM/T 0006—2012 0 6.2.4 2 B B bRiH

signerPublicKey #/R%& 2 & /48,4 %lgnMethod 7 SGD_SM3_SM2 8 SGD_SM3_RSA At A %L ;

signerlDLen #RZ4L FH 1 ID K B, 24 ai od A SGD_SM3_SM?2 5§ SGD_SM3_RSA B
H

signerlD 75 2 4 35 (H1 4 sigfN Y D_SM3_RSA BtH % ;

SignMessageUpdase

signMethod

hashValuel.en

hashValue

inDatal.en INTEGER,
inData OCTET STRING

}

signMethod 22 B {# F A9 % 2 B 2680 340 F XL GM/T 0006—2012 H 6.2.4 282 B 4510,
hashValuelen /8 4% % o (8] {5 < B ;

hashValue 7R 4% v [B]{H ;

inDatalen 37 ¥4 B SCH B

inData 37 848 ¥ 3¢,

——SignMessageUpdateResp 1 :

SignMessageUpdateResp i 4 261 i1 B 2 4 & 57 i 0 4% 284, 24 respType HU{l signMessageUpdate

Bk o W) 7 € 2R PR AR L, HC LA N F
24




GM/T 0029—2014

SignMessageUpdateResp; ; = SEQUENCE {

respValue INTEGER,

hashValue OCTET STRING OPTIONAL
}

respValue 7 B M 7 55,0 T = 20, 3 0 /AR HIR 5
hashValue /R 4% .

A5.16 ZEHBERER

SignMessageFinalReq £ .
SignMessageReq 4124 2 41 i 8% 4 4 0Nl

AR AT, H B AEERWT
SignMessageFinalReq;

reqType BU{li signMessageFinal Bt , 3% 3K

signMethod

INTEGER,

OCTET STRING,
INTEGER,

keyIndex
keyValue

S esgfigeFinal B, i
RO E S W

INTEGER,
ODCTET STRING OPTIONAL

respValue

signedMessage

}

respValue 28] i 7 75,0

signedMessage #2715 14 B 25 45 208
2y SM2 B, 1 BB 45 19 M % GM/T 0010.

AS5.17 SEWITHBEERWBEL

B 25 A8 PKCS# 7: M0 B

VerifySignedMessagelnitReq 1 :

VerifySignedMessagelnitReq £ Z @56 i B % 2 ¥ R L iR % X, 2 reqType I {f verify-
SignedMessagelnit i , 3 R 61 % A& 76, L BEERHE T -

VerifySignedMessagelnitReq: : = SEQUENCE {

signMethod INTEGER,

signerPublicKey [0] IMPLICT OCTET STRING OPTIONAL,
signerIDLen [1] IMPLICT INTEGER OPTIONAL,
signerID [2] IMPLICT OCTET STRING OPTIONAL,

25
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inDatal.en INTEGER.,

inData OCTET STRING

}

signMethod & Wi F i 48 22 006 26 80 3R 41 E LWL GM/T 0006—2012 1 6.2.4 254 8 kbRl

signerPublicKey /5% 4 # /2, 24 signMethod & SGD_SM3_SM2 &% SGD_SM3_RSA Hf 4%k ;

signerlDLen F/R% 4 & 19 1D £ B, 24 signMethod & SGD_SM3_SM2 af SGD_SM3_RSA
AR

signerlD E/R %2 #H60 1D {i . 2§ signMethod Jy SGD_SM3_SM2 & SGD_SM3_RSA 4 4L ;

inDatal.en & 7% %048 B SCIK B

inData 3275 504 85 3,
VerilySignedMessagelnitResp i .

VerifySignedMessagelnitResp 41 A 2 4 86 10 74 525 2 9] 6 Ak w07 #& =5, Y respType HUH veri-
fySignedMessagelnit i , W hif f 5% HI A< 61, H B A4 X T .

VerilySignedMessagelnitResp: : = SEQUENCE {

respValue INTEGER,

hashValue OCTET STRING OPTIONAL

H

respValue F U0 N 5,0 Fm ), 3E 0 Fm st

hashValue /R 445 {H .

A5.18 ZERIEHBEZEN

—VerifySignedMessageUpdateReq £ :

VerifySignedMessageUpdateReq {4 Z 050 UEIH 8.2 2 BEHT R A, Y reqType BH verify-
SignedMessageUpdate i , iF R 1R A F 41, H B AT .

VerifySignedDataUpdateReq: : = SEQUENCE ({

signMethod INTEGER,
hashValuelen INTEGER,
hashValue OCTET STRING,
inDatal.en INTEGER,
inData OCTET STRING

}
signMethod 2 B (i F (925 2 B 268, 40 X 0L GM/T 0006—2012 # 6.2.4 2 4 8 450,
hashValuelen 7n 4% A {H £ & ;
hashValue 375 4422 5 6] {§
inDatal.en 375 ¥4 B SCK B
inData 275 ¥4 W 3C .
—VerilySignedMessageUpdateResp 1 ;
VerifySignedMessageUpdateResp >k 2 61 58 1E 74 &% 4% 35 Frmi )07 48 2040, 24 respType BU{E veri-
fySignedMessageUpdate B , Wi 7 62 5 A 42, H B AR L F .
VerifySignedMessageUpdateResp: : = SEQUENCE ¢
respValue INTEGER,
hashValue OCTET STRING OPTIONAL
}
26
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respValue 38 B Wi 5 7% ,0 7R i Th . 4E 0 TR 4R
hashValue /R 2211 .

A5.19 ZERIFHEELZER

— VerifySignedMessageFinalReq £ ;
VerifySignedMessageReq i A Z G155 E T B 2 & 45 FiF KR, Y reqType BU{H verifySigne-

dMessageFinal &, %R 0% 4 70, H B EEL T .

VerifySignedMessageFinalReq: : = SEQUENCE !

signMethod INTEGER.,
hashValueLen INTEGER,

~ hashValue OCTET STRING,
signature OCTET STRING

]

signMethod FHI{E HI % 2 B LA B, FE4IE LI GM/T 0006—2012 w7 6.2.4 % 4 5 k4R
type F 7 (8 I 50 E 11 B 4 4% B 8 FH A 13 sl HiE 5 7% 51 5, 1 3R FE 45, 2 R (3 FRE B %51 2
cert B A UEH , type BR{E 1 B A 2K 5

certSN R & ZIEH 551 5 , type UH 2 B %L ;

hashValueLen 37 2% v (8] {H 4% 3 ;

hashValue 7% 2% 9 8] {f ;

signedMessage 71 i B4 2 80 AT N RSA o, I B RIE PKCS2 7 A8 &

g SM2 i, i B &5 98 GM/T o010,

VerilySignedMessageFinalResp fi ;
VerifySignedMessageFinalResp {3 4 2 650 i 3 8. % 4 45 90w 5 4% 2 2, 24 respType B verify-

SignedMessageFinal B , i 17 6 5% F 44, HE Bk T .

VerifySignedMessageFinalResp: : = SEQUENCE {
respValue INTEGER

}

respValue WM 7% ,0 F7n L2 . A 0 R IR,

27
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M F: B
(RSEHEMR)
BEF HTTP BE &4 BHIUEENTE

B.1 #Eik

BiE s A ek i ASNLL AR 2 —Fh oE IR X 5 IR B 48 44 0 E AR 55 HE B2 T 45 Bl WEB &
45,7 WEB REEH & T B A, i e {7 15T T —E & T HTTP hillil 8 Bl

HT AR RER S B 5% A St 17 3R Ji ) f) 2 F] N Y ASNLT A% 20, F 46

2R R A A

YYi
' | +hhmm|-hhmm)

Generalized Tim

OCTET STRING

Certificate

‘ CTET STRING #47 BASE64 4D J5 i1 45 8
i R84 (0 1F 45 47 BASEG4 45 5 1Y 45 &

B.3 MR A FHIERS HITP i35

Bf e A PSR A PRSI SNE R AIEH .

SVSRequest : : = SEQUENCE {

version Version DEFAULT v1,
reqType ReqType,

request Request,

reqTime GeneralizedTime

}
X — R ER ik HTTP 6, #8516 8 HTTP Request Header H i FB, [R M 41T -
a) B IERERA HTTP i POST B

b) reqType #i{E URL #yB#2;
28
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¢) version #E AN —~ B E X HTTP B SVS-Request-Version;
d) reqTime $fER—4H E X H HTTP FE SVS-Request-Time,
— BB EHM T

POST /SignDataHTTP/1.1\r\n

SVS-Request-Version: vl\r\n

SVS-Request-Time: 20131001120000Z+0800\r\n

Content-Type: application/x-www-form-urlencoded\r\n
Content-Length: SEFRIEK body # B \r\n

\r\n

signMethod = -

version
respType
respond

respTime

}

L I N — HTTP #Y form 3284,
PLFf % A ‘P A5.4 *H@$@ﬁ$§ﬁﬁ3ﬁf&ﬂ HEH)s HTTP WAL 0T .
HTTP 200 OK\r\n

SVS-Response-Type: SignData\r\n

SVS-Response-Version: vl\r\n

SVS-Response-Time: 20131001120000Z-0800\r\n

Content-Type: text/html;charset=GB2312\r\n

Content-Length: SZBRMER body #4 EE\r\n

\r\n

respValue=08& signature= Base64 43 il 2 4 45 5

29
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Mt & C
CRRSE 14 B 5%
i) Rz 5 7E S F0 358 AR
W SO A5 7 AN R L2k C.1.
F C.1 MR8 E X A5 A
# O R il fH B
GM_SUCCESS 0 iE 7 i (7]
GM_ERROR_BASE 0x04000000 IR 5 UG {H
GM_ERROR_CERT_ID 0x04000001 FEIR AYIE F5 AR R
GM_ERROR_CERT_INFO_TYPE | 0x04000002 R MIE A {5 B2 A
GM_ERROR_SERVER_CONNECT | 0x04000003 CRL 3§ OCSP I 5 & Joik i £
GM_ERROR_SIGN_METHOD 0x04000004 %A FHRERRER
GM_ERROR_KEY_INDEX 0x04000005 BRI ME R
GM_ERROR_KEY_VALUE 0x04000006 2 4 T AR AR R 5 iR
GM_ERROR_CERT 0x04000007 I 45 35 5 3R 45 28 4 A A7 TE
GM_ERROR_CERT_DECODE 0x04000008 EAS i i 45 iR
GM_ERROR_CERT_INVALID_AF | 0x04000009 I 5 5 4
GM_ERROR_CERT_INVALID_BF | 0x0400000A IE 15 i oA A= &R
GM_ERROR_CERT_REMOVED 0x0400000B iE 5 B 8
GM_INVALID_SIGNATURE 0x0400000C L X
GM_INVALID_DATA_FORMAT 0x0400000D Bl s A iR
GM_SYSTEM_FAILURE 0x0400000E YL AR IR
...... 0x0400000F ~0x040000FF 0l

30
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