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GB/T 4943 FEEHEAR BRHWEHFBIFFRHOWELL

GB/T 9813—2000 BB ML TS

GB/T 17964 fFREAR Z2HER KAFTHEAEN TIEKEKX

GM/T 0002 SM4 /40 BB

GM/T 0003 SM2 # & i £ /A SH B3 v

GM/T 0004 SM3 FHEIEHE:

GM/T 0005  [EAL A Bl #1 75

GM/T 0006 #5155 FHFR AL

GM/T 0009 SM2 2518 %5 g {f FH #3E

GM/T 0028 HEHEREZLEFEARER

JR/T 0025 H[E 4 m 48 B FE, % (IO R HLYE

3 RIFEMEX

THNARE R E SGE T A,
3.1

S HBIEFMYL financial cryptographic server

FELRSUIRA, HTHASMEIELE L A SMBAF . IC Rk &8 A0, EELHA PIN N#F.
PIN 2% MAC =4 MR K SR S4B A FEHERSENRS BN HELRE, WK
S EHUMEPL(HSM) .
3.2

WMFZBWEE  symmetric cryptographic algorithm

TN g m A B MBS LR S E RN EER R,
3.3

EXNFRBAMEE  asymmetric cryptographic algorithm

e FH B R A O A28 S A AR X BRF A B RS R B, — R R A TR LA TR, 75 —Fh 2 B A
BERHEXWARALS., BHERAEUTHE . AEAFEH . SHEAAERHETRE LREATITHN.
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3.4

Z3%E 3%  hash algorithm

—MEEEKENEEEAIE -BEREMEEMENEE.
3.5

IN#Z encrypt;encryption

1 2o o 2 B v o B SR AT AR e A 2 U R
3.6

f#% decrypt;decryption

5im o B A R A R

3.7

RN TAER 4 .

1 AN AT 3 Rk T AR R T L. B EF T RAAT S A
EHE - MEERHNER,
3.14

M AiBBIES  personal identification number; PIN

FEE RO 55, BAE R E B IAER: R A — R 7 & R RES, 7635 5 B PIN H 44+ k4]
BOF AR Fu W CRECE KNS F R R A S
3.15

AL key loading; KL

FLEBEFFREFHAL RSB EL LT MR,

3.16
FI#FHSL % manual key distribution; MKD

—FMAENEHFEEE T FRATEAIZNF R,
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3.17

FIF$AEN manual key entry; MKE
FH g8 A A O SR S B v B & T 0 A RS L

3.18

FEHE  key dispersion; KD
HREFZFARLFEAERNTREANIE,

3.19

#4048 key componet; KC
ENE TN EH RS .

3.20

EATE $:

PIN pad;PP

RATEAN NRAE K —HEF SRR,

4 ZERRIE
T 5 45 g 15 & A T A SO .
AMK N % A (Application Master Key)
API N AmBERED, BN HEEO (Application Program Interface)
ARPC B2 A [N 7 3C (Authorization Response Cryptogram)
ARQC FAUHE R B 3L (Authorization Request Cryptogram)
CBC (rAFBR)FGSHEER (TR (Cipher Block Chaining)
CFB (G4 2505 1) 8 RS R (AR 7 20 (Cipher Feedback)
CK FEEHA (Control Key)
DK BIEEHA (Data Key)
ECB (FHBEBH B TFEAR(TEFO (Electronic Codebook)
Hash B R, MR BEER (Hash Algorithm)
HSM FEHLIMBHL (Host Security Machine)
LMK NS (Local Master Key)
MAC H B AR (Message Authentication Code)
MAK MAC HHHE %9, B TR EH (MAC Key)
OFB (o4 S ) B BB (TAE 20 (Output Feedback)
PAN FEKE (Primary Account Number)
PIN N NIE G (Personal Identification Number)
PIK PIN & #41 , )& T 53R %4 (PIN Key)
TMK Kug EHH (Terminal Master Key)
TPK Ryt PIN hnss 2544 (Terminal PIN Key)
TAK K MAC H %45 (Terminal MAC Key)
TEK R SN % (Terminal Encrypt Key)
ZMK X 5 3 %% 4 (Zone Master Key)
ZPK X35 PIN fin# % 41 (Zone PIN Key)
ZAK X1 MAC {8 %4 (Zone MAC Key)
ZEK X 35 10 2% %5 BA (Zone Encrypt Key)
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EFARPBEEES.

5.2.3 EHFMR

ERMBFEEBIT EHANZ2FE, TRANEFHERMBERPAFAHT. TEARBERS
#H i A RE T AL, F 04 RPN EEANEEL B 2 AT BES A A R R .

WP 9 R B R W PRI T A e A 68 A S HLSL .

R F e AR 4P A 7 St BB AT LA SOO7 NP B . BB S SO BT i R B, Xl A B
fish 52 B5F , 6 SBEAFA B BT A

5.2.4 BHIEN
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5.2.5 BPAEFH/HRE

ERMBEFEFHVN RS EEHA REFANEG/ K. & 0818 4 o & 6 B0 B L #E SOE
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5.3 BEHLE

A TSR TN R AT 2 N E YR AR A R A RV A R BEALEON T 2 GM/T 0005
BER,

£ B BCHE B T HLIT T B4 BE AL SR & A 28 7 5 ot RS RE R T | )R I | e R V0 A e R A U 45 A B Bt
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a)  REEREI

#K4E GM/T 0005 Z3R 47 FEALEGE R ,
b) TR
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o KM H AKHE GM/T 0005 ZRHEATHM 5
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1 REEDLECR E SR, 0 R 5| SR WA A8, A E R 7= 5 i BE LR R 48 R 3.
d) AR
D A
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HEHMBEN TEERAES.
5.5.2 HEWIt

EMBEFEBYN R H KiICFR6e, ANREEEEFMAEF LR, —FHENAERR
BHEHEREER, HEPENBSITE., HES R TS 3 XER.
a) BMEHE GCREBROBETH, AFBERAERESENBRE.
b) BHHAL.EXFHFHNELEN AFETHEARR . BHEA UL BHEH . BHH
B BARE B E.
o BITHECERRENET LIRS, AHEREHEY 54 MBS,

5,53 ZRE®E

R EEETEET RN, SREEHELITAA RETEE D EHIE, RaEHEI RN LI
R wmREHREEMERER,

5.6 E&&EWMBL

ERMBEFEHILOTGEL, MEFEm A FRAFRN ERRARRNHTRELE B RRE
H.HETEHAES .
WA IVIRE A BB BT .

5.7 #&FER
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£ Tl U 2 T ML A SR AR A BTt , R R g BEASE SRR BE A EL RS W
7.2 HEWEO
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B IREE R 1,
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n AT AR K BE IR
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H FAHEEI R, O~ YHIA~F
N R R 07 ~197
B IR (FT), X700 to X’FF

722 ETEBRAE
BRAAENS 2.
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HAfRE, T rHEAM R
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3 H DN TN S (S A KA = 127 B AR AR
KCV 16 H FHARKE
HER Nt A g AHF
7.3.1.2 BAFH
BHEH M ZMK #5758 LMK £,
WA K 3] &
HEPSES Nh A
Ay

FHAKAE 3 sl —ZPK; 002’ —TPK;

‘00A’—ZEK; 402’ Qe ees
A ‘1’—SM4
‘2’—SM1

7.3.1.3 SH#FEH
BES M LMK £

LD KE

HEk Nh A

ey 2 A “A8”
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HRE
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HER
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A
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AT IR, fER”

Al kI, B ZMK hnss 7 RAnak
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HER
5 i
HEk
i o AR, 7
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HER Nt A i A M
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7.3.1.9 PIN KiE

@it B S PIN (9 5 2L R IEf ZPK IR 79 PIN 3R,

wWAE KE
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fir 4 2
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ZPK 1A+32H
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PIN 7
HER Nt
- B KE
HEk Nh
M o7 A XA 2
RERT 2
HEER Nt

7.3.1.10 PIN # M) ZPK Z LMK
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N K
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=87 %%iv 1
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i3 KE
HEk Nh
M) o7 £ A 2
RERT 2
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HER Nt
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# PIN $t i TPK &3 #1k N LMK £,

W KE *H
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i 2 A
87231 1 A
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PIN #t 32 H
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PAN 12 N
HER Nt A
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H Bk Nh A
e N7 AR A
RERH N
PIN 7 N
HER Nt A

7.3.1.12 PIN A LMK %] ZPK
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BN K 3]
HEk Nh A
wmA Y 2 A
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PIN 7 N
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7.3.1.13 PIN tR )\ ZPK1 & ZPK2

% PIN 3t i ZPK1 fR#r%4k R ZPK2 £ 4.

BN KB
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ZPK1 1A+32H
ZPK2 1A+32H
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PIN #& = 2 2
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HER Nt

W KE
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R BRI £ AR TR, H U AT 3 R 0 4% R A AP R A AR SR IR, X B
SR BT A G O 3K G im % AR B R B A AT B — W

S R 5 S B A A 5 e BB LS 8 — DB IR B R R R (MIbit/s)

9.2.7 dEXIFREEES B K HY 0 22 M AR A i

B — A KPR R SCHEAT I/ R R, B BE N KGR H SRS T, AT 80
WAL R . WK HEFTZ W, RBCOFRE.

S H 2 R AR X RR B B, IO I 3R BT R 4 BT A S X R B B vk B LA i B AR

X FR 2 B B R B 0 4 P BB B S — IR RP (tps) .

9.28 WEFHFHEMRENK

B — A KB R SCHAT I ENE S, A EME N KGR SR B T, AT 00 A B R
DL B, WA HEAT 20, SR BUFHE
PR A S M RE BRI 5 — A K U RR R (Mbit/s)

9.2.9 BEMEE & FMERERR

iSRS F LA IR KRR L A S R BEDLF 5 N 4, WE S BEs | T,
BRI HEAT 2, SR BCFHME.
BE LA R A= #5 BB B AL 58— A JK LR B8 (Mbit/s) .

9.2.10 FEXFRE AL M HEREA R

4 RSO B LIRS S R A R B I iR R A T, WA # AT W, 3F
X R 25 4H Ak B B BB 4 A SR B B 34
JEX BRI G A B RE BRI — A IR (tps) .

9.2.11 FXNHREDMEZEEZERENK

4 BB B ALXT 256 F W AR MAE REH NS TTE EERAE N K WRILSERNE T,
JE 9038 B 0% e R LA B . YU RN R AT 25K 45 R BUF ML
S AT R R G — KB (tps)

9.2.12 FEXHREWEEE S MK
L4 BB B ALY 256 F B R X AR ST 2 I RAE 4 TR A RAE N W TR 58 A
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B T. TSR AL R . W BEfT 20K, SR BCE B E .
Ko UL A% 25 THA Pk R AL 5 — A IR A (tps) .

9.3 REEBMMEK

PR35 P PR U R 4% B GB/ T 9813—2000 H1 5.8 B BERBEAT, HEERMAF A M F“6.4 FEE
BLH#E” B EOR .

9.4 =£®M
TR AT A5 8 HHER,

10 SH&FE

% 9.2 IS E & TUR I, BUAE B — TR WSS SR A4, HIE S 7= B R B
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