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4 | ETEY AtomKeySet SGD_UCHAR AtomKeyLen iéz::.ﬂi’fﬁziiz
R EHENE
METFEHEATERER

5 | BEEEHRIN | ChkVAlg SGD_UINT32 4 RAWL, RA SM3, Wik
OID #{E GM/T 0006

6 | Bl AtomKeyChkVLen| SGD_UINTS 32 FreEfgRENKE

7 | BER(E AtomKeyChkV SGD_UCHAR AtomKeyChkVLen | fif 8 il T & g0 p 2255

8 | BERES%ER KeySysID SGD_UINT32 4 LA TR E S X

9 | EREEERHR KeyDevicelD SGD_UINT32 4 Eifgf AR NS
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7.3.1 BHRERREREDO

JA R, int SMF_GenAtomKey(

SGD_CHAR SourcelD[ 32 ],

SGD_CHAR DestID[32],

SGD_UINT32 ParaDatal.en,

SGD_CHAR * ParaData,

SGD_UINT32 SessionKeyLen,
SGD_UINT32 SessionAlg,

SGD_UINT32 SignAlg,

SGD_UINT32 DataSignLen,

SGD_CHAR # DataSign,

SGD_UINT32 » AtomKeyLen,
SGD_CHAR #* AtomKey,
SGD_UINT32 * CipheredSKeyLen,
SGD_CHAR = CipheredSkey,
SGD_CHAR x* AtomKeySign

)i

k. HATEHARRETABETREITRFES, SEAREPTLIAEEN AW

FEHMEIR T4,
2. SourcelD[ 32 ][ in]
DestID[ 32 ][ in]
ParaDatalen [in]
ParaData [ in ]
SessionKeyLen[ in |
SessionAlg[in ]
SignAlg[in]

BEH CHEEHEBRILD MRS —FIE

WO BSR4 B ER) & —R R
FHERSBKE

FHHLE RSB

FHERMNSEFHAKE

FHA R SEFEHNERERA,Z2 1 GM/T 0006
L EHRA,Z2 0 GM/T 0006

DataSignLen[in] BEAKE
DataSign[in | X1 SourcelD//DestlD//ParaData %5 24
AtomKeyLen [out] R FEHNKE
AtomKey[ out ] HEHERSEEANENETFEH
CipheredSKeyLen[ out ] mERFALERSEEHAKE
CipheredSkey[ out ] RAZEFT (EEEBIDAANENFEHE RS EFH
AtomKeySign[ out ] XT SourcelD//DestID// AtomKey//CipheredSkey 4524
i [8]1H 0 LT
iE 0 5, 38 [E] 45 R GRS
WE: D HFHEHEPORESEH BRSO R TSRS, I AL
AT LAF R B #F 17 % 4 : SourcelD//DestID//ParaData, SignAlg Z¥48
ERELAAEN SRR EMEFE;

2) FHBEEPLAAAEONBEFHERFRESN;

3)  WPAE AR B W R UL B 5 0 R B 9 88 44 2E AT R E , IF EXT BT
R DestID BE A A HME—17 A, IEBHRFS GM/T 0015 ZR;

4) WREIEMEXELE, FAERRERETHSR LR R T8
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5) FHAMERTLEERKENSEEH HERNREMFITERNEFEHHE
T imeE ;

6) FFEHA AR B R A W S HL AL B X LA e b 304 2 4748 4 : SourcelD//Des-
tID// AtomKey//CipheredSkey, &£ W ES5iIFHAE—3;

7) R B PO X e R 33 A8 4 47 R IF HE X SourcelD & F b A M —
iR

8) HWHEEDLAXBMFEBIIAYRESETY,.FHASTEEYREERTFEY;

9) FHPOLAXMEEINFTFEHINFER FEAFEMEFHBIRES.

7.3.2 FHEEESEZEENO

BHTEXFHEHEESHNTETENA API £0O,
R GM/T 0050—2016 9.4.1 H1 i) SMF_SecTunnelSendData pf %1, %5 1 & 1 15 4 B { 7£ sendData

FEB.
7.33 HEGEEHEFERO

BEFLDRAFANESFHETERANZED ATHEHSA. FHEFEAREMN LA SFHREH
BHX, AENEE FAEELEQFLTHEAEA:

— R RRIPEFhEED;

—®HT RO,

— FHAERREO;

—®FHRHEO,
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B R A
(MFEHEM R
FiIRLE N

XAl EREENE

KDR_BASE +0x00FFFFFF

7k i s SAH %
# define KMR_OK 0x0 ¥ AE AL Zh
# define KMR_BASE 0x0E000000 B 1 Y 3
# define KMR_UNKNOW_ERR KMR_BASE + 0x00000001 F AR
# define KMR_ID_ERR KMR_BASE + 0x00000002 ID APCE
# define KMR_VERIFY_ERR KMR_BASE + 0x00000003 K& HiR
# define KMR_SIGN_ERR KMR_BASE + 0x00000004 £AER
# define KMR_DECRYPT_ERR KMR_BASE + 0x00000005 7 &R
# define KMR_ENCRYPT_ERR KMR_BASE + 0x00000006 I 8 5 R
# define KMR_KEYNOTEXIST_ERR KMR_BASE + 0x00000007 HEAE
# define KMR_KEYACCEPT_ERR KMR_BASE + 0x00000008 e E R
# define KMR_KEYGEN_ERR KMR_BASE -+ 0x00000009 W8 4 R R
# define KMR_KEYDEL_ERR KMR_BASE + 0x0000000A R R
# define KMR_KEYACTIVE_ERR KMR_BASE + 0x0000000B 5 BUE H R
# define KMR_KEYREQUEST_ERR KMR_BASE + 0x0000000C W R H5 R

KDR_BASE + 0x0000000D

- i 4
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B3l Ed
KeyStart]l ; KeyLenl : AtomKeyClassl

KeyStartN : KeyLenN : AtomKeyClassN

AtomKeyClass HJF FHARBBER . FFHEASERV B EER & iR, FHEE P LRI\
PLEBCE S, WA N GERERT AR, N 4 KeyClass 288 , N B KeyStart NF 5
i, IR BN KeyLen BBEVLE . HFE5E EM KeyClass B X &0 R FH 4.

E‘ﬁﬁﬂ*-biﬁﬁﬁ;gﬁﬁ%iﬁﬁﬁ*ﬁ%ﬁﬁﬁm ParaData B5 i\ @& B.1 fr7s .

#ETFAR ML
(KeyStart) (KeyLen) T #e

- e L -~ Rre&d -

B.1 A4S 3EHE ParaData X

A BB AN RN, FE R EFHAFAN R FEASH. BATHERKE AR
FERELBCE 91, IR 7 S SR AR P AR TN e A B E BT 5.
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