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so= Ko | do || Ko || K16
51 =K || dy || Koo H K7
sy = Ko || do H Ko H Kig
s3 =Kz | d3 || Ko || K19



s4 =K,y H dy || Kos H Ky

ss =1Vo || (d5 | IVi7) || K5 || Kos

se = IV || (do | IVis) || K || Koz
s7=1Vio || (d7 | IVig) || K7 || IV

ss = Kg || (ds | IVao) || IV3 || IVia

sg = Ko || (do | IVa1) || IVr2 || 1V
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s1a = Kia || (dua | (Ks1)pp) || TVas || TVy
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dp = 0100010
dy = 0101111
dy = 0100100
ds = 0101010
d, = 1101101
ds = 1000000
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d7 = 1000000
dg = 1000000
dy = 1000000

dyp = 1000000
dyp = 1000000
dy2 = 1000000
dy3 = 1010010
dy4 = 0010000
dy5 = 0110000
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W = F(XO7X17X2>
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W =F(Xy, X1, Xs), BE4FW
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TH, RMIZ—SHENMERTEFHNER,
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&
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. Xo =571 || ssm
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2. Wy =R HX,
3. Wo =Ry @ Xy
4. Ry = S(Li(Whyp || Wag))
5. Ry = S(La(Wor || Win))

HHS = (Sp,51,5, ) AN FEMS-&, X—#H 5 ZAZUC-
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F B AMDSH [5 . ZUC-25631 & 8 & — 40 /= £ — N32-th i F
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KeystreamGeneration()

1. Bitreorganization( )
2. 7 = F(Xo, X1, X2) ® X3
3. LESRWithworkMode()
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KRER/ MM ENBERP IS, AX—TBFREZH/FHLT
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2. MW Tag = (20,21, , 2¢-1)

3. fori=0tol—1 do
_ /\W (ZH“... >Zi+2t71)

— Fm; =1, WTag=TagdW,;

4. W, = (Zl+t, T 7Zl+2t—1)

. Tag=Tagd W,

6. & ETag

ﬁ%ﬁ’?rﬂ& HINERRZ, AT b hEsd, £KERXA
T,
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1 AT HEMARAKE, FRANEEMT.

dop = 0100010
dy = 0101111
dy = 0100101
ds = 0101010
dy = 1101101
ds = 1000000
dg = 1000000
d7 = 1000000
dg = 1000000
dy = 1000000

dyo = 1000000
dy; = 1000000
dy2 = 1000000
dy3 = 1010010
dy4 = 0010000
dy5 = 0110000

2. M T64-LRTERKE, IXANERLT,

dp = 0100011
dy = 0101111
dy = 0100100
ds = 0101010
dy = 1101101
ds = 1000000
dg = 1000000
d7 = 1000000

ds = 1000000



dy = 1000000
dyo = 1000000
dy; = 1000000
dy2 = 1000000
dy3 = 1010010
dy4 = 0010000
dy5 = 0110000

3. MTI28- LMK E, FiRAMESIT,

dp = 0100011
dy = 0101111
dy = 0100101
ds = 0101010
dy = 1101101
ds = 1000000
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d7 = 1000000
dg = 1000000
dy = 1000000

dyo = 1000000
dy; = 1000000
dy2 = 1000000
dy3 = 1010010
dy4 = 0010000
dy5 = 0110000
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2. AWK, = 0xff, M T0<i<31l, MAEEEIV, = 0xff,

0 < i < 16KV, = 0x3f, 17 <i < 24, N3L204 5% 40 5% &
A
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— 251ab65b,949f7b26,ef7157£2,96dd2fa9,df95e3ee,
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AERLHI32- LU A AR A, 64- LR AR & 5 128- L AR & 2 Al T
— 32-H R IAIE AR 25 90972274
— 64- tL A IEAR X A 67325499 0034d38c
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2. AFHK,; = 0x00, XF0<i<3l, MAekEEEIV;, = 0x00,
0 <i<24, [ =4000-tbFFHHEEAM =011, ,11, N
1000
AE R B 32- EL AT 4, 64- bR AR & 5 128-th & Ar &4 Al n T
— 32-HL R IA AT 25 N 8754f5cf
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— 128 W EFIAIEAR 2 A df1e8307 b31cc62b ecalac6f 8190c22f
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———
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———
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— 32-HbRF A IEAR 2 1 5c7c8b88
— 64-HL BN IEAT & K ealdee54 4bb6223b
— 128- L B I IE AR & 4 3a83b554 bed08cab 494124ed 94473205

ZUC-25631 5 A 1y %2 2 M B Ar & 37 #E5G R Fl 2R 48 T #7256 H 4F
e, FTINVES 2K d, ZUC-25630 A0 ¥ 2 fEAH 4 T
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3 ZRiE
TEAHE, 14 &TZUCZE)G/E My RS, KNERFH
X ZUC-25637 55 A 9 AT 25 A5 - 4T .

1. Specification of the 3GPP Confidentiality and Integrity Algorithm-
s 128-EEA3 and 128-EIA3, Document 4: Design and Evaluation Reprot.
http://wuw.gsmworld.com/documents/EEA3_EIA3_Design_Evaluation_v1_1.pdf.
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