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Archievus & GPCoder
Archievus $1ZEEE102441
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=5, FETEESEERITS
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» 1989 — 2004 #IHFIF

HRFEERE LR ESEE 1989 F, BEFENEL - L - KEFA
TER “ADS” WARERE. ZHSHETEEMETIINER, FERRR
RIEEINEESS 90 REBEmENE, EENBEEXHNBEFTINENRE, BEFE=
FBHENER 189 ETHINTNERIE, WZEEBRHITHER.

» 2005 - 2009 F=HiTi#A

16 /5, IRHESHBREAATHINE . X=X, BEERKNAIRELE,
RENNEFRRE T HRBESHIORS. XES, LL2005 FIMAIET Archievus
HERRESRAEREN . CSER T EERAER 1024 i RSA IIEHL I, $ETH
FHY “BRISE" S RLUREUT TR, &9 GPCoder WASRSEMER, £H
A EWETMINEZRIRM L, BRATUERER. XL RSA-1024 JNERIX
R, TTixIZEL. GPCoder U IZINARE — N K BEEEHIFRRS -

AR5 AR, 130 GPCoder IXIERIENZRR S E A B E
BEltt, BRES—EREARRMNE . B 2000 F, $HRH/ESRED THIN,
—HrE 7 Vundo RIBMIMES, SEXIARPETENT, SMEBNEZEFE, BSH
PiziTRIVEERER, ENMASRES . I, SHRVESRIIRATNERER
2005 F£ 2009 F 2 [EEE2] T IRAHIETT

» 2011 — 2012 KBLEE

2011 FRFRWEMNEI ZF ., —5&F 9 Winlock Trojan EIRFSEE
ERREGER, THEEEMWINELNNE, MEMERNRES, BIEAFEE,
WinLock Trojan LA Windows 1B{EREZ N BIR, HESI T =RiER%, FHEF
FFHERTS, BRIMIBEI T BEEE. 3 —FRIRIE, RELETEFIRT ‘@
ZEIE" RENMERE, ZBREREETE—ERRMIKE,

2012 &, B—HE a8 =imE REVETON FHAR T, B HUENAA( 41
W FBI) , HEMERFRZ EADAEELXE, RAEBERSGHIE, FEKAFLIE
£ (40 Ukash g paysafecard ) B985 (&S .
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2013 &, WinTrojan XFZzhdm s HiErzUi, BN A2 —FhE R
RIEIEmE - Cryptolocker, EEXEXNAESHMTHITERE, ARXKBAE=X
WX MEE, SNBINEFRBERERSLEIFEX 4. CryptoLocker 5k 2048 {7
RSARIFHIFFRITING . XEWE , BB EEIMm T E1E7 sEE OB iR g,
ZATIX AR A] BEMERF AR

2016 &, BEREI 7125 ItRERNEIZRRSZ— —Locky, BEXEE
SR8 EHENASERE, AslEigXRaEEZ1X 10000 M#HESE, Locky 93
EWENRAIETIIE . BTFETIOESEEEFEIROSE AR 2, LA
WERRIIERFER . Locky IERFMBESFVERIX—4FR, EEKEF =,

£ 2016 FEE—ENHRBESIAE KeRanger, ALK, Mac E4—B
WIMERE R T REEMNEL, B KeRanger .9HINLE Mac RSBt T §
RWENER. RS ANINEE, 112E1E Mac R TER.

BEEFRINIE SRS SIS URNA, BB SHRAEIRE R 2R Ea,

) 2017 — 2018 £EkIE %

24 2016 FHRELBR THEZTENIRFRSEREN, BREIEUHTRS
E FHRESR, BE 2017 £ WannaCry, XE—FNEIRERTE, EERE
150 SMNERBXAEHERBS . WannaCry RIEEERE MBE A HITRIL S
FE] o

WannaCry #] B8 7 Windows FIR EMRAFHIFIE —kiEzE. —BEX
B —8IRBHE R, WannaCry fia=id BRI NN EMEN, X2
WannaCry 80t ZEEHNREZ —., WannaCry ER{FERLIEM S 1ESR, &
EB NN, BiES T HEFHRImES

ML ELZEeMNEREXINEFRLTALE, I ELXE2EHTEBRASTE
OfficeScan11 SP1 BURINEE 2R A “TIE” , WETEBHEI AMINIKEHE
RE—REZRER WannaCry %2 .
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Sodinokib, GandCrab =%

WEZE£TF 2019 F& 3% Sodinokib $IRFHHN TN G, ZFEES5ER
GandCrab $iZms1E(1, REFANSRMEHITIERS, (h3Epk word 3k, LN
REIT . — BBz, #EFR XS HINE . ENE Hir 9B R
B REFRNVTIEAR

[B94i 5710 readne txt — i@HE .
THE REE #0 ESW R

———=== Welcome. Again. ===—-

[+] Whats Happen? [+]

Your files are encrypted, and currently unavailable. You can check it: all files on you computer has expansion 9qj37lu.
By the way, everything is possible to recover (restore), but you need to follow our instructions. Otherwise, you cant return your data (NEVER).

[+] What guarantees? [+]

Its just a business. We absolutely do not care about vou and vour deals, except getting benefits. If we do not do our work and liabilities - nobody will not coope:
To check the ability of returning files, You should go to ouwr website. There you can decrypt one file for free. That is our guarantee.

If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data, cause just we have the private key. In practise -
[+] How to get access on website? [+]

You have two ways:

1) [Recommended] Using a TOR browser!

a) Dovmload and install TOR browser from th;s site! https /{torproject. org/
b) Open our website: http://aplebzudTy T njpplbybrémket f 6nfGaq2nmynyd onion/822263841CFCDETZ

2) If TOR blocked in your country, try to use VPN! But you can use owr secondary website. For this:
a) Open your any browser (Chrome, Firefox, Opera, IE, Edge)
£) Open our scohndary webei te: Nttp:y/dacryptar. top/B222€3641CFCDET2

Warning: sccondary website can be blocked, thats why first variant much better and more available.

When you open our website, put the following data in the input form:
Key:

awrP40ulL8ENSED 851106 32k 5EFAN d+kOmi00 /4P T cZ+EGg PP TallY ¢ 262 THVE
JhEyDud]rd%he qbvdgm/r+Aanh¥ SNOPYSi t 22RwsGE 7Bl 06rFhIrQSwsdJFFQHNa
K1XBZDHS jSN5] /CnF adUIrPT1s3Wc TnlbENTF ¢ XmueK 9KPUAOUF CXeTZwT ol fe
15450/5gBgH] NuhAyNTH] / slorel c dadyG0C omol 1 9PM4wr+1vkdoBZS a2wkFBL 21 L
nGOKT8u/ZB/ 208 ] qT64V1 £oT ILwmOH j08GSYESagBrHBwi wh aWTEdnul 8T492 N
/V4F1ZhVbEnlF s dyuD54AdpdeKu0 0alAS 8 sullfHz /K 6xzmj iphdG 3ck 36t dWrrwk
KULAK tudszN/9wC s28TPp T dun¥+SEba9aNY t ScHok 2957 dynCT 1 Spndilw jRoQL

[ Sodinokibi B1ZFEHIRREE. |

SRS %2l E5K 7B iR il EER GandCrab $IRBE&HLE
M, ZRSERTRINESIRARMNERNRE . HFEWHBEIrEERFNERE
SHEIERIRF, WXRBEHREREATRREANLEERITRESR, BRWAFT
FEE GandCrab hZ5maS AR

© You repiea 1 this matisge o

Frome

EWA
EEEE: 00 = BG B 1458

£2
LE A3 (oo |

From:

Sent: Mandsu May 6, 2019 5:20 PM
To:

Subject: T WM

JdEE H EEE
[ &% GandCrab £z AIMREHBT 4 ]
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Asruex =&

A MacOS G| T2/t T 2019 F =22 EFk. E MacOS 19
BIIRRFEERATERBSH Excel X8, WEES—LT5IERRI Flash Player
Y fE—ite,

Album.app.zi
'.l- Pp.ZIp

Path: /private/var/folders/c1/yz2_p7pS57nsbwg_8c90hj6th0000gn/T/BetterZi

Kind: ZIP Archive
Date Modified: 10/23/19, 8:31 PM
» Size: 41.7 MB
Packed: 20.5 MB

Item Count: 113
Lt/ XZIP : -
Extract with preset <]
Name Date Modified Size
x 41.7 205
v a}'let.lm.app 5/27/19, 2:41 AM MB MB
: 41.7 205
¥ | |Contents 5/27/19, 2:41 AM MB VB
v 338 135
v [ MacOS 8/20/19, 3:44 PM MB VB
Flash Player 8/20/19, 3:38 PM 38 KB 12 KB
7 338 13.5
.Flash Player 7/25/19, 5:31 PM MB MB
v | |Rescurces 7/25/19, 4:59 PM 79MB 7.0MB
» [ 7 de.lproj 7/25/19, 4:59 PM 62 KB 22 KB
» [ zh_Hans.lproj 7/25/19, 4:59 PM 45KB  19KB
> i,ja.lproi 7/25/19, 4:59 PM 53 KB 22 KB

[ SIEER Flash Player IR4BE—2a/E1 1127 |

HRAFPLARETEER Flash Player NEIRY, EE=EENTEIIER, B
FPIRMEZ DT, Asruex El]fa‘ﬁ*&w\ PDF x4, £ Word 5 PDF s NEEMRD.
R E IR MacOS 518, I Mac [ e FiRgBERE, Hixkzn C&C

RS 5 AR E S qE’J Excel AGEREAY C&C RSB E82E1L,

ZIRH=REEFEBMA Flash Player 3X4: &/ARATIEERA (TER
¥ HEBE R Trojan.MacOS.NUKESPED.B ) . MTEIFEILIEZI, #4 Flash
Player XA /NFER, B/ E % Flash Player B9EEE, &iERA
[9 Flash Player Nt . RBEFFETE, HiASETEa20 Flash
Player, AZIRRIEETHER.

Album.app
2 Bm o o=

Name ~ Date Modified Size
v I'_I Contents May 27, 2019, 2:41 AM ==
Info.plist May 27, 20189, 2:31 AM 3 KB

v [ Mac0s Today, 8:07 PM -

B .Flash Player jul 25, 2018, 5:31 PN 338 MB

H Flash Player Aug 20, 2018, 3:368 PM 38 KB

[ 4Bz iR a1 Flash Player 324, —&EIRAFI—MEEHRA |

10
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Maze =&

Maze (IXE ) B1RHEESWIELEFEEBIR. HRINZEiEESEINER
YHEEINENRE, BASEECHRIRRERE., Maze $1IRBESIIOXETEE
WHHERE, BESEEBETUS

(—‘agenzia (‘ﬂ ©
«swntrate :q =t iscossic

a Entra

SecurID' ,

Questofile & protetto con chiave REA ¢
Abilita il contenuto per vedere queste documento.+

Novembre 27, 2015+

—-BEGIN R5A PRIVATE KEY BLOCK

o
Version: BCPG C#v1.6.9.0¢

M
EoVkqZ4QUFIR AU YDEZWZSaeTHOCSETKPdA rpG4T T FINcly C9hny cl METAIATBE YR ¥ efojgud/XemOn
47U OyL 3674Dx q0SR jA TLTTwhe] CATF 3y-+3#5 T457Zu38D 60G GV AtV eEE S 3un WD Y rybnOR 85 16NT
0=Elu2{D8EO+4E 0 VkqZAQIFIR AT Y DFZWZ SaeTHOCS TP d Arp GAU 1FINcly COhuyck MEIIATEE YiR Ve
Foigud/EoVlqZ4QkFIR AT YDFZWESac THOC S TkP d ArpGAT 1FINcly COhuy el METAIATBE Y R Y efojgnd/i
emOnAi7al OyL 3¢ 74D xq0SRjA TLTTvha] CAIF 3v+3(y TA5TZu3ED 60G GV ALV eEE 53w WD YrybnOR8pS
16NT0=Elu2{D8E0+4E 0 VieqZ4 QkFOR AT YDFZWZ Sae THOCSFTIePd A rp GATU 1PN ely COhuy ckMETAIATRE
ViR Yefoioud M emOnAiTnTOvL 374D xa0SR A TL TTvheJE oV kaZ 4OKFIR AT YDFZWZ Sac THOCSThPd

[ #5809 RSA SecurlD g9iEEIRY )

BRhaths, AABESZEEARFREYE, ARETHET, EEEEE T
KEERRS AU, T AERVEMIY, EHEIRFASH T EIFIN 43
MREREDTNH . ZUBRITEREBEERFTIEE, REMTERSES hxxp:/192.
xxx.210.xxx/officeupd.fit FaEr&ERERE C\Windows\Temp\ibz.exe, AR
ITERERER, TR

. e (aVBLI)
dFath = Decode (StrZhrr (eFath))

End If
oadleFile 0, ML, dFath, O, O

Leation appears Lo hawe besn made with an older version of the Microasfh Office preduct suite. Fleazs bave the suther save thiz docun

TZArr (strl
tr2her = Split (st
End Fusetion

£}

BT THIIRERSE, ESIERGTHIEE. TlllEE, RS
(B, MEEMNENERIIZENRS, BUREERERFBINZEABERK
FENFIRE

19 F 5, Maze #FEmEREIKEIEEMTRIB L HISRE Southwire & ie
MBI RIS, BeSik 600 5ETT. RFREWEFBRINEZEE, EEE
i, AR MW EEH TER.
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RaasS #lj#ic

REESRTENE, FMEAE— 1R, $EBIPRSS (Ransomware as
a Service, RaaS ) , BET7H4ENRRS ( Software as a Service, SaaS ) HItERY,
XMEFTRAVMRED] LUFERBLLRME 25 FRYIETE D 7, BAAZERE DR AKS)
RWE, XBELREEAFLEZ].

Ransomware-as-a-Service (RaaS) #1Z=EIREZEESHS T

RaaS UIsFE T SaaS, RSEHEBEAHSHARKBNREREEERRE
SPH, Mmzg ARBEd=RITHIBEU T EsE HENh VRS SRR R#ER
WEAIMWEILIED F . FFEMNESIRMERZRE, DINRFRIWEHIEMINR, &
EMERIY, SLIBEKREIRNS . WEE—BHRMY], EFHBoEE oELS
RaaS IHBEHIAAAR, XEESETMN T — 1 =& An . XFMERICRS T
RENNZILTEDF, EEREBHILIEREN_ EES RaaS #HE AL &, U

12
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§ RaaSberry v1.3.0 - Ransomware as a Service

About
Logn About RaaSberry
Reqister
RaaSberry provides customized ransomware packages that are ready fo distribute. The packages are
Support pre-compiled with a Bilcoin address you provide, and we do nol receive any form of payment from your

victims.

We also provide a Command and Conlrol (C&C) Center Io manage your viclims and view individual AES
keys

‘Once the ransomware Is executed on your victim's computer, it will encrypt every file type that was
specified when you created it. it examines all local drives and mapped network drives, and encrypts
the files with a unique 265-bit AES key that is generated on-the-fly. The AES key is then encrypted
using your unique RSA key and uploaded

Upon comgletion, the desktop wallpaper will be changed to an image with instructions for paying the
ransom. A text file is also created in each folder where there are encrypted flles withi instructions. The
instructions are available in English, Spanish, Mandarin, Hindi, Arabic, Poflugese, Russian, Japanese
German, italian, Vietnamese. Korean, French, Tamil, and Punjabi’

After the victim has paid, the AES key s provided back 1o the program to aliow decryption. Many
ransomware programs require the victim fo download a separate decrypter, but RaaSberry has
built-in decryption once the C&C server provides the AES key. If you are not subscribed to the
CAC service, you can still provide decryption service via email by manually decrypting the
wictim's AES key.

[ RaasBerry, RaaS [R&EEMEANARH ]

Plastic = One Month C&C Subscription

» 250kb Unique EXE - Combo Encrypter/Decrypter

« Compatible with Windows XP to Windows 10

= You receive 100% of the ransom paid by the victims

» Supports Delayed Start, Mutex, and Task Manager Disabler

» Ransomware still works if you don't continue your C&C subscription
= Free support with active C&C subscription

Need 0.01306361 BTC

Bronze * Three Month C&C Subscription

* 250Kkb Unique EXE - Combo Encrypter/Decrypter

« Compatible with Windows XP to Windows 10

«-You receive 100% of the ransom paid by the victims

= Supports Delayed Start, Mutex, and Task Manager Disabler

« Ransomware still works if you don't continue your C&C subscription
» Free support with active C&C subscription

Need 0.03265903 BTC

[ RaasBerry 9EB o= R1ITIRER D ]

13
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RaasBerry 796, ©B7&EHIIRS ML, BRI LIERNL ESRISZ#RTERINA,
ERZERE, EREXR, ATHEMNAER, SPAEBEIBED I 5 MER.

XA SRS, RaaS LI LIREN:, EABFEEREIS
HIXEE, IZE ARSHEMEIIMIE—YIEE . MY TRSERE, XEE T (1R
FoRI I, I IRFBEEREMN EMRZ RaaS IR REEm, ZFEHBRIENT,

RIEEUESMIIRERST Datto fUEE, BXMTHESENEIL, AIRZEM
MRTIEE 46,800 £, mizstke. MBS, WK/, FEIER SN
TRDIRE, #SeREREE . NiaMERIBAIEN Proven Data XHEIRIRE
RNEEHEE TS, BBRRFAZEEBNREAN, SHRWEEITMEN .
I MUFELSMEZENEMN “BF X&R, EEGLIIRRE L TILEENEZER
SRR, FFH, XEERATN T EETRERELE, FEEERT
RENHFINELEDLUSFITZE .

B—hHE, —ERIEAFEER TIXTE . BIRWEZEASE, BEALLL,
SR LR RRIRSS . LR E, $RBEEAY SUIERID RIS RIE IRk
—IRIREIBIK . LT IRIRSHIRNE], RHABREHNRE, BEEZEZNEE.
EREMIEE L, XU T EEREAIE L

Efr#EREmITEs

FZiTEiERE, BT ARARBEESEERNERCESHEREREE, &
FRIPFIFFAIWEE TR T T ABLARAISREE . MEr RETIX
MEELEHIM S EER AR REFNEENEHEE R

EEIEHET . Al BETE&. BFRHSFHFHEFNER, B REd
DUKHIRB FEERNTEEES, —EniEEr SUMNEREERENLE
SEAFEIERARIE . SPRWERER, T LEDRARE. Bl 2575, FAIR
SFEEESFDERIREEITEIURSNEZR — M EE XY, USRS
e, WBIERR, IMRIFEARRE, FENEEGERIBEREW.
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KEREFBOHITX. 2019 F, WERERSEMNEEIKET BET A9
RGN RN ESFFEIRI, $HET REIWHNKREEEREREEMEX,
BRIIERS, Heh 2019 SFEERETPIMIRA T4 40 12%7T.

2020 FFa, 2019nCoV FHEBWFRSEBIARENEEESKEARE
L, MMEReREIHZEENAESRESARSHFRERFNREED, E2AIK
T EF TP ARINETIE
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=k BT
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BXER

2 EiELel, EAEETITUSES GarrantyDecrypt $rarfhii =T

Eofse, FUBERETIHUSHERE, $EEEHS GarantyDecrypt &R Heronpiston Ransomware

N\ SEEENAD Emotet FIBRFFEERBEESHIETSMME, EEHTRESIENE
( 3 Emotet BEMEE, FIFE 2019 - nCov FESRESE s ST , F RS Er il SR
o FhEREE RS . R S,
ai

7\ BLEENE APT AEAN BESNPEEFT R TEa =S
( 2020 £ 2 B 2 H, WisZeEERTPOINAET, & APT BLERTEERESEISEEI I RE EF I TESH
of o TEweBEEEn.

N PR HETRBSIA " SISETRRERE TR, BERRAFIRE
€ ) 7o 1m20190Cov seBrEB R TRREE TGS, BRSBTS RA T,
o KEERNRERE S ERE .  RR , RETTRER R R R,
2020-01-31

2 B R RASEEP BB T

HERRASEESOED, HTHRENSG, TETEN R MNar P ORIEERET RS,
9212-11
ST ARG RESAY Great Plains Health 72 11 5 25 HilRI#ZFRMEE, FAEMREHBFEHT, EHRAIE

it AR
{81137

(\ Great Plains Health EiB#1Z=10EH
=4

2 Virtual Care Provider EBE1EE, EHLEBEEER
( EORREZSIEIEEERSIRER Virtual Care Provider ESE#IZERAEZE, BIT 10 Ny FEIIEEIEN TEAR
o/  TEPATEDE.
2019 5

4‘ Saint Francis Healthcare System E@81FERE
' | (ITESEMNTTE S H£69 Saint Francis Healthcare System M 11 B 20 BFFSIENB &G XIZRE Y09 Ferguson Medical
o/ Group BERTETHEISE,

[ IELZ2FEMBRAFSDENETHRIBIR
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All files on each host in the network have been encrypted with a strong algorithm.
e ei ypted or deleted or backup disks were formatted
es also removed, so F8 or any o

ed a es.
IDo NOT DELETE readme fil
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BPWEXIELINARS SR ZERIAE, RABRSIHEIRIFABSERWS
WEimH, EftimO—fZIbnn, NEER P euERin 0T, 0

FTP. #iEERS . nERESFERR,

18



(&) =2
s L 1IESES 2019 FEBHBIBABDH

Fp

© EREPhERIERIBMEBEIF ™~ &

FESCUERA 80% RUBNRIIEIATHAC LA, XEEMBHBERE S B LS4 aLE
I 2 R ETNAEEMFZ URL, (E5AIaRMEM B INEIRBIT R T
TERRAPREEITH, BRI NBE DRSS BRI mAI L
TERH S —EREENZRAI KL -

© TE&iR | RS REEPE LRGP~ m

5% BN LAIIEE FHp A st ft iz =+ 99% IS ZmS AL, (B8
1% HFRBS I BERHNEHNRIRIRE . BEDRBPSEORNERN, KRiIE
FER AT Rk Z , AR Z I M T A THIFERFE T .

AR HrEEE R IMENZIRBIERAIRIEE T (HIal: REIIBEAES) , B
LI TIER, FPRERImRERE, MISRBESENST &

TEANESIiEHRER

Ransom.Win32 TRX.XXPEQO16P0005
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KENHE, EFRIIRENFREUSZII . MEERBIENERINE
IRV RESY, HRBEWEFE, RHESSITEH 10C ( NEEHD
815 ) 5 oA (NEWENIN ) , H—LFeE W EAI NI AR E
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2019 FpMBEIRSE DT

#

1

2

2%

2017 FLAK, HMFIERDHIHIHERT 20 &, Bomn It EZEERN
HFINE LMY 2300 2f, FERXMEFMERIEER.

Name

_) Bitcoin

4 Ethereum

X XRP

@1 Bitcoin Cash
Bitcoin SV

& Tether

@ Litecoin

{ EOS
Binance Coin

< Dash

@ Monero

7 TRON

& stellar

HAZEH?
20 RIS IR, ORI

Symbel

BTC

ETH

XRP

BCH

B3V

usoT

LTC

EOS

BNB

DASH

XMR

TRX

XL

Market Cap

$157.598.070,.417

$17.638,344 475

$9.876,105,242

$5,836,125,182

$5.268,880,369

$4.626,546,672

$3.571,806,627

$3,435,279,568

$2.599,372,764

§1.118,912,242

$1.117,835,154

$1,105,266,851

$1.066,624,260

Price

58,676.75

§161.38

$0.226237

§320.22

5269.14

50.998602

$55.92

§3.62

$16.71

§120.70

$64.24

$0.016575

50.053361

Circulating Supply

18,163,262 BTC

109,296,922 ETH

43,653,776,034 XRP *

18,225,563 BCH

18,222,577 BSV

4,633,024 246 USDT *

63,869,269 LTC

948,893,139 ECS *

155,536,713 BNB *

9,270,383 DASH

17,402,054 XMR

66,682,072,191 TRX

19,988,842,338 XLM *

Volume (24h)

$35,439,731,366

$14,475,280,244

$2,292,612,576

$4,198,778,916

$4.529,533,276

$43.556,693,986

$4.474,581,985

$4,492,426 808

$338,787 965

$2.220,802,055

$135,811,392

$1,387,116,571

$307,537,286

FRIXIR . BEEEZSHIXKRIMAZTIXIRESG, BREESHNE.

2019 SR LOR 22 m S TAY

A9k, 5 2017 F18LL, 12 msaEERK 1500%.

[FREGEEA

FNEFIRS
Pl AAETIEN s, XEA ARSI RR AT . AR L,
P RBRERZMASRFIBER T, ERMEARNTEIAITIZRIIZED, ST
R AR ENAIE NIRRT B Szl TRk

RO Es kD, 2019 F, RZSHH | LI TSR MABIBI KRS

% 1h

-0.16%

0.11%

0.47%

0.09%

0.18%

0.05%

2.26%

-0.39%

0.08%

% 24h

1.12%

-3.12%

-16.84%

-0.42%

-267%

0.76%

% Td

9.15%

9.39%

3460% ¥

149.20%

0.31%

2313% -

31.34% o

DB DRI INE BB K IR Ol

_

F, 1RIE eSentire Threat Intelligence

RLERYE TANY | S T2 SORRIBAET B0 41, PAME T a0tz m
BHE LR, BEHEIERK, ¥ IEMUKRASE, UNKDMNEKIFEER, 28

SYHTIZH AR, JVFREpA, FZEHNEF 25,

7

it
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SEGEERMEL, UL EFEERIIZT mEBE NI, RS2
BEASNERFENE, EAMBRREHLRGEAR, EEGLISH wEae
21E CPU SRERS (HIaNTTiEskes ) FIEET L ERARRIR . XEWRENEIE
FEHIMPR I, MARERAIAINERIS, SRS hme LUZRIEZRINE S
[ERIXHFAYEXG . SERISS, ILHEEZT mSRE WA .

B IS T

IRRINNEEET, REHMAFE—EIRELST . L, BHNET RSHEER
FZEREEAST, (BREE SIS MR ARRIAKRIETFT, M ByteCoin XEREHRI—P 7
SIBKMRAYIZ ™ (Monero ) MERA T2 mSHEEIEIE.

NIZHZAUZIREENMLLSE, BRITEERE:
1. ATRERZ A XKER. AHER, NEMBEINEZRARKREAIEA
AOfBIE, RIFARIEARIRSRA; BIIFSHB PR ER AL, (RIPEUS RO
*h; BISMNERZ S RIS ZHIEE

2. SteEmARERZE, NZMRATLASIC (ZREMBE ) B, JLiES
RN EEAEA FIa0x86, x86-64 , ARMFN GPU ) EBRUBHITIFR,
MECAF R NFRE T AV RAEGRR

ERHRTHBERERMEMYLUER—& CPUEBT SR, EENEDE

T
o

. Bitcoin

Monero

“
e . ZCash

L Ethereum
o~ | . Litecoin
e L] Dogecoin

772012 2013 2014 2015 2016 2017 2018
[ IZhaEEXEy R LEESHIHnE ]

2018 FRUERL S TAERBMAZ ZICIEPOR T AT HRIEFINE LR
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[Bh BEEEAE

pULE SR TR

LESEBZH RS, EENBFRNEERIRZH 51 ERXRETE, FiEdRs
eaMiL. ENEERE. EEYPISNERAESZEENEMEAISI0, KR
AR

_ﬁgrazjﬁﬁﬁ CoinHive. Crypto-toot 1 JSEcoin ZX K 28iumisH 5|

15J OBAFSHEAN CoinHive 3 1Ea959 6@ iG

COinHive (EES ﬂﬁﬁ CPU )?n&m* . BMERUEE K E], mEiERAna I
PRmtAONI SRS E O T2, MX—FRIIRIE, B L:AFEFINR

==
# Result  Protocol Host URL Body Comments 8 Windows Tosk Monager k
(EY 302 HTTP mackenzie190912.gq  jnewantikas/?nbVykj 5 Keitaro TDS P ——
2 20 HTTP angel200911.ml  [number =800-257-1671 4,564 Tech Support Scam
493 W00 HTTP angel200911.m  [flesjcss Tech Support Scam | applications | Processes | services | Performance | Networking | Users |
Es 20w ang Lml fandinfjdefender png Tech Support Scam
&7 200 HITPS  sjax.googkapis.com  [ajaxfibsfquery/3. 1 Uiquery.mins 30,244 CPU Usage CPU Usage Histary
&8 200  HTTPS coin-hive.com  ibfcoinhive.min.js 77 Coin-Hive Javascript Cryptocurrency Miner
Fe 200  HTTPS coin-hive.com  ibferyptonight-asmis.min. js , 795  Coin-Hive Javascript Cryptocurrency Miner
C11 101 HTTPS  ws00Lcoin-hive.com [proxy Coin-Hive Javasaipt Cryptocurrency Miner
f2 20 AR angel20091Lml  Jandinferr.mp3 Tech Support Scam
Em 20 res coin-hivecom _ib/cryptonight-asmis.min,js.mem 5,873 _Coin-Hive Javasript Cryptocurrency Miner Mermory Physical Memory Usage History

ol i
g@ Statistics :xl Inspectors | £ AutoResponder | & Composer | (=] Log | [] Filters | = Timeline | [ 4 APITest |

Headers | TextView WebForms HexView Auth Cookies Raw JSON XML

Physical Memary (MB) System L

GetSyntaxView | Transformer | Headers | |Textview | ImageView | HexView | WebView | Auth Caching | Cookies | Raw Total 2047 Handles 12245
lle>Securty Wamng Sitle> Cached 1130 Threads 438 r

<meta cortent="width=device-width, intial-scale=1.0, userscalable=1" name="viewport"> Available 1255 Processes 34

robots" cortert="ncindex, nofollow"> Free 183 UpTime 0:04:34:21

itps-/ /=jax goodleapis com/ajmclibs/iquery/3 1 1/iquery.min js"></scrpt> Commit (VE) 333 /4095

les/css” rel="styleshest " type="text/css"> Kernel Memory (MB)
\urwﬂfnrmm.ny “Yartramanay’ sans-serf margin-0 auto width: 1001 padding:0 background-cold Paged 7
i 5
Processes: 34 CPU Usage: 100% Physical Memory: 38%

<body oncantextmenu="retum false;" onkeydown="retum false:" onmousedown="retum false;"><a href="/i php"><img
sro="dataimage/png:base64 VBORWIKGaoAAAANS LhELGAAAAEAAAABAOMAAAAIZTbKAAAAATBMVEX/ TQBGN Th/AAAAAXRS TIMAQDE YZgAAARD JREF Us b YOAARAY AAZY FKaAAAAAS LIVORKECYII="/></a>

[ CoinHive TENISS 28R, T cpu BiR |

CoinHive ZEHAFZIZH jwE, (BEREBEZRILTEXMETIE ML MmieT
P CPU KRRzl AIMGE, RUERk 7IBFEIT A,
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X—REREH SR RFR AT ZEENEREMRE, BEETEAKRS
BEFATAREREENBN, B3RS EE—REENR, *?ﬁﬁuﬁuw
REHIRYEOUAS, FPREERNNEERREII . SEFTERELERE
IFERERIER, —EXESMEHRIRERETAEIRIE, [EEXZAIINER
HRAREM €,

AR S < i CombodJack (FJA CVE2017-8579) , CryptoShuffler
(R CVE-2017-8579) ., BN CombodJack prAERYER S kBt & it -

PCECSRER i S AE S

e O0xE44598AB7442545069

FHKEA2 2F7b3a9f898119968da8 Ethereum

e 4BrL51JCcONGQ71kWhn

“&‘?Ef,’g#gf YoDRffsDZy7m1HUU7M Monero
RU4nUMXAHNFBE

FHEKE 34 1LGskAycxvegh6iAoigevb Bitcoin

Ll 17 FFsk WTtFjSfdod2x

FRE 34 LYB56d6TeMg6Vmahcgf Litecoin

LL‘L sk TZSALAQRCNRQUV

FRE 13

iR R064565691369 WebMoney (Rubles)

FHKE 13

e 7152913748562 WebMoney (USD)

FHKE 15

Bl 4100° FL 410014474125403 Yandex Money
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EZHREESER

RS BSRHEEERMASTFANEN, BN EREsEEa =4
SEOIEENMNE, XETENGTFERIMENB T . 85T ENEEE
Fa A AREEASEEZEN, —BRAIT, aERMNIREFEO N\ ERRE

B mERE

BRr=dk TEERER WhFER
ETERNALBLUE
linux

Android

=ik Group by % RN EHE
[ WannaMine @ Monero £l MassMiner @ Monero [ CryptoShuffler & Multiple B Loapi @ Monero
{EAkIEz ERRSMimikatzZBHMT AR MassMiner2—MiIBHEHEZETE R, EADENSERMIENENIR, FABER Loapi @—HAndroid BB+ ¥, LoapiA

TRSHEAN N, HiEBIPowershel FIWMI PR RIHEEE Y IR T, % el E RGNS St IREr g St BrRBHEREEHTIEN, FENSI)
EMF FALLTIRA: WebServeriEiF, EternalBlue b8 BE. Bi5: iZEMonerollE M, THMZT

#Apache Strutsi&iR RHMRA, RROFLELRSS.

2019411548 35 201947898 K 2017611438 2017125208
BE AN BEHARR BERAAN HEAAEN
[ norman @ Monero H Jenkins Miner @ Monero £ coinhive @ wMonero H Kingminer @ Monero
2 (Norman) 2&if&MAETXMRIgh) Fi/FJenkins JavaRFFIHELEIHHEA Coinhive—JavaScriptiZl B4, B&ER KingminerF 20186 B &R A, 2%

MEE T, ERABRERARRRASTHER
AR, XEBERMAEEEEHDuckDNS,

CVE-2017-1000353i@, ZIRIFEAT
IETAMHEPARD (RAT) HIXMRigIZE 47
REE, EESESTMWindowskizs LT,

HRIEHIRAEIENCPURIRETIEN .

FWindows Server, $5AIZISFISQL Server
HMonerofZH RS, BERMHHENS
SEEREMILRTERET RN

201988150 K 2018528208 i 20193888 2018F12812H
TEEEE SEEER SEFMER SEFEER
[ WEZ2ENMEREN S EATEESIET ma 5k |

P IXEDANE

RS “RRIAE” 120 RSN RS A EA BB KB mRmEEE,
SMB 550<1&#&. M 2 BIpHR, RS WE, FESREREH T
WRIRSFTAI, WERIRABHEIGBMENRIRMA PE U7, M=l Power
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Shell G117 ™ & . XFHFBEERY PE WHER NIt AR T R Power
Shell FIAERRAI T E, SHERSHIVZTEM e PE XHKEHT
S

— — ’ -
ST ."’ %‘“ﬁf
EﬂPy\'nstallgrﬂ@, -
Powershell}zl—_l 4Rk, ERGKES

- BHTRE, /7 R, SMB ¥
m Eg HiexethiT Eﬂﬁlﬁlﬂi MsSQL
~ '%-? @
& &?% g/ BV EE
L [E / e
:@__’|-+I——* — ==l
BUEETRIESS: SR 1.
Credelntials)é'ﬁjﬁi SMBIZEE, FKIE LfEER
5 Z A

[ “Beh AL TR ]

EXFHFANRN T XML T, EXHWERIENLE THBERGEENER
NHEFEILITERANGE . BN WENBSENAEEFT, EErLIFBRER
HAS, WMITHBRQNNG, FIBUTHEYIRZ EBEE%=RIN88 EAIMN
RTINS . T BERISFE N, SRS EZN

20194, "KEpAE" ARTHEY, ZTERENET RERITHIN. 2%
SEONBERRHNAIERE T, Bl XEZE REEEEE, WS,
BIdTE Powershell s N\ PE XAEINEAIZEL, IXZITT "B 120 BIERT,
JJEP}aEﬁ HIURBEEMS, BEE Dovvershell exe FIEPHIT, XIEN “H

1B Bo et 7 raEall, ARIEEIET 198,

» WannaMine

WannaMine 2w ESREENGS WannaCry 81Z=m5—%, FEB “K
B2 mEHTER, EREMNNEY SMB REEQY 8 . 1ZREBRRE,
RARm;, BEERRIE, BEXMES. REIELZ2EMBERNISEER,
WannaMine 2475 5.0 R4S,

WannaMine g% “E4667 rdpkax.xsl @B EREMEEM
—MEFKRIOHIRE, SERSETHRESBLES AN, AHEEXEZEREK
£ THE (svchost.exe . spoolsv.exe . x86.dlII/x64.dll &)
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(JBITER) x64.dll(
R, playload)
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-od =

£

svchost.exe
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